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Crytosystem
Encryption function E: transfers plaintext to
ciphertext
Decryption function D: transfers ciphertext to
plaintext
D is the inverse function of E and vice versa.
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Public Key Cryptosystem
Each user provide a public key, i.e., publish the
encryption function E.

Keep the decryption function D in security.
Suppose Mary wants to send a plaintext m to

Peter.

1. She uses Peter’s encryption function EP to
change the message m to c = EP (m).

2. When Peter receives the ciphertext message
c. He uses his decryption function transfers
the message to DP (c) = DP (EP (m)) = m.

Cryptography – p. 3/1

A Public Key Cryptosystem
– RSA Cryptosystem
Suppose a user’s public key is (n, b).

The security of RSA is based on the hope that
the encryption function E(m) = mb mod n is
one-way, so it will be computational infeasible for
any opponent to decrypt a ciphertext.
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Number Theory
– Some Basic Knowledge
Suppose a and m are relative prime, i.e., (a,m) = 1.
Then there are integers s and t such that as + mt = 1.
Here s and t can be found by using Euclidean
algorithm.

Suppose n is an integer greater than 1. Let
Zn = {0, 1, · · · , n − 1} be the ring of the complete
residue system modulo n.

Theorem: Let m ≥ 2. Suppose (a,m) = 1. Then there
is a unique b ∈ Zm such that ab ≡ 1 (mod m). b is

called the inverse of a and is denoted by a−1.
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Number Theory
– Some Basic Knowledge
Let φ(m) denote the number of positive integers
less than or equal to m that are relatively prime
to m. This function is called the Euler φ-function.

Euler’s Theorem: If (a,m) = 1, then aφ(m) ≡ 1
(mod m).
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RSA Cryptosystem
Let n = pq, where p and q are primes (very large).
Choose a unit a ∈ Zφ(n) (i.e., (a, φ(n)) = 1). Then
there is a b such that ab ≡ 1 (mod φ(n)). Thus,
we have ab = tφ(n) + 1 for some t ≥ 1.
Suppose x ∈ Z

∗
n, the set of units of Zn. Then

(xb)a ≡ xtφ(n)+1 (mod n)

≡ (xφ(n))tx (mod n)

≡ x (mod n).

We leave an exercise for you to show that
(xb)a ≡ x (mod n) if x ∈ Zn \ Z

∗
n.
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RSA Cryptosystem
In order to setup the system, we follow the
following steps

1. Generate two large primes p and q.

2. Compute n = pq and φ(n) = (p − 1)(q − 1).

3. Choose a random number b (0 < b < φ(n))
such that (b, φ(n)) = 1.

4. Compute a = b−1 (mod φ(n)) using the
Euclidean algorithm.

5. Publish (n, b) as public key.

In practice, n is very large. Using the best
algorithms known and fastest computers, it would
take centuries to factor a 200 digit modulus .
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Example 1
Suppose Peter chooses p = 101 and q = 113.
Then n = 11413 and
φ(n) = 100 × 112 = 11200 = 26527. Choose b

which is not divisible by 2, 5 or 7.

In practice, Peter will not factor φ(n). He will
verify that (φ(n), b) = 1 using the Euclidean
algorithm.
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Example 1
Suppose Peter chooses p = 101 and q = 113.
Then n = 11413 and
φ(n) = 100 × 112 = 11200 = 26527. Choose b

which is not divisible by 2, 5 or 7.

Suppose Peter chooses b = 3533. Then by
Euclidean algorithm he will get a = b−1 = 6597
mod 11200.
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Example 1

Peter’s secret key is a = 6597. Peter publishes
n = 11413 and b = 3533 in a directory as a public
key.

Suppose Mary wants to send the plaintext 9726
to Peter. She computes

97263533 ≡ 5761 (mod 11413)

and sends the ciphertext 5761 over the channel.

When Peter receives the ciphertext 5761, he
uses his secret key to compute

57616597 ≡ 9726 (mod 11413). Cryptography – p. 9/1

Possible plaintext message units
�= possible ciphertext message
unitsSuppose we are working in an N -letter alphabet.
Let k < l be suitably chosen positive integers,
such that for example Nk and N l have
approximately 200 decimal digits.

We take as our plaintext message units all blocks
of k letters, which we regard as k-digit base-N
integers.

Similarly take ciphertext message units to be
blocks of l letters in our N -letter alphabet.

Then each user must choose his/her large
primes p and q so that n = pq satisfies
Nk < n < N l.
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Example 2
Let N = 26, k = 3 and l = 4. Suppose we want to

send the message “YES" to a user A with public
key (nA, eA) = (46927, 39423). Then we find the

numerical equivalent of “YES":

24 × 262 + 4 × 26 + 18 = 16346

and compute 1634639423 ≡ 21166 (mod 46927).

21166 = 1 × 263 + 5 × 262 + 8 × 26 + 2

this is equivalent of “BFIC".
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Example 2
Let N = 26, k = 3 and l = 4.

21166 = 1 × 263 + 5 × 262 + 8 × 26 + 2

this is equivalent of “BFIC".

The user A knows the secret key
(nA, dA) = (46927, 26767).

So A computes 2116626767 ≡ 16346 (mod 46927)
and get the message “YES".
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Numerical Signature
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Numerical Signature
Suppose user A wants to send a signatured
message m to user B. He uses the following
steps:

1. A uses his own decryption function to change
the plaintext to s = DA(m).

2. A uses the public key of user B to transfer s to
be EB(s) = EB(DA(m)). And then sends to B.

3. When B receives the ciphertext message
EB(s), by using her decryption function
transfers the message to DB(EB(s)) = s.

4. B uses the public key of A to transfer s to
EA(s) = EA(DA(m)) = m. Cryptography – p. 13/1


