Suggested Actions
on WebSAMS
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VA Suggested Actions

+ Keep Latest Windows Security Update
+» Check Windows Hardening Status

+ Check Antivirus Protection Status

=+ Ensure System Backup In Order

» Keep Best Practice in System Operation



Sawee | Keep Latest Windows Update

Go to “Control Panel” >“Windows Update” then
select:

+» Check for Updates

(Select all updates except “Service Pack” / “Major Version
Upgrade”)

+ View Update History

» Change Settings



Keep Latest Windows Update
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Sawee | Keep Latest Windows Update

Windows Update > Check for Updates

(Select all updates except “Service Pack” / “Major Version
Upgrade”)



Keep Latest Windows Update

@ @ - ¢t |E} ¥ Control Panel » &l Control Panel lterms » Windows Update

W G‘ | Search Contral P, 2 |

Control Panel Home

[ Check for updates

Change settings
View update history
Restore hidden updates

See alzo

Installed Updates

Windows Update

You're set to automatically install updates
\& Mo updates are available,

Most recent check for updates:  04/05/2017 at 12:49
Updates were installed: 04/05/2017 at 12:535.
You receive updates: For Windows only.

Get updates for other Microsoft products. Find cut more




Keep Latest Windows Update

@ @ - 4 |R} ¥ Control Panel » Al Control Panel ltems » Windows Update " G‘ | Search Control Panel o |

Control Panel Home

[ Check for updates

Change settings
Yiew update history
Restore hidden updates

See also

Installed Updates

e
Windows Update

Download and install updates (1,073.7 MB - 1,075.2 MB total)
113 important updates are available 113 important updates selected, 1,073.7

MB - 1.075.2 MB

44 epticnal updates are available

Install updates

Meost recent check for updates:  Today at 09:52
Updates were installed: Mever
You receive updates: For Windows only,

Get updates for other Microsoft products, Find cut more
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—areere | Keep Latest Windows Update
s Select updates to install - o x ]
:(-:l * |L'ﬂ-'$‘ <« Bl Control Panel lterms » Windows Update » Select updates to install v & | | Zearch Contral Panel 2 |
Select the updates you want to install
arne - size “ | 2017-05 Security Monthly Quality
Windows Server 2012 (113) - Rollup for Windows Server 2012 for
I rtant (113 ]
mportant (113) = R TPy 124.8 MB _ | x64-based Systems (KE4013216)
Optional (44 Curnulative Security Update for Internet Explarer 10 for Windows.., 371 MB = | Asecurity issue has been identified in a
X . . Microsoft software product that could
becurity Update for Microsoft [MET Framework 45 and 457 om0, 6.8 MB e E‘fou B ey
becurity Update for Microsoft MET Frarmework 4.5 on Windows 8., 12,5 MB your system by installing this update from
e curity Update for Microsoft NET Framewark 4.5 on Windows 8. 6.0 MB Micrﬂs':l;ft- FDr?c'IJrSPLE’_Eeli;ting thhe
L . . . 1szues that are included in this update, see
becurity Update for Microsoft NET Framework 4.5 on Windows 8., 104 MB the associated Microsoft Knowledge Base
becurity Update for Microsoft MET Frarmework 4.5 on Windows 8., 12,2 MB article. After you install this update, you
e cutity Update for Microsoft MET Frarmeweark 4.5 on Windouwes 8., 15.2 MB may have to restart your system.
| becurnty Update for Micrasoft, rarmewvork 4.5, .37 and 4.3... ublis 2
Fecurity Update for bi ft .METF k4.5, 457 and 4.5 456 kB Published: 09/05/2017
tecurity Update for Microsoft MET Frarmewsork 4.5, 451 and 4.5... 61 B I_f'_'\_ You may need to restart your PC
becurity Update for Microsoft NET Framework 4.5, 451 and 4.5.... 10,6 MB MO after installing this update.
becurity Update for Microsoft [NET Framework 4.5, 451 and 4.5...  2.8MB = Udate i to install
e curity Update for Microsoft NET Framework 4.5, 45.1 and 4.5... 540 KB W Updateisreadytoinsta
tecurity Update for Microsoft NET Framework 4.5, 457 and 4.5... 87 KB More information
becurity Update for Microsoft [NET Framework 4.5, 451 and 4.5...  2.8MB Support information
becurity Update for Microsoft MET Framework 4.5, 451 and 4.5.... 524 KB
becurity Update for Microsoft MET Framework 4.5, 457 and 4.5... 6.6 MB
becurity Update for Microsoft NET Framework 4.5, 451 and 4.5.... 899 kB
becurity Update for Microsoft MET Frarmework 4.5, 451 and 4.5... 1,000 KB
becurity Update for Windows Server 20012 (KB2 765300 644 KB
be curity Update for Windowes Server 20012 (KB 2770660 503 KB
becuriby pdate for Windows Server 2012 (KB2807930) 6 KB V

[

Total selected: 113 important updates (1,073.7 ME - 1,075.2 N{B) | Install |

Cancel




" aene | Keep Latest Windows Update

Windows Update > View Update History



Keep Latest Windows Update

@ @ - ¢t |E} ¥ Control Panel » &l Control Panel lterms » Windows Update

W G‘ | Search Contral P, 2 |

Control Panel Home

Check for updates
Change settings

Windows Update

View update history

Restore hidden updates

See alzo

Installed Updates

] You're set to automatically install updates
\& Mo updates are available,

Most recent check for updates:  04/05/2017 at 12:49
Updates were installed: 04/05/2017 at 12:535.
You receive updates: For Windows only.

Get updates for other Microsoft products. Find cut more




—aeise | Keep Latest Windows Update
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Ii(__—) * 1 |K} v Control Panel » All Control Panel tems » Windows Update » View update history v 0| | Search Control Panel o |

File Edit Yiew Tools Help

Review your update history

Check the Status column to ensure all important updates were successful. To remowve an update, see Installed Updates,

Troubleshoot problems with installing updates

Name Status Importance Date ifstalled |~
Cumulative Security Update for Internet Explorer 11 for Windows Server 2012 R2 (KB2387107) Pending restart Important 1275117
Windows Malicious Software Rernoval Tool for Windows 8, 8.1, 10 and Windows Server 2012, 2012 R2, 2016 x64 Edition - May 2017 (KB230830) Succeeded Impertant 1/517
2017-053 Security Monthly Quality Rellup for Windows Server 2012 R2 for x64-based Systemns (KB4013215) Pending restart Impaortant 115417
May, 2017 Security and Cuality Rollup for MET Framework 3.5, 4.5.2, 4.6, 4.6.1, 46.2 on Windows 8.1 and Windows Server 2012 R2 for x84 (KB4019114) Pending restart Important 11737
Cumulative Security Update for Internet Explorer 11 for Windows Server 2012 R2 (KB3008923) Pending restart Important e
Windows Malicious Software Removal Tool for Windows 8, 8.1, 10 and Windows Server 2012, 2012 R2, 2016 x64 Edition - April 2017 (KB250230) Succeeded Impaortant 13/417
April, 2017 Security Menthly Quality Rollup for Windows Server 2012 R2 (KB4015550) Pending restart Important 13/417
April, 2017 Security and Quality Rollup for MET Framework 3.5, 4.5.2, 4.6, 4.6.1, 4.6.2 on Windows 8.1 and Windows Server 2012 R2 for x84 (KB4014983) Pending restart Important 137417
March, 2017 Security Monthly Quality Rellup for Windows Server 2012 R2 (KB4012216) Pending restart Important
Windows Malicious Software Removal Tool for Windows 8, 8.1, 10 and Windows Sepver 277 T Mlarch 2017 (KB220830) Succeeded Impertant
Windows Malicious Software Removal Tool for Windows 8, 81 10 -~ Tonneam Succeeded Impertant 247217
Cumulative Security Update for Internet Fr-! Succeeded Important 217
Securitv Undate for &7 7 T ommaded Imoortant 171417
March, 2017 Security Monthly Quality Rollup for Windows Server 2012 R2 (KB4012216) Important
e e e e e e s
Windows Malicious Software Rermoval Tool for Windows 8, 8.1, 10 and Windows Server 2012, 2012 R2, 2016 x64 Edition - January 2017 (KB290830) Succeeded Impertant 17147
Decemnber, 2016 Security Monthly Cuality Rellup for Windows Server 2012 R2 (KB3205401) Succeeded Impertant 24112716
December, 2016 Security Monthly Cuality Rellup for Windows Server 2012 R2 (KB3203401) Failed Impaortant 23/12/16
Windows Malicicus Software Removal Tool for Windows 8, 8.1, 10 and Windows Server 2012, 2012 R2, 2016 %64 Edition - December 2016 (KB330830) Succeeded Important 2311216
December, 2016 Security and Quality Rellup for NET Framework 3.5, 4.5.2, 4.6, 4.6.1, 4.6.2 on Windows £.1 and Windows Server 2012 R2 for x84 (KB3205404) Succeeded Important 2311216
Update for Windows Server 2012 R2 (KB3182203) Succeeded Impaortant 25/11/16
October, 2016 Security and Quality Rellup for NET Framework 3.5 on Windows 8.1 and Windows Server 2012 R2 for x64 (KB3188743) Succeeded Impaortant 25/11/16
MNovemnber, 2016 Security Monthly Quality Rollup for Windows Server 2012 R2 (KB3197874) Succeeded Important 25/11/16
Windows Malicicus Software Removal Tool for Windows 8, 8.1, 10 and Windows Server 2012, 2012 R2, 2016 %64 Edition - November 2016 (KB220830) Succeeded Impertant 2511116
Security Update for Windows Server 2012 R2 (KB3184343) Succeeded Impaortant 15/9/16
Security Update for Windows Server 2012 R2 (KB3173024) Succeeded Impaortant 15/9/16
Update for Windows Server 2012 R2 (KB3179574) Succeeded Recommended 153/9/16
Curmnulative Security Update for Internet Explorer 11 for Windows Server 2012 R2 (KB3185319) Succeeded Important 15/9/16
Security Update for Windows Server 2012 R2 (KB3178339) Succeeded Important 15/9/16
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" aene | Keep Latest Windows Update

Windows Update > Change Settings
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Keep Latest Windows Update

@ @ - ¢t |E} ¥ Control Panel » &l Control Panel lterms » Windows Update

W G‘ | Search Contral P, 2 |

Control Panel Home

Check for updates

Windows Update

Change settings

View update history
Restore hidden updates

See alzo

Installed Updates

] You're set to automatically install updates
\& Mo updates are available,

Most recent check for updates:  04/05/2017 at 12:49
Updates were installed: 04/05/2017 at 12:535.
You receive updates: For Windows only.

Get updates for other Microsoft products. Find cut more




Keep Latest Windows Update

®

-

T |EEr << All Control Panel lterms » Windows Update » Change settings v | | Search Control Panel

Choose your Windows Update settings

When your PC is enline, Windows can automatically check for important updates and install them using these
settings, When new updates are available, you can also choose to install them when you shut down your PC,

Important updates

| Check for updates but let me choose whether to download and install them v

Recommended updates

[ ] Give me recommended updates the same way | receive important updates

Mote: Windows Update might update itself automatically first when checking for other updates. Read our
privacy statement online,

ok || Cancel
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“Zaeie| Check Windows Hardening Status

e Refer to

“Installation Guidelines for WebSAMS 3.0”
> “Appendix 7 : Windows Server 2012 R2 — OS Hardening Guide”

http://www.websams.edb.gov.hk/files/newschool/Doc%2033%20Installation%20Guidelines%20for%20WebSAMS%203.0%20V1.3.3.pdf

for Checking the Windows Hardening Status
including:

Local Security Policy
Windows Firewall
Screen Saver Timeout
(On resume, display logon screen)
Remote Desktop with Network Level Authentication
(In normal operation, the remote desktop should be disabled)

1=
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Zaeese | Check Antivirus Protection Status

w Ensure the Antivirus Software is in latest
version

= Ensure the Online Protection is enabled

v Ensure the Virus Pattern is up-to-date
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Zaene | Ensure System Backup In Order

o Ensure the following kinds of backup are
included:

= Windows Server (Regular System Backup)

= WebSAMS Program and Data (Daily, Weekly and Monthly
Backup)

o Ensure encryption of backup image
e Check the Backup Log timely

o Check the status of Backup Media timely
including:
= On-line media (NAS)
= Off-line media

17
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Zaeexe| Keep Best Practice on System Operation

'Hg—b

e DO NOT share the disk storage of WebSAMS
Server as network drive

o Only install WebSAMS related software

e DO NOT enable remote desktop service or
install similar software

o DO NOT visit any questionable website or
download files from questionable source in
WebSAMS Server

18
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VZaerse | Reference Material

o Security Guides & Checklist for WebSAMS:

« Path: http.//cdr.websams.edb.gov.hk > 7 5 > ZEZZ# > (R4

R PR R 201575 5

WebSAMS Cenfral Document Repository

TH =25 HHE > R R EW S EHIES:

REHN LRERARARER

& Download

"# ERERE, RARTREELRT 210

WebSAMS Security Guide and Recommended Fractice
T Dovglesd

System Security Setting Checklist for WebSAMS
"-ﬁ i :u_—.-,—_-'rﬂ

T ERE RS, "HIRSE - HEREEE &SRR, B F 2017 )
Seminar on Highlights of WebSAMS Server, Network & Security 2017
BT &t PPT44=L PDF4&=%

HEE/EGS TiH ERERA, RS- R EE M ERE T
Eﬁ ! Download
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Zaeie | Reference Material (cont’d)

o WebSAMS Version Upgrade release note:

s Path: hittp./www.websams.edb.gov.hk > Version Upgrade
for 3.0 > Major Upgrade

e IT Security in Schools - Recommended
Practice:

s Path: EDB Webpage > Education System and Policy >
Primary and Secondary School Education > Applicable to
Primary and Secondary School > IT in Education > On-going
Support
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=awe| Reference Material (cont’d)

o Regularly visit the Information Security
website of HKSAR for the update information
of IT security

= Path: htip.//www.infosec.gov.hk

e Hong Kong Computer Emer%enc Response
Team Coordination Centre (HKCERT)

= Path: https.//www.hkcert.org
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VHaiee| Reference Material (cont’d)

For enquiries:

e Technical support:
« WebSAMS Helpdesk 3125 8510

e Other enquiries:

s School Liaison Officer of the WebSAMS Team

Path:
http./cdr.websams.edb.gov.hk/Files/Doc/WebSAMS %20School%20Liaison%200fficer%20list. x/s
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The End



