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How Ransomware Works

Ransomware starts with an unsolicited
email, typically designed to trick the victim
into clicking on an attachment or visiting a
webpage.
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The ransomware
encrypts important

e The ransomware
leverages flaws in
the computer’s
operatmg system to
force it to run

ransomware code.

}

files on the system

and demands a

ransom payment

using the digital

currency bitcoin, by

,:. A ’

The WannaCry
ransomware uses

a Windows flaw to repilcate
itself and spread around the
computer network.

Source: staff reports
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Failure configuring Windows updates
Reverting changes
Do not turn off your computer.

Select Items

Speciy ftems to include in the biackup by selecting or clearing the associated check boxes. The items that you
have included in the current backup are already selected

J Bore metal recovery

[ Backun (F)
[H<ss Local disk (C)
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1. Windows {FEERMi{s ¢ 1E &M 85H#E{T Windows Update B + HELFET 400
R 7 40 3 HE ST 5 System Drive {1 System State + #57&FH{F Windows
Updates » LATGE — S48 TR0 » ARal R85

2. SRBEETREER - e R - FlA0: windows {SIfEEE ( B14F File Server
Fi WebSAMS Server ) KA EZCIFRVER (40 i - BiR) {F Windows
1 &7 (https://blogs.technet. microsoft.com/msrc/2017/05/12/ customer-guidance-
for-wannacrypt-attacks)

3. IZEME LA S RS (SR Windows Fa8 ) ¢ RIS BRI T A ST
B s e SRR R R S N - ME TR S S e e
HEMERATEEMERNC R 45T - Ri2H Wannacry FIEEIEBHRE
|

4. {EF Group Policy : Z[fj1E WannaCry #1Z R RAIEHE - EHEEH Group
Policy » &:H4{i B FEAEAYLL AL 1 TCP139 » 445 ¢ UDP137 - 138 » 5FI&
Bt Rl A N

Title Document 35 - WebSAMS System Operation Task List
(Expected Routine Task List for TSS or System Support Personnel of School)

Version 2.6

Date 11 Apr, 2016

Operaiions

Re-Start of WebSAMS

COPM Section 6.6

WebSANMS Version Upgrade

AOM Section 8.3

Housekeeping of WebStart Upgrade

AOM Section 8.4

Check version upgrade log E:\tempiwsup|

AOM Section 8.3.12 & 8.3

Regular Backup

COPM Section 6.7

Check backup software log

COPM Section 6.7.6

Check Apache log
D:\WebSAMS3.0Mpache\logs

COPM Section 6.7.6

Check Virus Scanning log

COPM Section 6.7.6

Check Windows Event Viewer log

COPM Section 6.7.6

Install Only Windows High Priority Updates
(Excluding new releases of Service Packs and
Internet Explorer )

Control Panel > Windows Update
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1. Windows {EIIRESMI(T | 17 & {5R 25T windows Update Bl » HESERET 40
F AR {7 - A RESL M) System Drive f1 System State - Z{ETH{F windows
Updates » PARG 8 — S48 T i Aol « Aol Bl sk

2. SSAEEREREEL  ArEEER - Fli0: windows {EIBES ( G1IF File server
T WebSAMS Server ) FIHiH ST CARIER (40 FL - HE) {F Windows
1 #r (https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-
for-wannacrypt-attacks)

3. JrEME I 6ERE S FERE (R windows Fa8t ) (RIS B TSR IS8R T
B RS S R AR R B R - FETT BN b A R e
EEMRATE SINERE 5T - RiZE WannaCry #IEEEERE
|

4. {EH Group Policy © 5[/ 1k WannaCry TR IR - B Group
Policy + £H§H{i FHE B REATLL F iR © TCP139 ~ 445 | UDP137 - 138 - &
EHE S Al AN

13 ( Domain )
; UDPIN 137 ~ 138
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Likelihood of Data Loss Incidents in One Year per PC

Source: The Cost of Lost Data, David M, Smith
Graziadio Business Report, Pepperdine University

Software Corruption,

Data Loss, 6.1%

\‘

Disaster, 0.2%
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DNS- SPF Record (Sender Policy Framework)
OpenDNS

VLANs
Patch Management ITED
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Windows Update

Patch Management
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# of # of
Rank Destination vulnerabilities Rank Destination vulnerabilitig
W . d U d t 1 Android (Google) 523 1 Mac OSX (Apple) 215
I n O WS p a e 2 Debian Linux 319 12 Reader (Adobe) 204
Patch M ment —
a C a n a g e e n 3 Ubuntu Linux 278 13 Chrome (Google) 149
(Ubuntu)
4 Flash Player 266 14 Windows 10 172
(Adobe) (Microsoft)
5 Leap (Novell) 259 15 iPhone OS (Apple) 161
6 OpenSUSE 228 16 Windows Server 156
(Novell) 2012 (Microsoft)
7 Acrobat Reader 227 17 Windows 8.1 154
Dc (Adobe) (Microsoft)
8 Adobe DC (Adobe) 227 18 Windows RT 8.1 139
(Microsoft)
9 Acrobat (Adobe) 224 19 Edge (Microsoft) 135
Source: cvedetails.com
10 Linux Kernel 217 20 Windows 7 134
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Windows Update / Patch Management

a

teacherpc =

May 14, 2017 10:45:02 PM | May 14, 2017 10:44:36 PM | Apr 1, 2016

Protection status Operations Infections (0)

> o Subscription Valid

> o Virus protection Enabled

> o Automatic updates Up to date
> o Software updates Critical security updates

Server

Windows Update / Patch Management

Install software updates
W School

teacherpc

Show: All

te

CREIEh CVEI puletn 12 retallaton status
| ty

V3 or Ado Critica Adobe Flash 22 Gold Adobe APSB17-15

Adobe Flash Player Plugin 22

Critical o Adobe APSB17-15
Critical security J;:de"ﬁm EevkonmentBd Sun Microsystems JAVAB-131
Critical rity Microsoft Lync 2013 x64 SP1 Microsoft MS17-013
Critical security g;;;;:zngtg’;g‘f;;: Microsoft Ms17-013
- L EDs Critical security 2’:\‘225;2 ([igf):zqm“im‘al Microsoft MS15-081
(4 Critical E’I':S'z;‘ﬁ agi;::’]ofe”i""a' Microsoft MS17-013
1,2017 Critical security Miceosaftioifics Pratessional Microsoft M 17-OFF-04

Plus 2013 (x64) SP1
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Management Software Comparison
== = O

Free of charge

Easy to Manage

Easy to Setup

Require Agent in Client

Can manage Non-MS
software

Can Push Install

Cache Windows Update
Content
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Windows Server Update Services

Microsoft Update

FH Windows Server 2008 R2 F¥5, WSUS M AR EiRsz B 2 —
A PUTE 431305 i 28 (Domain Controller) EZ2 3%
SEEEEELMARBENE

KMEERAREEFERAES

Firewall

WEUS server

DESTINATION SERVER

Select server roles WSUSD craing ocal

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Sgl d LI ACUVE LiIrectory mignis iManagement services ~]  Windows Server Update Services
[[1 Application Server allows network administrators to
specify the Microsoft updates that
Features [ DHCP Server should be installed, create separate
WsUS L] DNS Server groups of computers for different sets
[ Fax Server of updates, and get reports on the
Role Services compliance levels of the computers
b Fil 1of1 Il
[®] File and Storage Services (1 of 12 installed) and the updates that must be
0 Hyper-v installed.
[ Network Policy and Access Services

Content

[[] Print and Document Services
[1 Remote Access

[] Remote Desktop Services

[ Volume Activation Services
Web Server (lIS)

[ Windows Deployment Services

[] Windows Server Essentials Experience R oo > ‘% @
TR Serve ot Senvice SN I oJ I= REE
: ' Speedy Group
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WSUS ilr \/\\\ — Step 2

Select features WSUSD srminingoc!

Before You Beain Select one or more features to install on the selected server.

Instaliation Type Features Description

Server Selection _7 NET Framework 3.5 combines the
b ' | power of the NET Framework 2.0 APis
IE] NET Framework 4.5 Features (2 of 7 installed) with new technologies for building
[] Background Intelligent Transfer Service (BITS) applications that offer appealing user

WSUS Bitlocker Drive E ti interfaces, protect your customers'
L] BitLocker Drive Encryption personal identity information, enable

Role Services ] BitLocker Network Unlock 1 Sesnless ahd cetiire Coumi AR
Content [] BranchCache and provide the ability to model a
[ Client for NFS range of business processes.
[[] Data Center Bridging
[] Direct Play

WSUS Report TE/AZE A .NET 2.0

of IRIFEE

Speedy Group

DESTINATION SERVER

Select role services WSUSO! saiing.oca
Before You Bagin Select the role services to install for Windows Server Update Services
Installation Type Role services Description
—'—'_ 1 Installs the database used by WSUS
WID Databas: | into WID.
WSUS Services

Features [[] Database
WSUS

Server Selection |

Server Roles

Content

RTYFEFEER  FRAREERE
o) EiREMH
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WSUS

Dashboard
Local Server
All Servers

File and Storage Services P

%'-|:|:|~
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Post-deployment Configura...

Configuration required for Windows Server Update
Services at WSUS01

Launch Post-Instaliation taq'hf]
S

Task Details

ACT TOIES dl'ld

Add other servers to manage

ZESTHE - WSUS Bk D BRITEMZ a7 F—

IRIREE
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WSUS 22
‘ % ChooseProdljldS

| Before You Begin =
Microsoft Update N»
Improvement Program
Choose Upstream Server
Specify Proxy Server
Choose Languages
‘
Choose Classifications
Configure Sync Schedule
Finished
What's Next

it
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Step 6

Select the Microsoft products to be updated

You can specify the products for which you want updates.

_Products:

[¥Windows 10 LTSB.

[ Windows 10§ and Later Servicing Drivers
[wWindows 10

[ Windows 2000

[MWindows 7

[wWindows & Dynamic Update
[“]Windows 8 Embedded

M Windows & Language Interface Packs
[¥Windows & Language Packs
[wWindows 8.1 and later drivers

[ Windows 8.1 Jeivers

[WWindows 8.1 Dynamic Update

[ Windows 8.1 Language Interface Packs
< m

| All products, including products that are added in the future.

WSUSHIBTE R EZEAZ5E

o TR ]
Windows 7
Windows 8
Windows
Windows 10

KHEFT T 80GB Storage

EJZT

Speedy Group
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WSUS r\/\\\ _Ste 7
%j Choose Classiﬁcationf

Select the update classifications you want to download

' Before You Begin =—— | You can specify what classification of updates you want to synchro|
. Microsoft Update =y
Improvement Program

Choose Upstream Server Classifications:
D All Classifications

[ Critical Updates
Definition Updates
[CDrivers

Specify Proxy Server
Choose Languages
Choose Products

Configure Sync Schedule [¥ISecurity Updates

Finished - [IService Packs
What's Next

TRAERE - B/ EERE

= IthEE[;
WSUSHAIBREERS M T o Ea REE
peedy Group

WSUS Z 2 RER

Window Help

B UpdateSenvces

S 3
& AllUpdates 2
5] Critical Updates
5] Security Updates T il \mport Updates
5] WSUS Updates. e - =
P s b 588 secury upoes re witingto be s
4 & All Computers. A 654 critical updates are waiting to be zpproved.
& Unassigned Computers
& Window Server 2012 18 ‘Refissh
& Window Workstations - Window 7| B Hep
A Window Workstations - Window 8| Overview.
R e Computer status Synchronization Status
B Reports I Computers with errors: T Status: Synchronizing: 21%
) Options | I Computers needing updates: 2 Stop Synchronization
= Computers installed/not spplicable: Last synchronization:

Remove from Console

View

New Window from Here
(@ 258 new products and 9 new classifications have been added in the past 30 days. View products and classifications

Lastsynchronizstion reult Canceled
Update Status Download Status
B Updates with errors: Updates needing file
Mlpsacneomseoniass @ Dowriosies 0318 ME of 613795
B Updatesinstalled/not spplicable: 3296

Server Statistics Connection
Unsehryligiies s : Local/sst
Approved updates: 8530
Declined updates: Userrole  Administrator
Computers: Serverversion: 6.39600.16384
Computer groups:

Resouirces.

B =£m\ - F/Moll |55 &8 —
REWSUSEEE - RESLUEHEEORN ) w0

Speedy Group
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WSUS ﬁ r\/\'?{

8
File Action View Help
= = B T
p [ Windows Remote Management (Wi ~
| Windows Remote Shell _| Defer Windows Updates
4 [ Windows Update 1] Configure Automatic Updates Enabled
L] Defer Windows Updates 5] Specify intranet Microsoft update service location Enabled
| Work Folders |iz] Enable client-side targeting Enabled

stite |~

B EE R - BFIRAGroup Policy kg I
EERAEENNERTS 0 35%_2%0@

WSUS ZZHRE] — Step 9

« WSUS #HF88J GroupPolicy
- 18E88Y GroupPolicy FR7E !

« Computer Configuration -> Policies -> Administrative Templates ->
Windows Components -> Windows Update

« Configure Automatic Updates - ZRUFABEIEH A4 alEc5WSUS
« Enable client-side targeting - < H& B E B S EWSUSHESE

A
» Specify intranet Microsoft update service location - < fiFZ EHkHl
B WSUSH B 1 T 7R+
B
Speedy Group
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WSUS Z 22 1RER — Step 10

EE2FEHEEMENGroup Policy -
HME{RGroupPolicysERINERZIEREER L -

A fEAgpupdate /synciE < 2R EFT

BRI%E - £Awuauctl.exe /detectnowE2WSUSH#E

5% £ Fwuauctl.exe /reportnow 3 %DWSUS{-EZM&E R ERT

Status Group membership: ﬁ' Computers,

! Updates with errors: C f"?
Updates needed: 7 0s: Wmduv.ws Ty
! Updates installed/not ﬂppll(ab\t 2238 E”F’P"H
Updates with no status: Edition
05 language: zh-HK

Service pack: None
IP address: 192.168.200.42

Additional Details

Computer make;  Hewlett-Packard
Computer model: HP Compaq nc6400 (RH142PA#ABS)

Processor: x86 ®) E% ;iE _/_1%__: @

RINS versinn: KBC Version 36.36 68YCD Ver. F.0B Speedy Group
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o ERAME—EEREZAEE nmap 4

@ @ & | htips:/jnmap.org/dawrload.html

) Most visited @ Getting Started @ Hva-Node3 @ HVS-Node2 €& Hva-Nodel @ HV7-Noded & HV7-Noded @ Hv7-Node2 @ HV7-Nadel
nternet . - —
Company! Microsoft Windows binaries

installation instructions for the Windows version of Nmap. You
.| choose from a self-installer (includes dependencies and also t
Zenmap GUI) or the much smaller command-line zip file versio
support Nmap on Windows 7 and newer, as well as Windows !
2008 and newer We also maintain a guide for users who must

Nmap on earlier Windows releases..
Note: .
lthelat " have chosen to open;

.|great¢ [ nmap-7.40-setup.exe
—_— which is: Binary File (25.8 ME)
The N from: https: /fnmap.arg
installation, registry performance twea  Would you like to save this fie?
preferred location. It also includes the SR Cancel
zip files with a self-installer: —J

oo A
: i — ;E =
Latest stable release self-installer: nmap-7.40-setup.exe N o }a % ﬁ

Speedy Group

| Please read the Windows section of the Install Guide for limita
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RIFRR BRI KA E INeR TE

* A& 4ECommand Promptf4 £ nmap 2235 &
* {7 nmap —top-port 20 X.X.X.y-z
o x.x.x.y B N RELEHTPubilc IP, z B[4 R 8

RIFRR BB KAGE INeR TE

C:“Program Files (x86)“Nmap>nmap ——top-port 280 283. .16-31

Starting Nmap 7.48 ¢ https:/snmap.org > at 2817-85-17 16:46 China Standard Time
Nmap scan report for l.ztatic.netvigator.com ¢ >
Host is up (B.014s latencyd.

STATE SERVICE

closed ftp

closed ssh

closed telnet

closed smtp

closed domain

open http

closed pop3

closed rpchind

open msrpc

open nethios—ssn

closed imap

closed https

open microsoft—ds

closed imaps

closed popds

closed pptp

open mysgl
338%9/tcp open ms—wht—server
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WannaCry Effl =
www.facebook.com/SpeedyGroupHK

speedygrouphk

" Find us on
. facebook .
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