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Our partnership with OpenAI

Ensure that artificial 

general intelligence (AGI) 

benefits humanity.

Empower every person and 

organization on the planet 

to achieve more

GPT-3

Generate and Understand Text

Codex

Generate and Understand Code

DALL·E preview

Generate images from text prompts

ChatGPT preview

Generate conversational responses

Azure OpenAI Service



What is the difference for OpenAI & Azure OpenAI?

Feature OpenAI Azure OpenAI

Security & Data Privacy Basic Security
Enterprise Security, RBAC, Customer-

Managed Keys

Compliance None SOC2, ISO, HIPAA, CSA STAR

Reliability No SLA (yet) Azure SLA, Dedicated Capacity Option (soon)

Responsible AI
Separate Safety Classifier 

(adds latency)

Built-in, enterprise-grade, low latency 

moderation and harm prevention

Holistic Solution
Advanced LLM & Image 

Generation, Basic Speech

OpenAI Models, Complete AI Solution, and a 

Complete PaaS

Pricing
Per-token (today), Dedicated 

Capacity (soon)
Per-token (today), Dedicated Capacity (soon)

APIs REST APIs + Python SDK REST APIs + Python, C#, etc. SDKs

Generative Models Language & Image Language & Image



Generative AI

Prompt: 

Write a tagline for 
an ice cream shop.

Response: 

We serve up smiles 
with every scoop!

Prompt: 

Table customers, 
columns = 
[CustomerId, 
FirstName, LastName, 
Company, Address, 
City, State, 
Country, PostalCode]

Create a SQL query 
for all customers in 
Texas named Jane 
query =

Response: 

SELECT *
FROM customers
WHERE State = 'TX'
AND FirstName =
'Jane'

Prompt: A white 
Siamese cat

Response:

GPT-3 Codex DALL·E preview ChatGPT preview

What is the fastest animal on 
land?

the cheetah (Acinonyx 
jubatus), which can reach 
speeds of up to 60 miles (97 
kilometers) per hour.

What makes them so fast?

Cheetahs are built for 
speed and have several 
adaptations that make 
them the fastest land 
animal: lean body, long 
legs, flexible spine, 
large nostrils and claws 
that don’t retract.



Prompt – Text input that 

provides some context to the 

engine on what is expecting.

Completion – Output that 

GPT-3 generates based on 

the prompt. 
some context 

Azure OpenAI | GPT-3 Prompt Design



OpenAI Codex 

Model

GitHub Private code

Provide editor context

Provide suggestions

Improve suggestions

Public code and text 

on the internet

GitHub

Copilot Service



Power BI
Generating DAX 

expressions with 

natural language



Power Platform
Power Fx formulas



An astronaut riding a horse in a 
photorealistic style

A bowl of soup that looks like a 
monster knitted out of wool

Teddy bear working on new AI 
research on the moon in 1980



The ChatGPT model

Unlike previous GPT-3 models, the 
ChatGPT model is specifically designed to 
be a conversational interface. 

The conversational nature of the model 
makes it easier to interact with and to take 
advantage of the full power of its 
capabilities.  This is part of the reason the 
model became so successful.

The prompts used with the ChatGPT 
model are also different than previous 
models. 



Working with the ChatGPT model

Previous GPT-3 models

Previous models were text-in and text-out 

(i.e., they accepted a prompt string and returned a 
completion to append to the prompt).

The ChatGPT model

The ChatGPT model is conversation-in and 
message-out.

(i.e., it expects a prompt string that is formatted in a 
specific chat-like transcript format and returns a 
completion that represents a model-written message in 
the chat)

Answer questions from the context below.

Context:
A neutron star is the collapsed core of a massive supergiant star, 
which had a total mass of between 10 and 25 solar masses, 
possibly more if the star was especially metal-rich.

Q: What is a neutron star?
A:

<|im_start|>system
Assistant is an AI Chatbot designed to answer questions from the 
context provided below.

Context:​
A neutron star is the collapsed core of a massive supergiant star, 
which had a total mass of between 10 and 25 solar masses, 
possibly more if the star was especially metal-rich.
<|im_end|>
<|im_start|>user
What is a neutron star?
<|im_end|>
<|im_start|>assistant



Navigating a shifting world - Education Sector is on red alert

Microsoft Security Intelligence:    Real-time tracking of cybersecurity attacks worldwide, by industry

Cyberthreats, viruses, and malware - Microsoft Security Intelligence

https://www.microsoft.com/en-us/wdsi/threats


Microsoft Security:

Leader in 8 Forrester 

Wave and New Wave 

reports
Security Analytics 

Platform

Enterprise Email 

Security 
Endpoint Security 

Software as a Service 

Unified Endpoint

Management 

Unstructured Data 

Security Platforms 

Cloud Security 

Gateways

Identity As a 

Service

Extended Detection 

And Response (XDR)

1. The Forrester Wave™: Security Analytics Platforms, Q4 2020, Joseph Blankenship, Claire O'Malley, December 2020

2. The Forrester Wave™: Enterprise Email Security Q2 2021 Joseph Blankenship, Claire O'Malley, April 2021

3. The Forrester Wave™: Endpoint Security Software as a Service, Q2 2021, Chris Sherman, May 2021

4. The Forrester Wave™: Unified Endpoint Management, Q4 2019, Andrew Hewitt, November 2021

5. The Forrester Wave™: Unstructured Data Security Platforms, Q2 2021, Heidi Shey, May 2021

6. The Forrester Wave™: Cloud Security Gateways, Q2 2021, Andras Cser, May 2021 

7. The Forrester Wave: Identity As A Service (IDaaS) For Enterprise, Q3 2021” Sean Ryan, August 2021

8. The Forrester New Wave™: Extended Detection And Response (XDR), Q4 2021, Allie Mellen, October 2021

The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave™ are trademarks of 

Forrester Research, Inc. The Forrester Wave™ is a graphical representation of Forrester’s call on a market and is plotted 

using a detailed spreadsheet with exposed scores, weightings, and comments. Forrester does not endorse any vendor, 

product, or service depicted in the Forrester Wave™. Information is based on best available resources. Opinions reflect 

judgment at the time and are subject to change.

The Forrester New Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave™ are trademarks of 

Forrester Research, Inc. The Forrester New Wave™ is a graphical representation of Forrester’s call on a market. Forrester 

does not endorse any vendor, product, or service depicted in the Forrester New Wave™. Information is based on best 

available resources. Opinions reflect judgment at the time and are subject to change.



An industry leader in endpoint security

Gartner names Microsoft a Leader in 

2021 Endpoint Protection Platforms 

Magic Quadrant.

Forrester names Microsoft a Leader 

in 2021 Endpoint Security Software as a 

Service Wave.

Microsoft leads in real-world detection in 

MITRE ATT&CK evaluation.

Our antimalware capabilities 

consistently achieve high scores 

in independent tests.

Microsoft Defender for Endpoint  

awarded a perfect 5-star rating by SC 

Media in 2020 Endpoint Security Review

Microsoft won six security awards with 

Cyber Defense Magazine at RSAC 2021:

Best Product Hardware Security

Market Leader Endpoint Security

Editor's Choice Extended Detection and Response (XDR)

Most Innovative Malware Detection

Cutting Edge Email Security

Forrester names Microsoft a Leader 

in 2020 Enterprise Detection and 

Response Wave.



End Point

Typical human-operated ransomware campaign

Services stopped 

and backups deleted

Files encrypted on 

additional hosts

Browse to

a website

Phishing

mail
Open

attachment

Click a URL 

Command

and Control 

User account 

is compromised

Brute force account or use

stolen account credentials

Attacker compromises

a privileged account

Domain is 

compromised

Attacker exfiltrates 

sensitive dataAttacker collects

reconnaissance and

configuration data

Email Endpoints Identities Workloads

Exploitation

and installation

Cloud apps



© Copyright Microsoft Corporation. All rights reserved. 

`Brute force account or use

stolen account credentials
Attacker collects

reconnaissance &
configuration data

Command

& Control 

Exploitation

& Installation

Click a URL 

Phishing

mail

Open

attachment

Exfiltrate data

Attacker accesses 

sensitive data

Privileged account 

compromised

Attacker attempts 

lateral movement 

Infrastructure  

compromised

User account 

is compromised

SIEM

Attacker avoids detection in SIEM  

Siloed security leads to gaps and increased operational overhead
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Defender for 

Office 365

Defender for Endpoint

Defender for 

Identity

Phishing

mail

Open 

attachment

Click a URL 

Browse 

a website

Exploitation

and Installation
Command

and Control 

Azure AD 

Identity Protection

Brute force account 

or use stolen account 

credentials

User account is 

compromised

Attacker collects

reconnaissance & 

configuration data

Attacker attempts 

lateral movement 
Privileged account 

compromised

Domain 

compromised

Defender for 

Cloud Apps

Attacker 

accesses 

sensitive data

Exfiltration 

of data

EXTERNAL THREATS

INSIDER RISKS

Leading 
indicatorsHistory of violations

Distracted and careless

Disgruntled or disenchanted

Subject to stressors
Insider has access 

to sensitive data

Anomalous

activity detected

Data  

leakage

Potential 

sabotage

Defend across attack chain with extended detection and response (XDR)

Insider risk 

management

Microsoft Sentinel

Defender for IoT (& OT)

Disrupt OT 

Environment
IoT Device 

Exploitation

Microsoft Defender for 
Cloud

December 2021 – https://aka.ms/MCRA

https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://aka.ms/AzureSentinel
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/azure/security-center/azure-defender
https://aka.ms/MCRA


Classified as Microsoft Confidential

Microsoft 365 Defender
Automated end-user security

Endpoints

Microsoft Defender

for Endpoint

Email & Docs

Microsoft Defender

for Office 365

Apps & Cloud Apps

Microsoft Defender for Cloud 

Apps

Identities

Microsoft Defender 

for Identity

AAD Identity Protection

Multi-platform coverage

Android



Defender for Endpoint



Endpoints and servers Mobile device OS Network devices

Cisco

Juniper Networks

HP Enterprise

Palo Alto Networks

Virtual desktops

Azure Virtual Desktop

Microsoft Defender for Endpoint

Mobile Threat Defense



CENTRALIZED CONFIGURATION AND ADMINISTRATION

APIS AND INTEGRATION

ENDPOINT DETECTION 
& RESPONSE

THREAT & VULNERABILITY 
MANAGEMENT

AUTO INVESTIGATION
& REMEDIATION

NEXT GENERATION 
PROTECTION

ATTACK SURFACE 
REDUCTION

Threats are no match.

Microsoft Defender
for Endpoint

MICROSOFT
THREAT EXPERTS



Threat & Vulnerability Management

A risk-based approach to mature your 

vulnerability management program

Continuous real-time discovery 

Context-aware prioritization

Built-in end-to-end remediation process

1

2

3



Attack Surface Reduction

Eliminate risks by reducing the 

surface area of attack

System hardening without disruption

Customization that fits your organization

Visualize the impact and simply turn it on



Attack Surface Reduction

Isolate access to untrusted sites

Isolate access to untrusted Office files

Host intrusion prevention

Exploit mitigation 

Ransomware protection for your files

Block traffic to low reputation destinations

Protect your legacy applications

Only allow trusted applications to run

Resist attacks and exploitations

HW based isolation

Application control

Exploit protection

Network protection

Controlled folder access

Device control

Web protection

Ransomware protection



Next Generation Protection

“Aced protection tests 12 months in a row.” 

Proven protection in the field, backed up 

by consistent top rankings on industry 

comparison tests (AV-TEST, SE Labs). 

Blocks and tackles sophisticated 

threats and malware

Behavioral based real-time protection

Blocks file-based and fileless malware

Stops malicious activity from trusted and 

untrusted applications



Detects fileless and 
in-memory attacks 
using paired client 
and cloud ML models

AMSI-paired ML

Identifies new threats 
with process trees and 
suspicious behavior 
sequences

Stops new threats 
quickly by analyzing 
metadata

Catches new malware 
by detonating 
unknown files

Blocks threats using 
expert-written rules

Catches threats 
with bad reputation, 
whether direct or 
by association

AMSI integration

Detects fileless and 
in-memory attacks

Network 
monitoring

Catches malicious 
network activities 

Memory scanning 

Detects malicious code 
running in memory

Catches malware 
variants or new strains 
with similar 
characteristics  

Heuristics

Identifies malicious 
behavior, including 
suspicious runtime 
sequence

Behavior monitoring

Evaluates files based 
on how they would 
behave when run

Emulation

Spots new and 
unknown threats 
using client-based 
ML models

ML

Client

Cloud

Detects new malware by 
running multi-class, deep 
neural network classifiers

File classification ML Behavior-based ML Metadata-based ML Detonation-based ML Smart rules Reputation ML

Microsoft Defender for Endpoint next generation protection engines



Endpoint Detection & Response

Demonstrated industry-leading 

optics and detection capabilities in 

MITRE ATT&CK-based evaluation.

Detect and investigate advanced 

persistent attacks

Correlated behavioral alerts

Investigation & hunting over 6 months of data

Rich set of response actions



Endpoint Detection & Response 

Correlated post-breach detection

Investigation experience

Incident 

Advanced hunting

Response actions (+EDR blocks)

Deep file analysis

Live response

Threat analytics 



Auto Investigation & Remediation

Automatically investigates alerts and 

remediates complex threats in minutes

Mimics the ideal steps analysts would take

Tackles file or memory-based attacks

Works 24x7, with unlimited capacity



Auto investigation queue



Investigation graph



Microsoft Threat Experts

Bring deep knowledge and proactive 

threat hunting to your SOC

Expert level threat monitoring and analysis

Environment-specific context via alerts

Direct access to world-class hunters





Security Management

Assess, configure and respond to 

changes in your environment

Centrally assess & configure your security

Variety of reports and dashboards for detailed 

monitoring and visibility

Seamless integration between policy assessment 

and policy enforcement
x



Seamless integration

Microsoft Endpoint Manager
Policy EnforcementPolicy Assessment

Microsoft Defender for Endpoint



Connecting with the platform

Threats are no match.

Microsoft Defender
for Endpoint

APIS AND 
INTEGRATIONENDPOINT DETECTION 

& RESPONSE

THREAT & VULNERABILITY 
MANAGEMENT

AUTO INVESTIGATION
& REMEDIATION

NEXT GENERATION 
PROTECTION

ATTACK SURFACE 
REDUCTION

MICROSOFT
THREAT EXPERTS

DEVICES

REPORTING

SIEM DATA

TOOLS

APPS



Defender for O365



Prevention 

Multi-layered filtering stack 

to protects against wide 

variety of attacks

Advanced protection 

against credential phishing, 

BEC, and account takeover

Protection beyond email 

Partner

Partner

Partner

Partner

Customer

Customer

Customer

Customer

Customer

HR

Eng.

Skip Level

Manager

Vendor

Finance

Vendor

Marketing

User

?

Safe attachments

Use this page to protect your organization from malicious content in email attachments and files in 
SharePoint, OneDrive, and Microsoft Teams

Protect files in SharePoint, OneDrive, and Microsoft Teams

If a file in any SharePoint, OneDrive, or Microsoft Teams library is identified as malicious, ATP will prevent users from 
opening and downloading the file. Learn more about ATP for SharePoint, OneDrive, and Microsoft Teams

Turn on ATP for SharePoint, OneDrive, and Microsoft Teams

Help people stay safe when trusting a file to open outside Protected View in 
Office applications

Before a user is allowed to trust a file opened in Office 365 ProPlus, the file will be verified by Microsoft Defender Advanced 
Threat Protection. Learn more about Safe Documents.

Turn on Safe Documents for Office clients. Only available with Microsoft 365 E5 or Microsoft 365 E5 Security license. 
Learn more about how Microsoft handles your data.

Allow people to click through Protected View even if Safe Documents identified a file as malicious

Turn on protection for SharePoint, OneDrive, and Microsoft Teams

Learn more about protection for SharePoint, OneDrive, and Microsoft Teams
we

for Endpoint. Learn more about Safe Documents.



Prevention 
Safe Attachments
Sandboxing technology for protecting against malicious attachments

Sandboxing

Observed Behavior

Network Traffic

Downloaded Files



Prevention 

URL Analysis
Sandboxing

Email with re-
written url Link added to 

reputation server

VIDEO

DEMO

User clicking URL is 
taken to EOP web 
servers for the 
latest check at the 
“time-of-click”

Safe Links for Email & Microsoft Teams
URL detonation within emails & Teams chat



Improve your security against advanced 
threats, unknown malware, and zero-day 
attacks

Protect users from malicious links with 
time-of-click protection

Safeguard your environment from 
malicious documents using virtual 
environments

VIDEO DEMO

Protection within your Office Applications
ATP Time-Of-Click URL Protection for your Office Desktop & Mobile clients
Protection provided Irrespective of the document source – Corporate / Personal email, USB, Google drive etc.

Prevention 



Campaign screenshot

Detection 

Campaign Views leverage AI 

to surface coordinated attacks 

designed to evade detection

Detailed alerts 

Detection of content 

weaponized after delivery



Investigation & Hunting

Prioritized focus through 

Priority accounts

User & Admin 

Submissions

Threat Explorer

Investigation 
& Hunting



Prioritized focus through 

Priority accounts

User & Admin 

Submissions

Threat Explorer

Investigation 
& Hunting



Megan, we need to have the Northwind Proposal signed before sending it off to the customer. Could you 

please be the signatory for us (see attached)? Thanks!

Microsoft Defender for Office 365 – Plan 2

Response 
& Remediation

Guided hunting with 

inline actions

Automated 

response playbooks

Zero-Hour Auto-Purge (ZAP)



Awareness 
& Training

Enhanced simulation 

management

Dynamic end user training

Detailed reporting and insights

Native experiences foster 

user awareness



Microsoft Defender for Office 365
Securing your enterprise requires more than just prevention

Secure Enterprise
Awareness & 

Training
Secure 
Posture

Prevention Investigation & 
Hunting

Response & 
Remediation

Detection

Microsoft Defender for Office 365 –Plan 1

Microsoft Defender for Office 365 –Plan 2

Pre-Breach Post-Breach



Defender for Cloud App



Protection against cloud threats

OAuth apps

OAuth Protection: Detect, Alert on and Revoke 
access to Malicious OAuth applications

Malicious Insider

Protect against disgruntled employees 
before they cause damage 

Rogue Application

Identify rogue applications that 
access your data

Malware

Detect and detonate malware in 
cloud apps as soon as it’s uploaded

Data exfiltration

Detect unusual flow of data 
outside of your organization

Ransomware

Identify ransomware using sophisticated 
behavioral analytics technology

Compromised Accounts

Combat advanced attackers that 
leverage compromised user credentials



Detections across cloud apps

Threat delivery 

and persistence

!

Malware implanted in cloud apps

Malicious OAuth application

Multiple failed login attempts to app

Suspicious inbox rules (delete, forward)

Unusual addition of credentials to an 
OAuth app

Indicators of a 

compromised session

Activity from suspicious IP addresses

Activity from anonymous IP addresses

Activity from an infrequent country

Impossible travel between sessions

Logon attempt from a suspicious user agent

Malicious use of

an end-user account

Unusual file share activity

Unusual file download

Unusual file deletion activity

Ransomware activity

Data exfiltration to unsanctioned apps

Activity by a terminated employee

Mail forwarding rules

Malicious use of

a privileged user

Unusual impersonated activity

Unusual administrative activity

Unusual multiple delete VM activity



Cloud Discovery with Microsoft Defender for Endpoint

Native, endpoint-based discovery of Shadow IT

Connect your Defender for Endpoint system and 

gain visibility to your shadow IT from endpoints across 

your environment

Discovery of cloud apps beyond the corporate network 

from any managed Windows 10 device

Discover cloud app usage from any managed Windows 10 

device anytime, anywhere, by anyone

Single-click enablement

With one click, stream traffic data from your managed 

Windows 10 devices into your Defender for Cloud Apps 

instance

Device-based Discovery

Go beyond user-based discovery and attribute cloud app 

usage to managed devices in the organization

Deep dive investigation in 

Microsoft Defender for Endpoint

In Microsoft Defender for Endpoint, drill down into each 

discovered device's behavior across your organization



Defender for Identity



The complexity of the enterprise identity security landscape

Enterprise security environments are complex—and include both on-premises and cloud assets 

On-premises 

and web apps

Active Directory

Azure

AD Connect

Microsoft Azure

Active Directory

Public cloud

Customers and partners

Bring your own devices

Cloud



Anatomy of an on-premises and cloud environment attack

One example of how an attack happens and compromises an entire organization

Day 1–11: 

Attacker compromises 

privileged user’s non-

MFA-enabled account

Compromised

credential

Day 16–218:

Attackers perform 

mailbox searches 

across Office 365 

Exfiltrate 

data

Day 137–143:

Attackers create rules on Contoso’s 

SharePoint and email to automate data 

exfiltration to a cloud storage solution

Pivot

to on-prem

Day 16–163 

(on-premises):

Attacker uses stolen 

credentials to VPN into 

corporate network

Move 

laterally

Day 163–243 

(on-premises):

Attacker moves laterally 

throughout organization’s 

network, compromising 

privileged credentials



Attacks go across perimeter defense stack boundaries

Applications
Application protection

Microsoft Defender for Office 365

Microsoft Defender for Cloud Apps

SmartScreen

Endpoints
Endpoint protection

Microsoft Defender for Endpoint

Identity
Identity protection

Microsoft Defender for Identity

Azure Active Directory

Microsoft Defender for Cloud Apps

Data
Email and data protection

Microsoft Defender for Office 365

Microsoft Defender for Cloud Apps

User receives 

an email
Open an 

attachment

Click on a URL Exploitation Installation
C&C 

channel Persistence
Privilege 

escalation Reconnaissance
Lateral 

movement
Access to 

shared resources

User browses 

to a website

User runs

a program

Brute force account,

use stolen account



Classified as Microsoft Confidential

Azure Purview

This is interactive!

Present Slide

Hover for Description

Click for more information

Cybersecurity Reference Architecture
Security modernization with Zero Trust Principles

May 2021 – https://aka.ms/MCRA

This is interactive!

Present Slide

Hover for Description

Click for more information

Microsoft Information 

Protection (MIP)

File Scanner
(on-premises and cloud)

S3

Identity & Access

Azure Active Directory

Active Directory

IoT and Operational Technology (OT) People Security

Software as a Service (SaaS)

3rd party IaaS & PaaS

Azure Arc

In
tr

a
n

e
t

E
x

tr
a
n

e
t

Endpoints & Devices Hybrid Infrastructure – IaaS, PaaS, On-Premises

Azure Key Vault

Azure WAF

DDoS Protection

Azure Backup

On Premises Datacenter(s)

Azure Firewall

& Firewall Manager

Attack Simulator Insider Risk Management

Azure Sphere

Compliance Manager

Private Link

Conditional Access – Zero Trust Access Control decisions 

based on explicit validation of user trust and endpoint 

integrity

GitHub Advanced Security – Secure development and software supply chain

Network protection

Credential protection

Full Disk Encryption

Attack surface
reduction

Windows 10 Security

App control

Exploit protection

Behavior monitoring

Next-generation 
protection

Security Operations /  SOC

MSSP/MDR

Endpoint
& Server/VM

Office 365
Email and Apps

Azure 
& 3rd party 
clouds

Identity
Cloud & 

On-Premises

Threat Experts Detection and Response Team (DART)

SaaS

Microsoft Cloud 
App Security

Microsoft Defender for Endpoint

Unified Endpoint Security

Endpoint Data Loss Protection (DLP)

Web Content Filtering

Endpoint Detection & Response (EDR)

Threat & Vuln Management

Azure Defender – Cross-Platform, Cross-Cloud XDR

Multi-asset detection and response for infrastructure and platform 
as a service (IaaS & PaaS), Proactive Threat defenses Communication Compliance

Azure Lighthouse

Azure Security Center – Cross-Platform Cloud Security Posture Management (CSPM)

Compliance Dashboard

Secure Score

Other Tools, 
Logs, and 
Data 
Sources

Azure Bastion

C
la

ss
if

ic
a

ti
o

n
 L

a
b

e
ls

Information Protection

Advanced eDiscovery

Data Governance

Azure Defender for IoT

Asset & Vulnerability 
management

Threat Detection 
& Response

ICS, SCADA, OT

Internet of Things (IoT)

Industrial IoT (IIoT)

Security Development Lifecycle (SDL)Service Trust Portal – How Microsoft secures cloud servicesThreat Intelligence – 8+ Trillion signals per day of security context

Defender for Identity

Azure AD PIM

Azure AD B2B & B2C

Identity Protection

Leaked cred protection

Behavioral Analytics

Passwordless & MFA

Authenticator App 

Hello for Business

Identity Governance

FIDO2 Keys

NGFW

Express Route

Microsoft Azure

Azure Marketplace

Proxy

Edge DLP

IPS/IDS

Azure Stack

Azure Sentinel – Cloud Native SIEM, SOAR, and UEBA for IT, OT, and IoT

Azure AD App Proxy
Beyond User VPN

Security Guidance

Security Documentation

Microsoft Best Practices

Azure Security Top 10 |
Benchmarks | CAF | WAF

Security & Other Services

Discover

Protect

ClassifyMonitor

Microsoft Secure Score – Measure your security posture, and plan/prioritize rapid improvement with included guidance
Microsoft Compliance Score – Prioritize, measure, and plan improvement actions against controls

Microsoft Endpoint Manager

Unified Endpoint Management (UEM)

Intune Configuration Manager

Securing Privileged Access – Secure Accounts, Devices, Intermediaries, and interfaces to enable and protect privileged users Privileged Access Workstations (PAWs) - Secure workstations for administrators, developers, and other sensitive users

Microsoft Cloud 

App Security

App Discovery & Risk Scoring 
(Shadow IT)

Threat Detection & Response

Policy Audit & Enforcement

Session monitoring & control

Information Protection & 
Data Loss Prevention (DLP)

Threat & Vulnerability Management

Integrated data classification

Threat analytics on top attacks
Advanced Detection & Remediation | Automated Investigation & Remediation | Advanced Threat Hunting

Azure Defender Microsoft 365 Defender

Extended Detection and Response (XDR)

https://docs.microsoft.com/azure/purview/overview
https://aka.ms/MCRA
https://azure.microsoft.com/en-us/marketplace/
https://docs.microsoft.com/microsoft-365/compliance/information-protection
https://docs.microsoft.com/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/azure/active-directory/
https://docs.microsoft.com/azure/azure-arc/
https://azure.microsoft.com/en-us/services/security-center/
https://docs.microsoft.com/azure/key-vault/key-vault-overview
https://docs.microsoft.com/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/services/site-recovery/
https://docs.microsoft.com/azure/firewall/overview
https://docs.microsoft.com/microsoft-365/security/office-365-security/attack-simulator
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://docs.microsoft.com/azure-sphere/product-overview/what-is-azure-sphere
https://aka.ms/STP
https://docs.microsoft.com/azure/private-link/
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://aka.ms/GHSecurity
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
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