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Our partnership with OpenAl

& openAl == Microsoft

Ensure that artificial + Empower every person and
general intelligence (AGI) organization on the planet
benefits humanity. to achieve more

Azure OpenAl Service

Generate and Understand Text Generate and Understand Code Generate images from text prompts Generate conversational responses



What is the difference for OpenAl & Azure OpenAl?

Feature

OpenAl @

\®

Basic Security

Enterprise Security, RBAC, Customer-
Managed Keys

None

SOC2, ISO, HIPAA, CSA STAR

No SLA (yet)

Azure SLA, Dedicated Capacity Option (soon)

Separate Safety Classifier
(adds latency)

Built-in, enterprise-grade, low latency
moderation and harm prevention

Advanced LLM & Image
Generation, Basic Speech

OpenAl Models, Complete Al Solution, and a
Complete PaaS

Per-token (today), Dedicated
Capacity (soon)

Per-token (today), Dedicated Capacity (soon)

REST APIs + Python SDK

REST APIs + Python, C#, etc. SDKs

Language & Image

Language & Image




Prompt:

Write a tagline for
an ice cream shop.

Response:

We serve up smiles
with every scoop!

@OpenAI

=@ Microsoft

Generative Al

Codex

Prompt:

Table customers,
columns =
[CustomerId,
FirstName, LastName,
Company, Address,
City, State,
Country, PostalCode]

Create a SQL query
for all customers in
Texas named Jane
query =

Response:

customers

State =
FirstName

Prompt: A white
Siamese cat

Response:

What is the fastest animal on

land?

the cheetah (Acinonyx
jubatus), which can reach
speeds of up to 60 miles (97
kilometers) per hour.

What makes them so fast?

Cheetahs are built for
speed and have several
adaptations that make
them the fastest land
animal: lean body, long
legs, flexible spine,

large nostrils and claws
that don't retract.




| Azure OpenAl | GPT-3 Prompt Design

Extract the mailing address from this email:

Hi John Doe,
It was great to meet up at Build earlier this week. I thought the AI platform talk was great and I| really enjoyed it.

I appreciate the offer for the book. If you are OK, you can mail it to me at home, or 123 Microsoft Way, Bellevue WA 92004.

Regards,
Chris Hoder

123 Microsoft Way, Bellevue WA 92004

Prompt — Text input that Completion — Output that
provides some context to the GPT-3 generates based on
engine on what is expecting. the prompt.



OpenAl Codex
Model
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Public code and text
on the internet

GitHub

o

GitHub
Copilot Service
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Don't fly solo.

Js fetch_pic.js
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Private code

® push_to

const fetchNASAPictureOfTt
return fetch('https://af
method: 'GET',
headers: {
'Content-Type': 'apg
b
})
.then(response => resj
.then(json => {
return json;
1))
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DALL-E 2

An astronaut riding a horse in a Teddy bear working on new Al A bowl of soup that looks like a
photorealistic style research on the moon in 1980 monster knitted out of wool




The ChatGPT model

Unlike previous GPT-3 models, the
ChatGPT model is specifically designed to
be a conversational interface.

The conversational nature of the model
makes it easier to interact with and to take
advantage of the full power of its
capabilities. This is part of the reason the
model became so successful.

The prompts used with the ChatGPT
model are also different than previous
models.

e
.O.
v

Examples

"Explain quantum computing in

simple terms" —

"Got any creative ideas for a 10
year old’s birthday?" —

"How do | make an HTTP request

in Javascript?" —

ChatGPT

%

Capabilities

Remembers what user said
earlier in the conversation

Allows user to provide follow-up
corrections

Trained to decline inappropriate
requests

Ay

Limitations

May occasionally generate
incorrect information

May occasionally produce
harmful instructions or biased
content

Limited knowledge of world and
events after 2021



Working with the ChatGPT model

Previous GPT-3 models

Previous models were text-in and text-out

(i.e., they accepted a prompt string and returned a
completion to append to the prompt).

Answer questions from the context below.

Context:

A neutron star is the collapsed core of a massive supergiant star,
which had a total mass of between 10 and 25 solar masses,
possibly more if the star was especially metal-rich.

Q: What is a neutron star?
A:

The ChatGPT model

The ChatGPT model is conversation-in and
message-out.

(i.e., it expects a prompt string that is formatted in a
specific chat-like transcript format and returns a
completion that represents a model-written message in
the chat)

<|im_start|>system
Assistant is an Al Chatbot designed to answer questions from the
context provided below.

Context:

A neutron star is the collapsed core of a massive supergiant star,
which had a total mass of between 10 and 25 solar masses,
possibly more if the star was especially metal-rich.

<|im_end|>

<|im_start|>user

What is a neutron star?

<|im_end|>

<|im_start|>assistant



Navigating a shifting world - Education Sector is on red alert

Microsoft Security Intelligence: Real-time tracking of cybersecurity attacks worldwide, by industry
Cyberthreats, viruses, and malware - Microsoft Security Intelligence

Most affected industries

Reported enterprise malware encounters in the last 30 days

Education

Business and professional services

Retail and consumer goods

Financial services and insurance

Healthcare and pharmaceuticals

Aerospace, automobiles, and heavy industries

Mining, chemicals, oil, and gas

Transportation and hospitality

Total devices with encounters: 8,766,186



https://www.microsoft.com/en-us/wdsi/threats

FORRESTER

Microsoft Security:
Leader in 8 Forrester
Wave and New Wave
reports

1. The Forrester Wave™: Security Analytics Platforms, Q4 2020, Joseph Blankenship, Claire O'Malley, December 2020
2. The Forrester Wave™: Enterprise Email Security Q2 2021 Joseph Blankenship, Claire O'Malley, April 2021

3. The Forrester Wave™: Endpoint Security Software as a Service, Q2 2021, Chris Sherman, May 2021

4. The Forrester Wave™: Unified Endpoint Management, Q4 2019, Andrew Hewitt, November 2021

5. The Forrester Wave™: Unstructured Data Security Platforms, Q2 2021, Heidi Shey, May 2021

6. The Forrester Wave™: Cloud Security Gateways, Q2 2021, Andras Cser, May 2021

7. The Forrester Wave: Identity As A Service (IDaaS) For Enterprise, Q3 2021" Sean Ryan, August 2021

8. The Forrester New Wave™: Extended Detection And Response (XDR), Q4 2021, Allie Mellen, October 2021

The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave™ are trademarks of
Forrester Research, Inc. The Forrester Wave™ is a graphical representation of Forrester’s call on a market and is plotted
using a detailed spreadsheet with exposed scores, weightings, and comments. Forrester does not endorse any vendor,
product, or service depicted in the Forrester Wave™. Information is based on best available resources. Opinions reflect
judgment at the time and are subject to change.

The Forrester New Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave™ are trademarks of
Forrester Research, Inc. The Forrester New Wave™ is a graphical representation of Forrester’s call on a market. Forrester
does not endorse any vendor, product, or service depicted in the Forrester New Wave™. Information is based on best
available resources. Opinions reflect judgment at the time and are subject to change.
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An industry leader in endpoint security

Gartner

FORRESTER

FORRESTER

Gartner names Microsoft a Leader in
2021 Endpoint Protection Platforms
Magic Quadrant.

Forrester names Microsoft a Leader
in 2021 Endpoint Security Software as a
Service Wave.

Forrester names Microsoft a Leader
in 2020 Enterprise Detection and
Response Wave.

Our antimalware capabilities
consistently achieve high scores
in independent tests.

Microsoft leads in real-world detection in

MITRE ATT&CK”

L S N N RN

MITRE ATT&CK evaluation.

A Microsoft Defender for Endpoint
' awarded a perfect 5-star rating by SC
e Media in 2020 Endpoint Security Review

Microsoft won six security awards with
Cyber Defense Magazine at RSAC 2021:

Best Product Hardware Security

Market Leader Endpoint Security

Editor's Choice Extended Detection and Response (XDR)
Most Innovative Malware Detection

Cutting Edge Email Security



Typical human-operated ransomware campaign

Cloud apps
ﬁ Brute force account or use Attacker exfiltrates
Phishing stolen account credentials Attacker collects sensitive data
mail reconnaissance and
Open

configuration data

attachment

—

@J x
Click a URL
b Exploitation =~ Command
\nd installation and Control

> b - Q" —s Q —5s AN — L —— ¥ — &t

Browse to User account Attacker compromises Domain is Services stopped  Files encrypted on
a website is compromised a privileged account compromised and backups deleted additional hosts

Email Endpoints Identities Workloads



Siloed security leads to gaps and increased operational overhead
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Defend across attack chain with extended detection and response (XDR)

. .
= MICI‘OSOft December 2021 — https://aka.ms/MCRA

@/ Attacker attempts
o

Cloud

lateral movement 4
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Insider risk
management

Leading
History of violations @ indicators

Data
leakage
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2%
Disgruntled or disenchanted @ -A ‘ )

Subject to stressors | > Insider l)a.ls access I.-\r.lomalous
D to sensitive data activity detected

| Potential
sabotage


https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://aka.ms/AzureSentinel
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/azure/security-center/azure-defender
https://aka.ms/MCRA

e

Endpoints

Microsoft Defender
for Endpoint

Classified as Microsoft Confidential

Microsoft 365 Defender

Automated end-user security

.vg =

Email & Docs

Apps & Cloud Apps

Microsoft Defender Microsoft Defender for Cloud
for Office 365 Apps

Multi-platform coverage

iOS Android

Bm Windows

Identities

Microsoft Defender
for Identity

AAD Identity Protection



Defender for Endpoint



Microsoft Defender for Endpoint

Bm Windows 365

| BYYA . Cisco HP Enterprise
] Windows & macOS @ i
10S Azure Virtual Desktop @ Juniper Networks  Palo Alto Networks
Endpoints and servers Mobile device OS Virtual desktops Network devices

Mobile Threat Defense
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ATTACK SURFACE
REDUCTION

for Endpoint

Threats are no match.
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MICROSOFT
THREAT EXPERTS

NEXT GENERATION ENDPOINT DETECTION AUTO INVESTIGATION
PROTECTION & RESPONSE & REMEDIATION
d |l
| l |

CENTRALIZED CONFIGURATION AND ADMINISTRATION

Lk

APIS AND INTEGRATION



Threat & Vulnerability Management

A risk-based approach to mature your
vulnerability management program

c L | Continuous real-time discovery

|
2 B
© i

Context-aware prioritization

Built-in end-to-end remediation process

Severity distribution

,,,,,,,,

"
L]
nts 2
LY Security controls. 20
— u W Medium B Low W Nodata
@
Top vulnerable software Active remediations
Remediation tasks
Contoso Media Player 4 8 [o] 1 =1
M 16 9 o] 25K * gem
Exll 9 el o
Vulnerability in Java SE (AWT)
—
Show more Google V8 engine QiWebEngineCore
—

Microsoft Office 2013 RCE



Attack Surface Reduction

Eliminate risks by reducing the
surface area of attack

0, System hardening without disruption
/| Customization that fits your organization

©0 | Visualize the impact and simply turn it on

Microsoft 365 security

Devices

Attack surface reduction rule detections Attack surface reduction rules

Possible malware or breach activity on your devices

86% devices use ASR rules to block tl

9- 1 k detection 5 Configuration for behaviorial rules from Windows Defender ATF that reduce the attack surf;
2 unique files [
2 affected dEViceS M Block mode W Audit mode [ Off

Device settings by rule

& 9 9 W1 K B 2

Detections over time Block Office applications from injecting code inte other proce... Block Office app
I
000
Block all Office applications from creating child processes Block Win32 AP
w0 Block JavaSeript ar VBSeript from launching dewnloaded exec... Block execution
= ——
Block executable content from email client and webmail Block executable
5 _ — —
B L BT - T BTSSR Use advanced protection against ransomware Block credential
B - = A S - A — —
B fudited B Blocked Block process creations originating from PSExec and WMI com... Block untrusted
: —
Block Office icati lication from ing child pr... Block Adobe Res
I
g W siock mode M Audit mode Off

View detections  Add exclusions View detections Manage configuration



Attack Surface Reduction

Resist attacks and exploitations

HW based isolation

Application control

Exploit protection

Network protection

Controlled folder access

Device control

Web protection

Ransomware protection

Isolate access to untrusted sites

Isolate access to untrusted Office files
Host intrusion prevention

Exploit mitigation

Ransomware protection for your files
Block traffic to low reputation destinations
Protect your legacy applications

Only allow trusted applications to run



Next Generation Protection

Blocks and tackles sophisticated
threats and malware

O Protectio

View the latest protection actions and recommendations from Windows Have a qu
Security. )
{1 Home ty Get help
Filtered by: Severe i
| ) Virus & threat protection ¥ Filters
Help impr
L . . . B Account protection o
’ B h I b d I t t t Threat blocked Severe Sive us fee
Q ehavioral based real-time protection . O] b
[
B App & browser con trol e Change yc
This threat or app is allowed and was not remediated. View and
O Device security
' . o o Threat detected: BehaviorWin32/Userinitinject.B for your W
= i o health Alert level: Severe Privacy set
. Blocks file-based and fileless malware e perormance & heat
Privacy das
. . Category: Suspicious Behavior
#  Family options Details: This program is dangerous and executes commands from an attacker. Privacy Sta

Learn more

Affected items:

o  Stops malicious activity from trusted and
untrusted applications

behavior: pid:7588:59046673204718

“Aced protection tests 12 months in a row.”
Proven protection in the field, backed up

by consistent top rankings on industry
comparison tests (AV-TEST, SE Labs).



Microsoft Defender for Endpoint next generation protection engines

®

Metadata-based ML

Stops new threats
quickly by analyzing
metadata

&>

ML

Spots new and
unknown threats
using client-based
ML models

{}

Behavior-based ML

Identifies new threats
with process trees and
suspicious behavior
sequences

<

Behavior monitoring

Identifies malicious
behavior, including
suspicious runtime
sequence

AMSI-paired ML File classification ML

Detects fileless and
in-memory attacks
using paired client
and cloud ML models

Detects new malware by
running multi-class, deep
neural network classifiers

Cloud

Client

5 =

AMSI integration

Detects fileless and
in-memory attacks

Memory scanning

Detects malicious code
running in memory

A
<o)
v

Detonation-based ML

Catches new malware
by detonating
unknown files

Heuristics

Catches malware
variants or new strains
with similar
characteristics

neé
1]

Reputation ML

Catches threats

with bad reputation,
whether direct or

by association

N

Emulation

Evaluates files based
on how they would
behave when run

¥

Smart rules

Blocks threats using
expert-written rules

Network
monitoring

Catches malicious
network activities



Endpoint Detection & Response

Detect and investigate advanced
persistent attacks

Pl .
o Incidents

“~ | Correlated behavioral alerts

i Investigation & hunting over 6 months of data

i1 D o B B B B B ] 1] o

Rich set of response actions

Fowershe

Demonstrated industry-leading
optics and detection capabilities in
&8 MITRE ATT&CK-based evaluation.

Anomaly

lllllllll



Endpoint Detection & Response

Correlated post-breach detection
Investigation experience
Incident

Advanced hunting

Response actions (+EDR blocks)

Deep file analysis

Live response

Threat analytics



Auto Investigation & Remediation

Automatically investigates alerts and
remediates complex threats in minutes

Mimics the ideal steps analysts would take
A | Tackles file or memory-based attacks

o | Works 24x7, with unlimited capacity

i Microsoft Defender Security Center

@ |nvestigations > 2@ Office ATP Alert - Suspicious fi

@ Office ATP Alert - Suspicious file found based on an Office ATP alert
nvestigation #86 is complete - Remediated




Auto investigation queue

Microsoft Defender Security Center

[T Last Month

%

Automated Investigations

Triggering alert

Q

Q

'Powersploit’ malware was detected

Office ATP Alert - Suspicious file found based on an Office ATP alert

Automated investigation started manually

Automated investigation started manually

Automated investigation started manually

Hacktool Mimikatz detected

Hacktool Mimikatz detected

'AutoKMS' unwanted software was detected

Office ATP Alert - Suspicious file found based on an Office ATP alert

Automated investigation started manually

Automated investigation started manually

Automated investigation started manually

Automated investigation started manually

Automated investigation started manually

Automated investigation started manually

'WmiRegBasedCommand' malware was detected

No threats found

Partially investigated

Ne threats found

Remediated

Remediated

Partislly remediated

No threats found

No threats found

Q) Terminated by

@ No threats found

Q) Terminated by

@ No threats found

@ Mo threats found

Detection Source

Antivirus

Automatedinvestigation

Automatedinvestigation

Automatedinvestigation

Antivirus

Automatedinvestigation

Automatedinvestigation

Automatedinvestigation

Automatedinvestigation

Automatedinvestigation

Automatedinvestigation

Antivirus

Entities

p=4

p=4

barbaram-pcmtpdemosnet

barbaram-pcmtpdemosnet

robertot-pe.mtpdemos.net

barbaram-pemtpdemesinet

andrewf-pcmtpdemos net

barbaram-pemtpdemosinet

barbaram-pemtpdemosinet

andrewf-pemtpdemes.net

barbaram-pemtpdemosinet

gaile-pemtpdemos.net

barbaram-pemtpdemosinet

aarifs-pc

barbaram-pcmtpdemosnet

gaile-pemtpdemosnet

robertot-p.mtpdemos.net

barbaram-pcmtpdemosinet

[T§ Customize columns

/3719, T:16 AM

Duration

14:

15:40m

+& Export 100 items per page

Filters

Status

Any

0@ No threats found
0@ Remediated

@ Terminated by system
@ Partially investigated

[]@ Partially remediated

Triggering alert
H Any

[] Automated investigation started ma.

[ 'WmiRegBasedCommand’ malware ...
[] Hacktool Mimikatz detected

[ Office ATP Alert - Suspicious file fou...

[ *AutoKMS unwanted software was d...

Detection Source

M Any

[J Automatedinvestigation
[ Antivirus

JEDR

[] OfficeATP




Investigation graph

Microsoft Defender Security Center

@ Investigations > @ 'Powersploit' malware was detected

o ‘Powersploit' malware was detected

nvestigation #99 is complete - Remediated

Ir“vest\gat\or‘ details Investigation graph  Alerts (5) Machines (1) Evidence (1) Entities (4.18k} Log (46)

Status
@ Remediated

Machine (1)

L3 sarsaram-pC

Entities analyzed (4182)

[ 2941 Fites

1 Remediated

G

£33 197 Processes
B 291 services
& 414 Drivers

(=) 27 IP Addresses

Started
Oct 28, 2019, 10:51:15 PM

Oct 28, 2019, 11:06: M

|Tcta| pending time: 5s

+ 4 correlated alerts

Evidence

1 entity found

Waited for machine(s)

00:14:47
Complete

[=1 Comments (0)




icrosoft Threat Experts

ring deep knowledge and proactive
threat hunting to your SOC

Expert level threat monitoring and analysis
Environment-specific context via alerts

Direct access to world-class hunters

m&’@ﬂ]
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Microsoft Defender Security Center

& Alerts

> # Detection of file linked to adversary wi¥

Automated investigation is nat
applicabla to alert type o

[ BARIUM Detection of file linked to
& adversary with supply chain attacks

This alert Is part of Incldent (54593}

ategary: Excaution

Detection source:  Mecrosoft Threat Experts

Drescription

Executive summary

This alert provides additional context for an alert you have received, Wi gh-severity matware. We

withir your ¢ file, conf

el wilh 4

k. The comma

b 1 with the ariginal attack b

o langer active, you can read mare sbout the as 5 unlikety that the sacond stage
attack was received, this attack highlights the imgortance of limiting users from having local administrator privileges. whi
attackers targeling dermain credentials with malicious binaries,

heen taken down and are

oad for the ol al

an e & target for

Timeline of observed events

A5 TUZE

aue executes. causing apgromately 200 files to be installed. including InstallConfig.exe

OT21:19:51.7682 InstallLauncher axe parforms a connection o

1t 1o 3 command-and-control sernve

WI2119H52.5632 Metwork connection to IF address

.07.147.82

Impacted machines

Impacted machine 1

Alert context

deskiop-cTudahh

A janedoe

9102019
9.10.2019 ]

Recommended actions

Recommendation summary

gate the machine in guestior

st-privilege and maintain

’ I it ir
al administrator pas

expert.
fiate halp from Micrasof: Incident Res
6. Examine the Indicators of Comgromise the tabl

investigation.

Indicators of Compromise

0

nstall {2).exe [explore]

natall Config.exe [explare]

nstallLauncherese (e

BE1bafb12040d45T



Microsoft Threat Experts - Trial

Your Experts on Demand trial version expires in 41 days from your
Microsoft Threat Experts enrolment. Contact your Microsoft
representative to get a full subscription.

Learn more about Microsoft Threat Experts — Experts on Demand

Consult a threat expert

Get Microsoft Threat Experts advice and insights about suspicious activities in your
organization.

Ensure that the portal page for the alert or machine in question is in view while providing
information for this inquiry.

Note: This and other relevant information will be shared with Microsoft Threat Experts to
enable the best response to your inquiry.

Inquiry topic *

Thank you for sending this Threat Expert alert. Can you help us investigate this threat
further including whether you think we were targeted, and whether this and other
machines in our company were compromised?

Email *

Enter the email address you'd like Microsoft Threat Experts to send their reply

Analyst@contoso.com

m Privacy statement.




Security Management

Assess, configure and respond to
changes in your environment

2] | Centrally assess & configure your security

ppm | Variety of reports and dashboards for detailed
monitoring and visibility

_ Seamless integration between policy assessment

and policy enforcement

# Microsoft 365 | Security center

Home

Essentials

Secure Score

417

108 affected devices

0S update status - Scheduled reports

50% up-to-date

Upcatm sencing

Device compliance Risky users

82% compliant 12 risky users ~

I0Qe0RDé

Data loss provention incidents ~~~~~~=- Make vware inst: allation vectars

239 incidents ~ Top vector: e-mail



Seamless integration

Microsoft Defender for Endpoint Microsoft Endpoint Manager

Policy Assessment Policy Enforcement



Connecting with the platform

I THREAT & VULNERABILITY .
MANAGEMENT [ ] -

]
L
DEVICES
‘I‘ ATTACK SURFACE N l|I| =y
REDUCTION : ;
REPORTING
-- NEXT GENERATION
" PROTECTION L ﬁ: L
. T o ul B
Microsoft Defender i . APIS AND APPS
& RESPONSE : 101010
Threats are no match. & |0I0I0 -
H —
e =
SIEM DATA
AUTO INVESTIGATION : ;
& REMEDIATION I
/i h
................................ ooLs

MICROSOFT
THREAT EXPERTS




Defender for O365



Prevention

- Multi-layered filtering stack
to protects against wide
variety of attacks

- Advanced protection
against credential phishing,
BEC, and account takeover

- Protection beyond email

Multi-Layered protection stack

Edge protection

_E.': ® ~=- @

Network throttling IP reputation/throttling Domain reputation Directory-based edge filtering

fa

Backscatter detection

Enhanced filtering for

on-prem routing

Sender intelligence

~~
. 1 1 ~~r F s
f ) i —ii ~ * L [ micresoft.com
l l -
Account DMARC DKIM, Intra-org spoof Cross-domain Bulk Mailbox Mailbox intelligence User Domain
compromise detection SPF, ARC intelligence spoof intelligence filtering intelligence impersonation impersonation impersonation
Content filtering
= {} » A a Crr— . =
= % X v ] o </> v = v ) N
Transport AV engines Type blocking Attachment Heuristic ML Tenant URL reputation Content Safe Linked content
custom rules reputation blocking  clustering models allow/block lists blocking heuristics attachments detonation detonation

Post-delivery protection

T Oom oW m O
$o ’ b ’
Safe links Phish zero-hour Malware zero-hour Spam zero-hour Campaigns Office clients
auto-purge auto-purge auto-purge

ad

OneDrive/SharePoint

S
URL detonation




Prevention
Safe Attachments

Sandboxing technology for protecting against malicious attachments

[T (5 Mail - LeeG@contosods X 4 W

O

& Microsoft Corporation [US] office.com Y = L &

@ New|v M Delete

& Archive Junk|v  Sweep Movetov  Categories v e | O bse rved Be h aV| or

© Folders Focused Other Filter w Can You Review This File?
Favorites Next: No events for the next two days. [ Agenda Sa nd bOXI ng
A Lee Gu John Whilhelm @ Jo.h:n Whill:lelm <johnwhilhelm@yahoo.com=> * 5 Replyall |v |

Inbox Can You Check These Out? Lee

Drafts

RE: IT HELPDESK
Outlock item

Sent Items John Whilhelm
Safe Links URL Detonation Test

Deleted Items

Network Traffic

Download  Save to OneDrive - Contoso

Archive

John Whilhelm

Can You Review This File?

Clutter Action llems 0]

Conversation History

Junk Email

‘When you get a chance, can you revi please? Thanks!

MNotes

ee Gu

In-Place Archive

A Groups

Contoso News DOWnIOaded Files

Engineering

IT Support

Senior Leadershig

Support Task For:

New Products

HR Compensatiot




Prevention

Safe Links for Email & Microsoft Teams
URL detonation within emails & Teams chat

Inbox - admin@AtpTert] cnmicrosoftcom - Outicok

[l Send /Receive Folder  View Q) Tell me what you want to do

@D UPDATES AVAIABLE Updates f

4 Favorites

4 Todn ; y na4 \

4 DX Dirk Xanthopoulos <admin@aB30edad905084922E16091501.0nmicro
Dirk Xanthopoulos
Sabe Linis - Linked Content Detonation 105 M Safe Links - Linked Content Detonation

admin@AtpTest] onmicrosoft com
Hey, check out these lnks to some great docs you need to see 1o believe.

O

Email with re-  User clicking URL is URL Analysis
written url taken to EOP web Sandboxing
servers for the
latest check at the
“time-of-click”

Link added to
reputation serv

4 adminaB30edad 30508492 2E1609

Q, Search for people. messages or files. Type / to see commanc &

Y

g Allan Deyoung chat 3 more sk
> This website has been
classified as malicious.

’? Alex Wilber 10722
Actually, can you add me te the $ [>

q ) Isaiah Langer

Opening this website might not be safe.

Allan Deyoung 10/23
http://www.spamlink.contoso.com

https://spamlink.contoso.com/
8  Patti Fernandez

9 Nestor Wilke 0722 We recommend that you don't open this website, as opening it might not
tor Wilk 10722

. : be safe and could harm your computer or result in malicious use of your

personal data.

= |
VIDEO | B——
DEMO '




Prevention

Protection within your Office Applications
ATP Time-Of-Click URL Protection for your Office Desktop & Mobile clients

Protection provided Irrespective of the document source — Corporate / Personal email, USB, Google drive etc.

@l Word Excel @ PowerPoint m Visio VIDEO DEMO

ATP Demo Script (April 2017) - Word

U Tell me what you want to do

Improve your security against advanced T Before the e
threats, unknown malware, and zero-day o olowin step r e i o s prestation of hedemo

atta C ks Step 1: Use SonarBadMaker.exe to cigabadliree malicious files
1. Dewnload SonarBadMaker.exe| orate credentials are needed)

ce files, 1) Case study with
I; 2) USE drive with files
r. Need to @ this

Microsoft

] Office 365

Protect users from malicious links with & This website has been classified as malicious.
time-of-click protection

Safeguard your environment from
malicious documents using virtual
environments




@ Email & collaboration alerts - M X+

df.security.microsoft.com

. . Priority Account: Malicious URL detected
Email & collaboration alerts after email delivery

~ ‘ ‘ T
Re: e Os o l o)
o O Refresh ¥ Export Y Filter
‘ ‘ ‘ I 0 n Severity ® High
O Severity Alert name Time Sep 1, 2020 10:37 AM
Threat type Spam, Phish and Malicious
v
O e High Priority Account: Malicious URL detected after email delivery Hit count 32 @
- Details By the time this alert was triggered, the following 1 user
| @ High Priorify:Accaunt: MaliciausURL detactad aftar.email delivery received Spam, Phish and Malicious mail matching the
o ° conditions of your alert policy:
9 ‘ a m pa I g n VI eWS I eve ra g e A I O @ High Priority Account: Malicious URL detected after email delivery carmen.cortez@mtptestlab01.onmicrosoft.com
t f d ° t d tt k O nformational Email reported by user as malware or phish
O surrace coordinated attacks Stat Aciv
® High Priority Account: Malicious URL detected after email delivery atus cuve -

designed to evade detection g

O
0 e High Priority Account: Malicious URL delivery . = 3 =
Alert policy Priority Account: Malicious URL detected after er
. .
9 D eta I I ed a I e rts O e High URL detected after email delivery
Notification jai 1.onmicrosoft.com
sent to
&5 O e High Priority Account: Malicious URL detected after email delivery
Impacted
mailbox tags
a D t to f t t ] @® High Priority Account: Malicious URL detected after email delivery 9
v ] @ High Priority Account: Malicious URL detected after email delivery
weaponized a ter delive ry . O e we Pty Accoun: Malicous URL detectsd air emall ey
O @ High Priority Account: Malicious URL detected after email delivery
O e High Priority Account: Malicious URL detected after email delivery
ous URL detected after email deliver

& Hiah Prioritv Account: Mali




Investigation & Hunting

Investigation
& Hunting

MITHLLT mnniim

- Prioritized focus through
Priority accounts

<2 User & Admin
Submissions

= Threat Explorer




Investigation
& Hunting

= Prioritized focus through

Priority accounts

<2 User & Admin
Submissions

- Threat Explorer

Threat Management

Tags

Detection details
Threat
Malware ,Phish ,Spam

Latest delivery location
Quarantine

Original delivery location
Quarantine

Detection tech

Advanced filter, Antimalware protection, Spoof intra-

org

Delivery action
Blocked

No overrides

Email details

Directionality
Inbound

Recipient (To)
johndoe@- ==

Sender (From)

c==4==@gmail.com

Time received
Sep 18, 2020 9:21 AM

=~ microsoft.com

re: | need specific ranks to go down fast

Timeline  Analysis

Attachments  URL  Similar emails

Email detection details

System override(s)
MNone

Exchange Transport Rule(s)

Junk mailbox rule

Bulk complaint level (BCL)

Spam confidence level (SCL)

T m

Policy

Campaign ID
N/A

Policy action

Sender-Recipient details

Sender name

Loise Lint

Domain name
FES e 0Ig
Location

us

Return-path
o vl nmechones

Sender IP
74.208.194.182

Domain owner

Unspam Technolegies, Inc.

Domain creation date
Jun 30, 2004

==F.orm

3% Email preview [ Go to quarantin

Plain-text email header

Received: from BLZNAMOBFT009.Eop-namQ6.prod.protecticen.cutlook.com
(10.152.106.51) by BLZNAMO6HT009.Eop-nam06.prod.protection.outlock.com
(10.152.106.153) with Microsoft SMTP Server (version=TLS1_2,
cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id 15.20.3433.0; Fri, 18 Sep
2020 16:21:51 +0000

Received: from NAMO6-BL2-obe.cutbound.protection.outlook.com (104.47.53.75) by
BLZNAMOBFT009.mail.protection.outlook.com (10.152.106.105) with Microsoft
SMTP Server (version=TLS1_2, cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id
15.20.3433.0 via Frontend Transport; Fri, 18 Sep 2020 16:21:50 +0000

Received: from MN2PR0O1CA0019.prod.exchangelabs.com (2603:10b6:208:10¢:32) by
BYAPROOMBO613.namprd00.prod.outlook.com (2603:10b6:a03:105::11) with
Microsoft SMTP Server (version=TL51_2,
cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id 15.20.3434.0; Fri, 18 Sep
2020 16:21:48 +0000

Received: from BLZNAMOGBFT011.Eop-nam06.prod.protection.cutlook.com
(2603:10b6:208:10c:cafera?) by MN2PRO1CA0019.outlook.office365.com
(2603:10b6:208:10c::32) with Microsoft SMTP Server (version=TLS1_2,
cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id 15.20.3391.11 via Frontend
Transport: Fri, 18 Sep 2020 16:21:48 +0000

Authentication-Results: spf=pass (sender IP is 74.208.194.182)

smtp.mailfrom==z =dw»== =rar oos— oo dkim=none
(message not signed) header.d=none;c=e = = »wicrosoft.com; dmarc=fail
action=none header from=gmail.com;compauth=pass reason=117

Received-SPF: Pass (protection.outlock.com: domain of ~==—=w=—=carg
designates 74.208.194.182 as permitted sender)
receiver=protection.outlook.com; client-ip=74.208.194.182;
helo=u15366316.cnlinehome-server.com;

Received: from u15366316.onlinehome-sarver.com (74.208.194.182) by



Response
& Remediation

= Guided hunting with
inline actions

-2 Automated
response playbooks

= Zero-Hour Auto-Purge (ZAP)

Microsoft Defender for Office 365 — Plan 2

Home > Threat Investigation

Automated investigation and response (AIR) capabilities enable you to run automated investigation processes in response to well known threats. Learn more

4 Export () Refresh

Applied filters:

ID

98824f

d56b18

10a2bd

97e196

9f0442

f8589a

4a385d

143619

cb7228

eelcas

e7f455

e9c5ca

c7249b

Time range: 8/30/2020-9/10/2020

™ ala Investigations

Status

Detection Source

Pending A e36
d Action > 302
'ending Actior Uthcesod

Investigation

mail investigation for 'EIE: paid invoice
Ema d by hunting bulk on
a a unting oulk & g
Email URL was blocked by hur bulk a
Ema moved by hunting bulk o
mail wa d by hunting bulk actio
Email URL was blocked by hu g bulk ac
Email wa ed by hunting bulk actio
User suspected of bei ompromise e
U USE d of beir pror d
User suspected of being compromised
Email was moved by hunting bulk actio

Email sender cked by hunting bu

creader

50 1tem(s) out of 13491 loaded. More items available, scroll down to see more,

testinguser28@o

secreader@o3€

ohndoe®@o
ifc@036

sjain@o3

onmicrosoft.co

.onmicrosoft.com

onmicrosof

onmicrosoft

onmicrosoft

anmicrosof

nmicrosoft.com

snmicrosoft.com

2.0nmicre

onmicrosoft

2.onmicrosoft.c

anmicrosoft.com

L.onmicrosoft.com




Awareness

& Training

= Enhanced simulation
management

- Dynamic end user training

- Detailed reporting and insights

- Native experiences foster
user awareness

£ Search

File Home Send / Receive Folder View Help

= % IS Ignare @ EI' ~ = ElMeeting | B internal Screens  — To Manager [_7/-] % @ ] @ oo I:tl ' Mew Group Search Peo A
I Clean Up ~ o 7 DM~ = Taners Ernail Done L U H Browse Groups Address Book
New New 2 Delete Archive | Reply Reply Forward “p . TN —1 | Move Rules OneNote | Assign Unread/ Categorize Follow ) Read
Email ltems~ | o0 Junk~ All 8 More ~ ) Reply & Delete 7" Create New -~ Policy = Read - Up~ S Filter Email > | pou | 4
New Delete Respond Cuick Steps 1] Move Tags Groups Find Speech A

ByDate~ T Mark 8 Plans Needed Fast

» Favorites

Contoso Demo on Yammer atti ‘ . 2l e
Alex Wilber is now following you on Yammer 122672019 Patti Fernandez (CEO) <pattif@gmail.com>
Contoso Demo To ) Megan Bowen

wMeganB
You don't often get email from pattif@gmail.com, which appears similar to someone who has previously sent you em

Inbox 48 1272672019
i : Learn why this may be a problem
Internal Screens 1
:
Project Falcon 4 Alex Wilber @, 1% Can you send me the latest Mark & design plans as soon as possible?
Drafts Voice Mail (11 seconds) 12/26/2019
i Hi 1 weekend, we st
o Original URL: http://exfiltrate.com;
Deleted tems Alex Wilber Click or tap to follow link.
Archive Atlanta Flight Reservation 12/26/2019 Can you upload the file_here? It's the folder | created for you.
Clutter
» Conversation History Fourth Coffee Hot Deals
Liguidation sale on cool cups 12726/2019
Junk Email Plenty left, get your's now bet nro t <end
Outbex
Search Folders Blue Yonder Airlines
me from $59 one way.
- ht now <ends
TopSpin Toys
T-minus 50 points t oft 12/26/2019
~Online Archive - Megan... Celebrate W ek <end
Deleted tems
Archive Woodgrove Diamond Preferred Card
You're covered if there's fraud on your account 12/26/2019
Search Folders You
Alex Wilber 1]
IMPORTANT: Statement of Work 24JUN2019 Update 12/26/2019

Payroll Update
Urgent - Update Your Payroll Details 12/26/2019

Patti Fernandez (CEQ)
Mark 8 Flans Needed Fast 12/26/2019
You don't often get email from pattif @gmail.com

Megan Bowen




Microsoft Defender for Office 365

Securing your enterprise requires more than just prevention

Microsoft Defender for Office 365 —Plan 2

[
Microsoft Defender for Office 365—Plan1

( \

— g — @ = 9 - B - € -

Prevention Secure Detection Investigation & Response & Awareness &
Posture Hunting Remediation
\ Y J \ Y
Pre-Breach Post-Breach

Training

Secure Enterprise



Defender for Cloud App



Protection against cloud threats

OAuth apps

OAuth Protection: Detect, Alert on and Revoke
access to Malicious OAuth applications

Malicious Insider

Protect against disgruntled employees
before they cause damage

Rogue Application

Identify rogue applications that
access your data

Data exfiltration

Detect unusual flow of data
outside of your organization

Malware

Detect and detonate malware in
cloud apps as soon as it's uploaded

Ransomware

|dentify ransomware using sophisticated
behavioral analytics technology

Compromised Accounts

Combat advanced attackers that
leverage compromised user credentials



Detections across cloud apps

Unusual file share activity

Unusual file download

Malware implanted in cloud apps Unusual file deletion activity

Malicious OAuth application Ransomware activity

Multiple failed login attempts to app Data exfiltration to unsanctioned apps

Suspicious inbox rules (delete, forward) Activity by a terminated employee

Unusual addition of credentials to an
OAuth app

R Bereesnre H Indicators of a
: compromised session

Mail forwarding rules

Malicious use of
a privileged user

e e e = e, ——— e

Threat delivery Malicious use of
: an end-user account :
and persistence ¢ Activity from suspicious IP addresses : ¢ Unusual impersonated activity
Activity from anonymous IP addresses i Unusual administrative activity
Activity from an infrequent country i Unusual multiple delete VM activity
Impossible travel between sessions R :

Logon attempt from a suspicious user agent



Cloud Discovery with Microsoft Defender for Endpoint

Native, endpoint-based discovery of Shadow IT
Connect your Defender for Endpoint system and

gain visibility to your shadow IT from endpoints across
your environment

Discovery of cloud apps beyond the corporate network
from any managed Windows 10 device

Discover cloud app usage from any managed Windows 10

device anytime, anywhere, by anyone

Single-click enablement

With one click, stream traffic data from your managed
Windows 10 devices into your Defender for Cloud Apps
instance

Device-based Discovery
Go beyond user-based discovery and attribute cloud app
usage to managed devices in the organization

Deep dive investigation in

Microsoft Defender for Endpoint

In Microsoft Defender for Endpoint, drill down into each
discovered device's behavior across your organization

a3 0@

Cloud App Security

Cloud Discovery

Dashboard Dis

covered apps IP addresses

QUERIES APPS AND DOMAINS
Select a query... v ps, domain
Browse by category To i=
\ Search for categor App
loud s . .
Sk Microsoft OneDrive for
osting services . % Cloud storage
Marketing Dropbox
. Cloud storage
s
ounting and finan '- Mozy
L] torac
ratio Cloud storage
o iCloud
Cloud storage
Snlin
Communications (3 iDrive
loud storage
1 9
management 1 L
Livedrive
. Cloud storage
* SugarSync
etwark Cloud storage
CRM -
[ BitTitan

APP TAG

Machines
RISK SCORE
@ u Nane ;
1- 20 of 27 discovered apps

Traffic Upload Transactions Users
10 5.8 GB 25K 1109
8 5 GB 25GB 11.81 918
7 1GB MB 3K
7 1GB MB 3K 182
6 43 M MB 7K
5 258 MB MB 5K 213
6 5 GB 1GB 6K
6 24 MB 21 M 2K 178

COMPLIANCE RISK FACTOR

Select factors...

IP addresses

2540

L4
Win10 Endpoint Users =

SECURITY RISK FACTOR

Select factors...

New policy from search +
Machines Last seen (UTC)
1110 Sep 20, 2018
319 4, 20

ep 2
18 24, 20
ep 2
213 4, 201
5
178 Sep 24

Last 90 days =

Saveas W Advanced

Actions



Defender for Identity



The complexity of the enterprise identity security landscape

Enterprise security environments are complex—and include both on-premises and cloud assets

On-premises

and web apps

3 <€

Active Directory

Azure
AD Connect

Microsoft Azure
Active Directory

>

>

>

Q Cloudg

& =

Public cloud

Customers and partners

A
o~
<
box

Bring your own devices

[¢]




Anatomy of an on-premises and cloud environment attack

One example of how an attack happens and compromises an entire organization

9 Day 137-143:

9 Attackers create rules on Contoso’s
— SharePoint and email to automate data

Exfiltrate exfiltration to a cloud storage solution
data
/
— Compromised — IYI
credential /C:
N
Day 1-11: Day 16-218: Pivot
Attacker compromises Attackers perform to on-prem
ViFA-enabled account ros Offce 365 ~ Day 16-163 Day 163-243
-enabled account (on-premises): iy (on-premises):
ove
E@ Attacker uses stolen T |aterally % Attacker moves laterally
credentials to VPN into throughout organization’s
corporate network network, compromising

privileged credentials



Attacks go across perimeter defense stack boundaries

Applications Endpoints Identity Data

Application protection Endpoint protection |dentity protection Email and data protection

© Brute force account,
User receives Open an (A use stolen account
an email attachment

== [

C&C Lateral Access to
Click on a URL Exploitation Installation channel Persistence escalation Reconnaissance movement shared resources
(Q)
bR -0—-0 41—
i -
~— User browses
http:// | 1o a website
User runs
C\ | aprogram
Microsoft Defender for Office 365 Microsoft Defender for Endpoint Microsoft Defender for Identity Microsoft Defender for Office 365
Microsoft Defender for Cloud Apps Azure Active Directory Microsoft Defender for Cloud Apps
SmartScreen Microsoft Defender for Cloud Apps
\
I
B8 Microsoft



Security Operations / SOC =. Microsoft Software as a Service (SaaS)

|
| R Threat Experts ” ,Q\ Detection and Response Team (DART) || £ MSSP/MDR | Cybersecu rity Reference ArChiteCtu re Microsoft Cloud N @ a
___________ App Security u V 7
I Q' Azure Sentinel — Cloud Native SIEM, SOAR, and UEBA for IT, OT, and loT I Security modernization with Zero Trust Principles « App Discovery & Risk Scoring C
(Shadow IT) 3} m e
A May 2021 - https://aka.ms/MCRA + Threat Detection & Response
- * Policy Audit & Enforcement
ThiS iS interactive! Security Guidance * Session rr‘lomtormg & control
Extended Detection and Response (XDR) ' Z’E?Z'Tﬂi’fﬁﬂ?ﬁfﬁf’}o‘ip) :
R i - 1. Present Slide 1. Security Documentation Identity & Access
zur r icroso efender ot
Avenced Detection & Remediotion L4 » R 2. Hover for Description 2. Microsoft Best Practices — l —
vanced Detection & | & | Advanced Threat Hunting 3. Click for more information 3. Azure Security Top 10 | Conditional A.c.cess - Zgro Trust Access Control de§|5|ons
Benchmarks | CAF | WAF based on explicit validation of user trust and endpoint
— I integrity
|
|
Endpoints & Devices Hybrid Infrastructure — laaS, PaaS, On-Premises Information Protection > Azure Active Directory
B ) Azure Security Center — Cross-Platform Cloud Security Posture Management (CSPM) ~ Secure Score /A Azure Purview Passwordless & MFA
Unified Endpoint Management (UEM) Compliance Dashboard @ Microsc?ft Information < Hello for Business
Intune ~ Configuration Manager On Premises Datacenter(s)  3rd party laaS & Paas ~ Microsoft Azure 000 & | Protection (MIP) B Authenticator App
S > Discover —~y f8 FIDO2 Keys
P STt = aws Azure Firewall s | Monitor Classify : -
: . ‘E '.@ _N_Gfmi o E X '_) Azure Marketplace :—_75& Firewall Manager _‘g W Protect €« > Identity Protection
n u g g © fg}g Ed_ _DIP_ - ama M S i Leaked cred protection
: : b= v _d9e 2R =" @ Azure WAF b File Sca.nner Behavioral Analytics
Ferersrsrr e X iz —- A (on-premises and cloud)
i @ IPS/IDS & g ceo . S b
——————— & /A DDoS Protection S|l s EEeET A
Microsoft Defender for Endpoint WAzure AD App Proxy 4 e ®© Azure AD PIM
Unified Endpoint Security Beyond User VPN |,. . |A Express Route |....._ L?) Azure Key Vault P =n eoe > Identity Governance
Endpoint Detection & Response (EDR) I IA Private Link .
= | I /5 Azure Bastion
Web Content Filtering g I Data Governance > Azure AD B2B & B2C
© /A Azure Arc 4\ Azure Lighthouse .
Threat & Vuln Management > - I - ..,f e fi; o B | £ Advanced eDiscovery 4:&"' Defender for Identity
Endpoint Data Loss Protection (DLP) E | IA Azure Stack | A — A == & ooe A Azure Backup
(XX | e _ «ee Security & Other Services Compliance Manager | Active Directory
Securing Privileged Access — Secure Accounts, Devices, Intermediaries, and interfaces to enable and protect privileged users L Privileged Access Workstations (PAWSs) - Secure workstations for administrators, developers, and other sensitive users
Microsoft Secure Score - Measure your security posture, and plan/prioritize rapid improvement with included guidance e E e e - Flleine, TeEls and plel InpeiEment e lens fesint aemiels
|
Windows 10 Securit &é i & People Securit
) Y loT and Operatlonal TeChn°|°gy (OT) kﬂ Azure Defender - Cross-Platform, Cross-Cloud XDR — P Yy
2’:3’;’:; :?:s;:;;n ?f ;Ocic;’;t::t[ec tion - Multi-asset dete.ction and response for infrastructure and platform
Full Disk Encryption Behavior monitoring ol s scf;,:jz Defenéjrsst?; Ivou.ll;lerability as a service (laaS & Paas), Proactive Threat defenses Attack Simulator Insider Risk Management | | Communication Compliance
ek suface - Nettgeeratn — - Intemet of Things for)_ management Peac> @@ % @
Azure Sphere | | - industrial loT (o)~ * Threat Detection — . X )
i & Response o GitHub Advanced Security - Secure development and software supply chain

BK Threat Intelligence - 8+ Trillion signals per day of security context Service Trust Portal - How Microsoft secures cloud services Security Development Lifecycle (SDL)

Clad


https://docs.microsoft.com/azure/purview/overview
https://aka.ms/MCRA
https://azure.microsoft.com/en-us/marketplace/
https://docs.microsoft.com/microsoft-365/compliance/information-protection
https://docs.microsoft.com/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/azure/active-directory/
https://docs.microsoft.com/azure/azure-arc/
https://azure.microsoft.com/en-us/services/security-center/
https://docs.microsoft.com/azure/key-vault/key-vault-overview
https://docs.microsoft.com/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/services/site-recovery/
https://docs.microsoft.com/azure/firewall/overview
https://docs.microsoft.com/microsoft-365/security/office-365-security/attack-simulator
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://docs.microsoft.com/azure-sphere/product-overview/what-is-azure-sphere
https://aka.ms/STP
https://docs.microsoft.com/azure/private-link/
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://aka.ms/GHSecurity
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/azure/security-center/azure-defender
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/microsoft-threat-experts
https://aka.ms/DART
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/compliance/endpoint-dlp-learn-about
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/web-protection-overview
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/next-gen-threat-and-vuln-mgt
https://docs.microsoft.com/azure/security-center/azure-defender
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