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The Problem with “I| Am Too Smart to Be Scammed”

Three misconceptions:

“| can recognize “I would never fall

“I am careful.” - » ”
suspicious people. for a scam.

Scams do not necessarily exploit ignhorance.

They exploit normal human psychology.

10/9/2026 EDB Seminar in Social Engineering in Scam
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What Is Social Engineering (¥t & Tf2)?

* Mann (2008) defines social engineering as “to manipulate people,
by deception into giving out information, or performing an action”

» Rather than exploiting technological vulnerabilities, it targets
human psychology to persuade individuals to act against their own
interests

The person becomes part of the attack pathway.

Believable identity Convincing situation Pressure to act

BS54 EHEEE 1TENRR T
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Common Forms of Social Engineering

Pretexting

FEfRIFHR

Baiting
o B g

Tailgating
FERERIA

Quizzing

FEER

Scareware

TR A

Phishing

Creates a believable scenario to obtain
information or access.

B HEHE RIFEE - ERE R R -

Uses rewards or attractive offers to
trigger risky action.

DUME AR E R 2 F A PR Al s T8 -

Tricks staff to gain physical entry to
restricted areas.

Wb Bk S - PRI ASZIR HE i -

Uses fake surveys or quizzes to collect
personal information.

IR RS 2 B HIBR ZE L A e -

Claims a device is infected to sell fake
security software.

SRR R - SRR R -

Uses deceptive messages to steal data
or deliver malware.

PIRIFR ) sraeaf B s BUR S R R R

10/9/2026 EDB Seminar in Social Engineering in Scam

Authority
FERERR

Dumpster
Diving

Uses status or power to demand
sensitive information.

I PR 7 Bk (i B SR A 3R HH Rl =t

Collects information from documents
that were not destroyed.

i ) (A T BT IE T RE E ©

Hoax

R

Vishing
BT

Whaling
=R

Pharming

NV L

Creates a deceptive claim to steal
confidential information.

LS BRI > FEIE R -

Impersonates a trusted person or
institution by phone.

iy = N AN =

Targets senior executives with tailored
deception.

DARE BT BRI ST S -

Redirects users to lookalike websites to
steal data.

RHEE & 0 B AL RE AU R -
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Role of Technology in Social Engineering

Table 1. Integrated scam typology: narrative manipulation vs. interface exploitation.

Narrative
Scam category Subcategory hooks Narrative/manipulative tactics Technological enablers
Narrative-Driven  Lure of Gain Wealth High return promises Cryptocurrency, Trading bots
Scam Relatiohship Romantic bonding, future Al-driven conversational agents / Synthetic identity
planning generation
Opportunity Elite jobs, scholarships, etc. Web spoofing / Domain impersonation
Fear of Loss Safety Police impersonation, fake arrests  Voice synthesis / Deepfake simulation
Property “Account freeze,” “fund Message spoofing / Credential phishing systems
withdrawal” alerts
Privacy Blackmail, reputational damage Identity cloning / Data aggregation tools
framing
Interface- Misclick — Misleading buttons/pop-ups Malicious Ul injection / Overlay manipulation
Manipulated Misinput — Phishing pages, fake login flows  Phishing automation toolkits
Misrecognition — Fake support search results SEO poisoning / Service impersonation
Mistrigger — System alert loops, countdowns  Script-based dialog loops / Browser hijack
Remote — Fake tech support, remote install Remote control protocols / Social engineering tools

Control

Technology supplies credibility.

Social engineering converts credibility into action.

10/9/2026 EDB Seminar in Social Engineering in Scam _
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Social Engineering Goes Beyond Money

25
Fraud & Account Relationship & Peer & School-Context
Harm Image-Based Harm Manipulation
* Financial scams * Online grooming * Fake teacher/classmate
* Phishing * Romance manipulation identities
* Impersonation + Sextortion * Cyberbullying
* Gaming and virtual-item » Coercion to share private * Manipulation to share
scams images passwords, images or
* Fake jobs and opportunities * Emotional control and information
* Account takeover isolation * Requests to conceal
communication from adults
EEIEK ~ IREBEE RERYNY OELRE - VERIE AR 2R EEZE - LR EZE

EHEREG T AIRSES At G TR

The target may be money, information, access, private images

or control over another person.

10/9/2026 EDB Seminar in Social Engineering in Scam
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Case Study: Deepfake Authority in Action

HEXEARMER
B Al Deepfakebép#

o e N LR
# 5 K $2 (2

EI BRI ZRAERE TS
% 2 ERE 0I5 B A 5

L % A 9
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HK$200M

lost after a fabricated video conference
— Bt R g i A BB TT IR

In late January 2024, an employee received a phishing
1 email that appeared to come from the UK head office’s
Chief Financial Officer.

The employee joined a group video conference
concerning alleged confidential transactions.

People resembling the Chief Financial Officer and
other colleagues appeared in the meeting.

Following the instructions, the employee authorised
transfers to five local bank accounts.
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HOW PEOPLE ARE MANIPULATED
From trust cues to pressured action

What makes a harmful request feel safe, urgent or difficult to refuse?

EDB Seminar in Social Engineering in Scam

10/9/2026
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Different Scams, Different Vulnerabilities

SCAM TYPE LIKELY TARGETS CONDITIONS EXPLOITED

Impersonation Adolescents Lack of Experience - Overtrust
Account / Phishing Students - Gamers Fear - Urgency - Cognitive load
Romance / Grooming Adolescents - Older adults Attachment - Loneliness
Investment Adults with savings Financial anxiety - Expert signals
Job / Task Students - Graduates Opportunity - Urgency - Sunk cost
Shopping / Tickets Students - Young consumers Scarcity - Attractive offers
Fake Authority New arrivals - Students Institutional unfamiliarity - Fear

The same person can be resilient in one context and vulnerable in another.



Psychological Manipulation Tactics in Romance Fraud

Filtering
&
Framing

Trust
Building

Urgency
&
Authority

10/9/2026 EDB Seminar in Social Engineering in Scam

Romance

& Distraction

Fake
personas |

Grooming

Reciprocity
&
Scarcity
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Case Study: A Local Romance-Investment Scam

A 49-year-old landlady posted a flat for rent on Xiaohongshu. The “interested tenant” gradually became an
online romantic partner—and then an investment adviser.

— R4 VEEE/NLERGH ¢ T ) B EREEHS > HLUREERG R EMASS

1 2 3 4 5
Rental Enquiry Familiar Chat Romance Investment Advice HK$2.5M Loss

CARHAR TR BEER REEER K228 T

e
‘ ‘hreads s&& 55 {F 48

B %&@"'F‘{E* 137 S A hAE
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Multi-Stage Deception Tactics

Further Exploitation

The Execution

The Manipulation | The Aftermath

«Identify potential «Establish *Emotional exploitation «Fabricated problems *Gain compliance *Disengage from victim +Financial loss
victims communication *Create urgency or opportunities *Guide through *Transfer stolen assets +Emotional impact
*Determine scam type *Build trust and rapport *Handle objections transaction process +Social or legal

consequences

Liu, X. F., Ai, Y., Jiang, L. C., Wang, X., & Wu, Y. (2024). Understanding the human element in scams: a multidisciplinary
approach. Journal of Information Technology Case and Application Research, 1-16.
https://doi.org/10.1080/15228053.2024.2439192

10/9/2026 EDB Seminar in Social Engineering in Scam
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Multi-Stage Deception Tactics

The Manipulation

*Identify potential
victims
*Determine scam type

*Establish
communication

*Build trust and rapport

* Emotional exploitation
*Create urgency

*Fabricated problems
or opportunities
*Handle objections

Liu, X. F., Ai, Y., Jiang, L. C., Wang, X., & Wu, Y. (2024). Understanding the human element in scams: a multidisciplinary
approach. Journal of Information Technology Case and Application Research, 1-16.
https://doi.org/10.1080/15228053.2024.2439192
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Different Scams, Similar Process
REIEER & BTAZARRL
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The Language of Manipulation

Fake Persona

“'m from your school / the police.”

Reciprocity

“l helped you—can you help me?”

Urgency

“You have ten minutes.”

Authority

“This is an official investigation.”

10/9/2026 EDB Seminar in Social Engineering in Scam

Ed=glil

FER

Trust Building BILEE

“You can rely on me.”

Scarcity Fmr
“Only two places left.”
Secrecy PRI

“Do not tell your parents.”

Emotion Hijacking B4 LR

Fear - attachment - excitement - anger
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We are not as good at detecting deception
as we think we are

* Human beings are only 54% accuracy rate in
deception research (Bond & DePaulo, 2006)

* Alternative approaches are also ineffective .

* Cognitive approach to lie detection only
associated with a small effect (Levine et al., 2017)

* Al personas yielded varying results (both truth
biased and lie-biased; Markowitz & Levine, 2025)

10/9/2026 EDB Seminar in Social Engineering in Scam
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Psychological Basis of Susceptibility

Cognitive Load

Fast decisions

under uncertainty

10/9/2026 EDB Seminar in Social Engineering in Scam
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When Students May Be More Vulnerable

Unfamiliarity with local institutions, procedures and trusted
New Environment support channels.

A HGB A M ~ 12 KAl (5 KB 2R

Students may handle money, accounts and major decisions
independently for the first time.

BN REE BB IR REEIRE -

Friendship, romance and peer approval can be used to
Need for Belonging build trust or pressure compliance.

aF B A A ACRE ~ BWIE S i 28R (R O (5 (T B BE -

Scholarships, part-time jobs, investments and “easy
money” offers may appear especially attractive.

RS~ W RE MR SERA T AT RE R AN 5] -

Fear of embarrassment, punishment or worrying family
members may delay disclosure.

EHER - LEFHBCEK AL L > AT EBUEEXRD) -

Expanding
Independence

Financial and Career
Pressure

Barriers to Seeking
Help

Vulnerability is situational—not a label attached to students.

10/9/2026 EDB Seminar in Social Engineering in Scam
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Case Study: Fake Uniform. Fake Police. Real Loss.

BRALZEERE DR REER ARUERE BRELEER "“HAR &
—RAPCRBAREE REERE BN > AR JREERGIE RGP RS G - HE
R AR ER > fidEAd e CREAVRTREM R E - M HACRHEZR300 5 T - WAESCRRTEA =
EFRAEIE - ABUFINRE] - HRE - BB HREFEEE HEFE -

MAGIREXFRIER EXBREKERLSHE
BREER G T AL AR RIUTE BHEERA
Hilk ;e > BORZACESRE T AGK > CHEIR1408HTT © H
PRE R R B - (R HEREE ATERE] -
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Case Study: From an Online Friend Request
to HK$70,000 Sextortion

EEEE BRNA B R ATK
—HITR T F A fETelegram S4B TR B it R R 3% iRsa R
VRSO EGR > W Bdn Rk BHEME - HE T » BLAEAE—HWN =R - 18
RS L - | RMTERT - HEEE -
m@i@ﬁﬁﬂhm

5| RE4F 5 7 S L ST

7 Hs R B 875 (5 £ HEA T AL

BFAA EHCHRA EGmES Al

M 28 2

A%
MR AN PR 60 RE K | B m2408 47T | AU 2E AN BEE
B - BEE 5202597 /716 H 230 H & TR 2 51F
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Case Study: From an Instagram “New Friend”
to a HK$5,000 Loss

EEEE BUSHIRT B < 8%

—#135%H B A EInstagram | 49— EHit% > BERATAMEL 2R B S oy =R

T —BHE - B4 ENE £ L - A R S O
77 H % EEIWhatsApp 57 SR B A 11 R AT WA - RTERE
L F - 5,000 7T (155 4 - S o B PIBRAER 12 1 I
KBl » A S 2 ER A -
EREE TIAA AR TR 25 5 Hhé

NSt 1613

FAEREBOTEZE | HEMITOEAETT | 2 EA R 205 A T F/D4AE
B H BB 20250 TERL I S F B FacebookBE H CyberDefender “Fii 2
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Young Jobseekers: Fake Orders and Part-time

FERERRE

(ol JFRERPIE - SlElERe SRS 4

BN RIRE
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Case Study: Fake Internship, Real Loss

A B fEE JIIRETEEISPS
—RIOEARP—ERPAEE BRELURAITLEERE > 5l EBERERAGKEZES > &

#LinkedIn B &5 B AL - MEEANFE SR - WEHR0y SIRRBITARIOETT -
wEag FEEE o

- SR (5 /INER [B] ¥

B " AFELE ) B WAE FiTEE A EI SRR SE R T S
PR R AL By - BT o [T v A | o e
T I E R 5S¢ A FRH - 0 Eem— RKEEE T, 0007T -

1 2 3 4
Recruitment Redirection Professional Setup Early Rewards Escalation

EEliEE S A TR AL HxaE L] I 53 LIPS

https://www.adcc.gov.hk/zh-hk/alerts.html
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Case Study: HK$100 an Hour, HK$4 Million in Debt

T 32 37 (R % 5 QIS
O EEEEEAR | SO TIES M T S S SR I S
WP STISEE  HEfB  [SHCCERZE - AT A N 4008
| WhatsAppUE TN - ) Tt RECREERUEHOH -

777 TN od

¥ T/ KA T
WIS BTER TIEMITE  QWEAE > BT Tkl UE
B B B IEL00 T - NS B A E

 TIEEIEEEER > DUREE o RS
BE AN R AHY T
T SE(ER

10/9/2026 EDB Seminar in Social Engineering in Scam




Children and the Young:
Gaming, Social Media and Sextortion
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Case Study: One Code, Multiple Victims

Tony received a WhatsApp message from a friend asking for a six-digit verification code.
After he shared it, his account was taken over.

Tony £ HHAZ #IWhatsAppafl &, > ZORFE AL/ 8ligaat © 7 S4& - AR E BRI 50 -

1 2 3 4 )
Trusted Contact Small Request Account Takeover Impersonation Point-card Loss

ANGTS) REER MR P55 BR1E 53 Tony i3 BT~ S
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OUR RESPONSE CAN CHANGE
WHAT HAPPENS NEXT
From blame to safety

Stop the harm. Preserve the evidence. Keep the student connected to support.

10/9/2026 EDB Seminar in Social Engineering in Scam




The First Five Minutes After Disclosure

2 3
Stabilise Stop Further Harm Preserve Evidence
RIE 54 NIt~V S - W AR
“Thank you for “Do not reply, pay or “Keep the
telling me. You did follow further messages. We may
the right thing.” instructions.” need them later.”
Stay calm and listen Pause contact and Save screenshots,
without blame. transactions. usernames, links and

records.

10/9/2026 EDB Seminar in Social Engineering in Scam
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Connect Support

ERESTIR

“You do not have to
handle this alone.”

Follow safeguarding
procedures and seek
support.
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Case Study: Game Account Trading
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Case Study: Concert Ticket Scam

202621 H18H » TVBRIRPEE HIH #E - — LT EAE " T FEEE HIRBLACKPINKHIE &
FI5E - JREEILT,000787T © B RLATRUIRRE K 240 8 Rols L1 BRI K > REtEIRE 4
F512,500385T - HAHAR R S A P E &I HE -
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(AR
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Case Study: Fake Police Call

2022FF6 H13H » SREHREETT AAHVEM © — AL P A BHERUR IR B2k E - HARHERE
ERNZT - WEed R o BRE BRSO RS gt/ SRTER GRS - Wasmih
AR AVA ERTTIERN - BER RS IHAB0E M TTIEK -
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Case Study: Online Sexual Coercion

A

202410 H 12H - BHAERE T GEHREE PR > —A BN BE R DY 5ol
> BUTEA(ERETTERIN - FEE MR I E SR > R SO -
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School Response to a Student Scam Disclosure

BARE / BETRR

J

BEKRE), WREIRRE

J

HEREREBTRIE?
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J BILEERE
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WHY “JUST BE CAREFUL”
Is Not Enough

Students need recognisable warning signs, rehearsed actions and a safe route to help.
AR R AT R~ SREIEANTTE) - DU EHRBRES o
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Current Anti-Scam Communication: Limitations

Static Awareness
Campaigns

. »€

Not tailored

to user’s Passive

cognitive/ information

emotional dissemination
state 9 «

Over-saturation of warnings — psychological reactance

9/18/2025 Symposium on Digital Fraud Prevention and Detection
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Challenges to Current Anti-Scam Communication

.y The same slogans appear again and again,
Repetition g PP g g

so people gradually stop noticing them.

Long lists of scam types are difficult to

Complexity

remember under pressure.

. Warnings compete with messages,
Competition J P J

advertisements and app notifications.

Low Personal Generic examples can make students think,

Relevance “This would never happen to me.”

Effective warnings should make the next safe action clear.

10/9/2026 EDB Seminar in Social Engineering in Scam
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Awareness Is Not the Same as Protection

WHAT THE STUDENT KNOWS WHAT THE STUDENT RECEIVES

“Your school account will be suspended in 10 minutes.”

“I should not click suspicious links.”
= IRV ERFCIR P AF IR 1057 SR A=A < 7

B JERE BT B A o 7 AUTHORITY - URGENCY - FEAR - COGNITIVE LOAD

Knowing the rules # following the rules

Protection requires a response that students have already practised.

10/9/2026 EDB Seminar in Social Engineering in Scam _
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Practical Actions for Students

4 N/ N/ N/ N

Spot urgency, Do not click, reply, Check through Save the evidence
authority, secrecy or pay or share codes. an official channel and tell
unrealistic rewards. you find yourself. a trusted adult.
TR - HER -~ 1 FELEEE - 67 - A1TER (RPN EbE T
IR A RO, BEEZEl .0 BRI ERAKE -

. — AN - AN — AN - /

RECOGNISE PAUSE VERIFY TELL
Hak Ut %wH KEf

10/9/2026 EDB Seminar in Social Engineering in Scam
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A School-Based Anti-Scam Education Model

REAL SCENARIO

HEERER

Use a real case
such as fake school
or teacher message

as the case.

PRACTISE THE
RESPONSE

Lt
Apply

Recognise, Pause,
Verify and Tell.

SCHOOL
SUPPORT

KRB RE

Display the school’s
official contact
route: teachers,
school officers or
social workers.

REGULAR
REVIEW

TS E

Use short monthly
scenarios,
parent reminders
and a Scameter+
demonstration.

LEARNING CHECK

Before leaving, each student identifies one warning sign, one official

verification channel and one trusted adult at school.

10/9/2026 EDB Seminar in Social Engineering in Scam _
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Conclusion & Key Takeaway

UNDERSTAND RECOGNISE PRACTISE SUPPORT
HE A\ PR R SREEH XRFRED
Scams exploit Look for the pattern, Recognise - Pause Preserve evidence
trust and pressure. notonly - Verify - Tell and respond
the scam type. without blame.

Help students pause, verify and speak up early.

10/9/2026 EDB Seminar in Social Engineering in Scam
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