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» Keep Latest Windows Security Update

» Check Windows Hardening Status

+ Check Antivirus Protection Status

+ Ensure System Backup In Order

+ Keep Best Practice in System Operation
+» Keep Latest HTTP Server Patch Update



MR, Keep Latest Windows Update

Go to “Control Panel” >“*Windows Update” then
select:

+ Check for Updates

(Select all updates except “Service Pack” / “Major Version
Upgrade”)

+ View Update History

+ Change Settings

(“Check for updates but let me choose whether to download
and install them”)



“Za«eixe| Check Windows Hardening Status

e Referto

“Installation Guidelines for WebSAMS 3.0”
> “Appendix 7 : Windows Server 2012 R2 - OS Hardening Guide”

http://www.websams.edb.gov.hk/files/newschool/Doc%2033%20Installation%20Guidelines%20for%20WebSAMS%203.0%20V1.3.3.pdf

for Checking the Windows Hardening Status
including:

Local Security Policy
- Windows Firewall
Screen Saver Timeout
(On resume, display logon screen)
Remote Desktop with Network Level Authentication
(In normal operation, the remote desktop should be disabled)
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=w Ensure the Antivirus Software is in latest
version

w Ensure the Online Protection is enabled

= Ensure the Virus Pattern is up-to-date



e | Ensure System Backup In Order

o Ensure the following kinds of backup are
included:

= Windows Server (Regular System Backup)

= WebSAMS Program and Data (Daily, Weekly and Monthly
Backup)

e Ensure encryption of backup image
o Check the Backup Log timely

e Check the status of Backup Media timely
including:
= On-line media (NAS)
= Off-line media
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=aeine | Keep Best Practice on System Operation

e DO NOT share the disk storage of WebSAMS
Server as network drive

e Only install WebSAMS related software

e DO NOT enable remote desktop service or
install similar software

e DO NOT visit any suspected / unknown
website or download files from questionable
source in WebSAMS Server



b
(aldes | Keep Latest HTTP Server Patch Update

¢ Run the following command every month:

starthsp
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e Security Guides & Checklist for WebSAMS:
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WebSAMS Central Document Repository
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Tackling Ransomware and Belated Seminar (17-05-2017)
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CDS message on Hong Kong Computer Emergency Response Team Coordination
Centre (HECERT) - Security Bulletin {(15-05-2017)
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Reference Material (Cont’d)

o Security Check for WebSAMS:
RTRL > IRLIRE

Ban
BLESEGE
RRBLER S
HiE S
FHEEH
BHEZRMS
HEERAR
EHRE
BEEARER
MBERR Rl
S
BAEEEMN
EBFRERSEEMH
BWEEHE
EREH
ERENTH
AT ERE

RSl e 4 B (48 _EhR)
FE=ERE (N HE)
RIEEHE

v RBRE

FHUES
R E
EEBLE

RzteE

A [S-SEC23-0M] 55% > REEE

BRRZES

® mE O EiE

B35

BEEE :[00 V (hhmm)

2R E N BEHEER 2R RNHNET
EREPELRERSERLBEM -

ft " H EIRE &AL faiREE P WINCGOWS Server 2U1ZaE e s B
1 NAS 19 IP {irdt

(D ) ee ) Ueernree ) 578 )

(REWEFEE (it 30/08/2017 18:05)

EEERSP
fEWebSAMSEIMRSEFI4EIER .
FEHTTPEIR K F0EIEE :
fEWebSAMSESH2ELFIOEIER -

==

FEEENSEFEENEESE MRNESFNETFEEET (15528 "Doc24 - Netw ork Integration Guideline For New
S¢hool" - "Doc 36 - Rules for Configuration of WebSAMS Router and Internet Gatew ay” & "Doc 33 - Installation Guide for
VIEDSAMS 3.0" - INBEMEE  SEEERERaRNE - EtZn  SEiE SR BREETT -

J

10



b
(aldas | Reference Material (Cont’d)

o |IP Address for connecting NAS:

IP Address for
connecting NAS

WebSAMS Server

/
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Reference Material (Cont’d)

o Windows Firewall Settings:

Control Panel > Windows Firewall > Advanced Settings

File Action “iew Help

«=| 7n[E =]

lubebpclEule: Mame Group “ Profile Enabled Action |~ ound RBules Fs

&% Outbound Rules z

r‘ CDnnECtiDn Security Ru' nd fonnd Dot LAl TTn L u] | L i EP S Y £l Il |’||| ﬁ NEW RU|E“I

b % Monitering .BranchCache Hosted Cache Server (HTT.. BranchCache - Hosted Cach..,  All Mo Allowy T Filter by Profile ’

@ EranchCache Peer Discavery (WSD-In) BranchCache - Peer Discave...  All Mo Allawy 57 Filter by State 4
.COM+ MNetwork Access (DCOR-In) COM + Mebnork Socess Al Mo Al T Filter by Group »
.COM+ Rermote Administration (DCOM-In)  COM + Rermote Administrati.,, Al Mo Allow e »
@Core MNetwarking - Destination Unreacha,.. Core Networking Al Yes Allow | =
(@ Care Metworking - Destination Unreacha... Care Hetwarking All Yes Allow |G} Refresh
@Core MNetwarking - Dynamic Host Config.. Core Networking All Yes Al b ExportList.,
@Core Metwarking - Dynamic Host Config.,., Core Metwarking Al Wes Al Help
GCore Metwarking - Internet Group Mana.,,  Core Metworking Al Wes Allovy -
@Core Metwarking - IPHTTRS (TCP-In) Core Metworking all ez Al WebSAMS -~
@Core MNetwarking - [Pul (IPwE-1n) Core Metworking All Yes Allowy Disable Rule
@Core Metwarking - hulticast Listener Do..  Core Metworking Al es Allow .
@Core MNetwarking - Multicast Listener Qu...  Core Networking Al Wes Al ‘g Cut
GCore Metwarking - Multicast Listener Rep... Core Networking Al Yes Allow B2 Copy
@Core MNetwarking - Multicast Listener Rep... Core Networking Al Yes Al x Delete
@Core MNetwarking - Meighbor Discovery A, Core Networking All Yes Allowy Properties
@Core Metwarking - Meighbor Discovery 5., Core Metworking Al es Allow
@Core Metiwarking - Packet Too Big (ICMP.., Core Metwarking Al Wes Al ﬂ Help
@Core MNetwarking - Pararmeter Problern .. Core Networking Al Yes Aoy
@Core MNetwarking - Router &dvertiserment.. Core Networking All Yes Allowy
@Core MNetwarking - Router Solicitation {(IC... Core Metworking All Yes Allowy
@Core Metwarking - Teredo (UDP-In) Core Metworking Al es Allow
@Core Metiwarking - Tirme Exceeded (ICMP.., Core Metwarking Al Wes Al
.Distributed Transaction Coordinator (RPCY  Distributed Transaction Coo., Al Mo Allowy
.Distributed Transaction Coordinator (RP...  Distributed Transaction Coo.., Al Mo Allowy
- - Lm e e e e R .

v



_~aeine | Reference Material (cont’d)

e WebSAMS Version Upgrade release note:

http.// www.websams.edb.gov.hk > Version Upgrade for 3.0 >
Major Upgrade

e |IT Security in Schools - Recommended
Practice:

http.//www.edb.gov.hk/attachment/en/edu-system/primary-
secondary/applicable-to-primary-secondary/it-in-

edu/WiFi900/IT_SecurityinSchools_RecommendedPractice Au
g92016.pdf
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e Regularly visit the Information Security
website of HKSAR for the update information
of IT security

http.//www.infosec.gov.hk

e Hong Kong Computer Emerglenc Response
Team Coordination Centre (HKCERT)

https.//www.hkcert.org
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For enquiries:

e Technical support:
= WebSAMS Helpdesk 3125 8510

e Other enquiries:

= School Liaison Officer of the WebSAMS Team
http.//cdr.websams.edb.gov.hk/Files/Doc/WebSAMS %20School%20Liaison%200fficer%20list x/s
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The End



