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The Evolution of Ransomware Variants

The confluence of easy and effective encryption, the popularity
of exploit kits and phishing, and a willingness for victims to pay
have caused an explosion of ransomware variants.
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* Cryptolotker ,

Your personal files are encrypted!

Your mmportant files encryption poduced o the compiputar; photes, vidsos,
docurments, atc. o 12 a complete it of encrygted files, and youl can patsonaly veelfy
this,

Encryptzn was produiced using a urigue oubic key LA 2041 genaratad for s
computen. To decrynt figs vou rised to obtaln the private key,

The single copy of the preats key, which wil slaw you to decrypt the fles, locatar
ori 3 secret sa)ver on the Intarnet; the sarver will destroy the kay after 3 time
specified In this window, Afier that, nobady and never will be able to restore: fiss.,

To obtain e pivate key fie thiscorrputer, which will automatically deoryet fies, voi
nemc £o pay 300 USD [ 300 EUR / somlsr apmawnt in another curency

Clics: «Nexts to <select tha methad of payment and the currency.

Any attempt Lo remove ar diumage this softwire will lad to the mmediate
Private key will ba destytved o destruction of the private key by server,
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Ransomware in 2016: $1 billion

Locky, Cerber, CryptXXX, Cryptowall, ...

Source: Cisco MCR and Goggle research report
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Your computer files have been encrypted. Your photos, videos, documents, etc. ...
But, don't worry! I have not deleted tham, yet,

You have 24 hours to pay 150 USD in Bitcoins to get the decryption Key.

Every hour files will be deleted. Increasing in amount every time.

After 72 hours all that are left will be deleted.

If you do not have bitcoins Google the website Tocalbitcoins.

Purchase 150 American Dollars worth of Bitcoins or .4 BTC. The system will accept either one.

Send to the Bitcoins address speacified.

wWithin two minutes of receiving your payment your computer will receive the decryption key and return to normal
Try anything funny and the computeéer has several safety measures to delete your files.

As spon as The paywent is received the crypted files will be returned to normal.

Thank you

1 file will be deleted.
e ancryptas flug
Please, send 3150 worth of Bitcoin here:

Aoy N Dng YURWSHEP TAE B KydcwiNE




fr29'es v il S ge vt
—— g

| —— _.-
sl Toovir S350 wirth o Krtcotes hare

~ Emasl:
cryptohitman@yandex.com




NEER

(KT IRl IMIATTO NI S AT

.
= . 5 .

.

.

.w.. -
.

c :

iR S TN
.l'n“,- ."..’"'A”-J-
® Wity INEmteatzon

-
o -

C97-736208-00+ © 2015 €isco and/or its affiliates. All rights re

=

served. Gisco ‘Cohfidéntial

-



RaaS: Karmen

Dashboard sististics Overview




Live Chat with customer services

Padcrypt Jigsaw

1045 30 Cannechon could not e made to the server!

Hedlp did yog oSt messsE @

| "Go il weew Lo alRiteciines com),
Regintae and plthase Bilcoibs 1
oty tha BRcoine addess: below and
send the coms o thst andress liom
ymirocaoncons pnie: 3 Gimk below
= that voud pitid & O sy st=m will
T recocmize the pavmetd \nstarly and

. - 5 =T 1'1_ .
I you have aoy questhinm o sagpestions, plesse leave & eonglish movsage below. Tu prome (s you s '-il"l."]'.':}'- -:'—'II ':1",-lr i VES
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14-Year-0ld Japanese Boy Arrested for Creating

Ransomware

NHK WORLD News
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]
' Swansea Police, Massachusetts $750

Dickson County Police, Tennessee $572

Tewksbury Police, Massachusetts $500
4 Midlothian Police, Chicago $500
A.I\;elrose Police, Massachusetts $450
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We have FW,
and we have Antl-Virus

C97-736203-00 © 2015 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 13



How Ransomware Works

User Clicks a Link
or Malvertising Ad

Email w/ Malicious
Attachment
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Web
redirect

Web
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Initial Exploit

Using Angler or

other malware kits
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payload and payment
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and installed

Encryption Key
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Malicious
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C2
File RANSOMWARE
drop PAYLOAD

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Most Ransomware Relies on DNS and C2 Callbacks
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Encryption C&C Payment MSG

NAME DNS IP NO C&C TOR PAYMENT
Locky @ @ DNS
SamSam ‘ DNS (TOR)
TeslaCrypt O BINS
CryptoWall O BINS
TorrentLocker ‘ DNS
PadCrypt O DNS (TOR)
CTB-Locker O O DNS
FAKBEN O DNS (TOR)
PayCrypt ‘ DNS
KeyRanger ‘ ‘ BN






Predictive
100B| 85M | 12K | 160+

requests daily active enterprise countries
per day users customers worldwide




CRYPTOLOCKER

The Riple Efect” by OpenDNS Research



https://youtu.be/acwD_OA3QZ4

Basic defense: Prevent, Detect and Contain Ransomware with
Cisco Email Security, Umbrella, and AMP for Endpoint

Encryption Key

p \ Web . \ Infrastructure
LA a redirect LLL X
C2
COMPROMISED EXPLOIT C2
SITES AND @ KIT CO?mf”? & Asymmetric
MALVERTISING DOMAINS ontrot Key Exchange
Communication

\ J Web Angler Malicious
link Infrastructure
@ Nuclear

LIII

PHISHING _ File RANSOMWARE
SPAM Neutrino drop PAYLOAD
.
mmallatachment @ W
Blocked by Cisco Blocked by Blocked by Cisco
Cloud Email Security Cisco Umbrella AMP for Endpoints

with AMP Threat Grid (Cloud DNS Security) (Host Anti-Malware)
Detection with Threat Grid
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14 Day Free Tnial of Cisco Umbrella

All figlds are raalired

Get started in 30 seconds

Na credit card or phone call required FIrst nam

e

WHAT IS INCLUDED?

Lasiname

« Threat praotection like rno other — block malware, C2
callbacks, and phishing,

Campany Ermai

v Pradictive intelligence — automates threat protection
by uncovering attacks before they launch.

v Worldwide coverage In minutes — no hardware 10 Campany Fnong
install or software o rmaintain,

v Weskly security report — get a personalizad
summary of malicious requests & more, directly 1o
your lsbax.

Campany Mame

Salect your countny

Ars yan an MSE T sanvicss provigsr of resa ey NO

CREATE MY TRIAL

By elicking * Creatz mytial® you agres 1o the Umibiralls

Ferms of Ssndics ghd Privicy Fallcy and vl undsrnstand tesit

yoeur personal information may e transferted lor processing
- ousEids vour country 0f rasidence. where standards of daia




Continuous Analysis and Retrospective Security ?
Only AMP for Endpoints Continuously Monitors, Records, and Mritor

Analyzes All File Activity, Regardless of DISpOSItIOn

@Recording

Detect

RA
KN
|dentify a

Track it's rate of
point of origin

See what it is
doing

See where it's been

Track it’s rate of
progression and how
it spread and remediate

Surgically target


https://www.youtube.com/watch?v=9UCY4HSL9Bc&t

LGEEE Policies Devices Objects  FireAMP

Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Users v Vul
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034...588¢1374 2 First
File Name WindowsMedialnstaller.exe Last !
File Type MSEXE Even
File Category Executables Seen
Current Disposition > Malware & Seen
Threat Score eeo High &£B
Trajectory

Dec 06,

2015

10:57 17:40 18:06 18:10 1B:14 18:17
10.4.10.183 &) & &)
10.5.11.8 & &) 2D © @
10.3.4.51 (3 &
10.5.60.66 (3 &




What customers are saying about AMP for Endpoints

(& IVANIKED MALSYAEH: STHITECTIEN ETOMER STRIETIC
k£ we displaced Symartec Endpoint Protection 84% of surveyed customers reduced
and within 10 days, we detscted over 500 new 84-%

threat detection time by 6 hours or

vulnerabilities in our environment, increasad our ) _ .
N mare with AMP for Endpoints.

threat detection by 200% and reduced our
incident responss time by 10 days. Overall,
AMP for Endpoints has been ane product that L oo L4 A A T o RN W stfter]ns
has increased our securlty visibllity the most in B . cisco
the past 18 months.

3 Tacyalisieny

— Chiaf Information Security Officer, Medium Emtarprise
Computer Seftware Campany

Tt |farmstion Sty Dfficas Wbl S0 Ve =
St Tieiut sl Y il L B Vo ailtenlte
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Cisco

Tesialelistate
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Visit https://www.techvalidate.com/collections/amp-for-endpoints-survey-results for more
guotations and metrics

Inir
CISCO



https://www.techvalidate.com/collections/amp-for-endpoints-survey-results

Ransomware 2.0

Targeted Ransomware (APT)
Crytoworm

Source : Cisco MCR and Goggle research report



Hollywood Presbyterian Medical Center
Methodist Hospital in Henderson, Kentucky
Chino Valley Medical Center in Chino, Ontario, California
Desert Valley Hospital in Victorville, Ontario, California
| Ottawa Hospital, Canada
Iy MedStar managed hospitals in Baltimore, Washington, Maryland
, King’s Daughter’s Health, Indiana
g . Alvardo Hospital Medical Center, San Diego
iy 8 \ChInO Valley Medical Center, California
Desert VaIIey Hospltal California

—_J==T __ NSl = 'S — gl W | YRS Y ! E T |

LA HoIIywood Presbyterlan Medlcal Center, $17000

E | EMERGENCY
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Sunnydale
: '—T— & Bayshore ,

San Francisco MUNI Railway; 900 computer encrypted, demand for $73,000
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NAYAN/AA

COMMUNICATION
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NAYANA

COMMUNICATION

Due to heavy traffic on the main site, we run temporary sites.
Notice of Ransomware server recovery process,
We are responding to inquiries, including site restoration.

We apologize for the inconveniance.

Temporary site shortcut)

S1 million US

Existing site shortcut)
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300,000 victims in 150 countries




NotPetya / Petrwrap / Nyetya
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Fedex and TNT: $S300 million Merck: $310 million



Why so powerful?

WannaCry = Ransomware + Exploit + Worm



WannaCry

In Sandbox? (Anti-Sandbox technique)
Check domain (Kill Switch)




WannaCry Defense

< In Sandbox? (Anti-Sandbox technique) >

" 445 TCP
_)SC.';\QIP_.fubnet

==

445 TCP
_) Scans external IPs

==

NSA

@-. 3 ETERNALBLUE

@- DOUBLEPULSAR

DNS Security
NGFW/IPS/AMP _ _ NGFW/IPS/AMP
Endpoint security



Timeline of "WannaCry' Ransomware Defense
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Best Practices — Things | Can Do!

1. Do you have good disaster recovery (People/Process/Tools)?
Train to implement it on a regular basis.

2. Do you have good offline back ups? Test them regularly.
3. Patch your systems, update your AV ASAP

4. Additional layer of defense such as DNS (Umbrella) and Anti-
malware solution

5. End of life hardware / software?

6. Educate users on emails with links and attachments

cisco CTHSEC-1000

: %719 0
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Ransomware Defense for Dummies

Ransomware

Defense

dummies

WWWw.cisco.com/go/ransomware



Ransomware Defense Prevention Validation

. 4 \

Tested against >20 REAL Ransomware
Attack families to validate the solution il
S -3 "Rl v wWm2 =<

: o il e 20 T -0 gy

Cisco Umb_rella | 009 Q.

» Cloud Email Security w/AMP Sepod 2@. .
- AMP for Endpoints 6 _&G @

« AMP ThreatGrid

_— Ransomware Defense Validated Design Gulde
Cloud and software solution that enables Sy D Tres ontonte J

guick deployment and protection i 302

WWW.CISCO.com/go/safe

ol
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https://mkto.cisco.com/Security-Scholarship.htmi

stfret]ne
CISCO

Expand Your Career

Opportunities

!

* I ~ i FCN 1IN & ol ded =T 3
10 Milllon in Cisco Global Cybersaecurity

schotarships!

In cur dignal era, organizations are retying Incraasingly on
cybarsacunty o profect thamselves, enabie trust, maova fasler,
ady value, and grow. As the volums and sophistication of
cybarattacks rises, organizations are exparancing a significant
shortaga of [T protessionals with oybersacurity skills.

To help ciose this security skills gap, Cisco ia introducing the
Global Cybersecirity Scholarship program, Cisco will ihvest §10
mithian in this program 0 Increase the pool of talent with entical
cybarsacurity proficiency, Cisco also has enhanced its Securty
cartilication porttolio with a new CCNA Cyber Ops cartiiication.

\) B

Thank you vary much for your intarast in the Cisco Giobal

Cybersacunty Scholarship program. We willl recpen

registration for the Cybersacurity Schalarsnip in the iall of

v f st

7. Please flll ot the form below )l you are interesied In

2Te
.‘_(_'1 Wil §

& I .},s ‘,\, "‘\J ‘:,a)n' QI--‘{'(_"h. neewram ’ "‘!5 o .n-o,l I"/\\E‘ ' LM at
JRRIYING § 2 SCHCIRISNIR Progra and we will noliy you
next steps when ragistration opens




Cisco Networking Academy,

a Cisco Corporate Social Responsibility program, is
an IT skills and career building program available to
learning institutions and individuals worldwide.

CCCCC



The Networking Academy Learning Portfolio

Current & Planned
& Aligns to Certification

* Available within 12 months < Introduction to
| ]
m/lnstructor Training required Packet Tracer

Exploratory Foundational Career-Ready

_ ) ) & CCNA R&S: Introduction to Networks, R&S
4 Networking Essentials Essentials, Scaling Networks, Connecting
7 Mobility Fundamentals Networks

& © CCNP R&S: Switch, Route, TShoot
Emerging Tech Workshop: Network
Programmability*

Packet Tracer Hackathons  Prototyping Lab  NetRiders Internships

) . . #  Cybersecurity Essentials & & CCNA Security
- Introduction to Cybersecurity ] .
loT Security* & & CCNA Cyber Ops*
loT Fundamentals:
« Introduction to loT & Connecting Things, Big Data & Analytics
Hackathon Playbook
T R P a— 7 # NDG Linux Essentials © NDG Linux |
X inux Unhatche & IT Essentials # NDG Linux Il
% CLA: Programming Essentials in C & CLP: Advanced Programming in C*
# CPA: Programming Essentials in C++ # CPP: Advanced Programming in C++*

PCA: Programming Essentials in Python*
Emerging Tech Workshop: Collaboration /
Spark API*

- Be Your Own Boss #- Entrepreneurship

6 Digital Literacy & Get Connected

September 2017



Specifically for Self-Paced Courses

N L
7 ﬂ I
L ."
> Q.
« Packet Tracer 101 ﬁ * Entrepreneurship

* Introduction to Cybersecurity

* Introduction to the
Internet of Everything

'l

« Get Connected




To get this slide and more about NetAcad
Program, pls leave your contact by scanning

this QR code: . —
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Garrick Ng - CTO: garmmg@cisco.com

Shania Ting - Security Sales Manager: hoting@cisco.com

Tommy Mak - Security Consultant : tomak@cisco.com
Eric Tsoi - Security Consultant: eritsoi@cisco.com
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