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Agenda

• Ransomware 1.0 
• Cases and impact
• How it works?
• Basic way to defend
• New technology – Predictive security

• Ransomware 2.0
• Wannacry, Neyeta, Bad Rabbit
• Impact
• Advance Ransomware Defense

• Material – Security Report and 
Ebook

• Offer – 14 days trial

• Network Academy 
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Two main types of 
Cyber Attacks
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The Evolution of Ransomware Variants
The confluence of easy and effective encryption, the popularity 
of exploit kits and phishing, and a willingness for victims to pay 
have caused an explosion of ransomware variants.
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Ransomware in 2016: $1 billion
Locky, Cerber, CryptXXX, Cryptowall, …

Source: Cisco MCR and Goggle research report
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RaaS
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RaaS: Karmen



Live Chat with customer services
Padcrypt

CTB-Locker

Jigsaw
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Swansea Police, Massachusetts $750
Dickson County Police, Tennessee $572
Tewksbury Police, Massachusetts $500
Midlothian Police, Chicago $500
Melrose Police, Massachusetts $450

Feb  2016

Melrose Police Dept, MA. $500



Cisco Confidential 16© 2013-2014  Cisco and/or its affiliates. All rights reserved.

We have FW, 
and we have Anti-Virus



Antivirus is dead

estimates traditional 
antivirus detects a 
mere 45 percent of 

all attacks.
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How Ransomware Works
User Clicks a Link 
or Malvertising Ad

Email w/ Malicious 
Attachment

Initial Exploit 
Using Angler or 

other malware kits

Ransomware 
payload 

downloaded 
and installed

Command & 
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Most Ransomware Relies on DNS and C2 Callbacks
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NAME DNS IP NO C&C TOR PAYMENT

Locky DNS

SamSam DNS (TOR)

TeslaCrypt DNS

CryptoWall DNS

TorrentLocker DNS

PadCrypt DNS (TOR)

CTB-Locker DNS

FAKBEN DNS (TOR)

PayCrypt DNS

KeyRanger DNS

Encryption C&C Payment MSG





INTERNET
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BENEFITS

Simple. Deploy in mins!

Alerts Reduced 2-10x

Protects ON & OFF 
network

Threat prevention,      
not just detection



Predictive
100B

requests 
per day

12K
enterprise 
customers

85M
daily active 

users

160+
countries
worldwide



https://youtu.be/TE9qsYBu8MM



https://youtu.be/acwD_OA3QZ4



Basic defense: Prevent, Detect and Contain Ransomware with 
Cisco Email Security, Umbrella, and AMP for Endpoint
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Continuous Analysis and Retrospective Security
Only AMP for Endpoints Continuously Monitors, Records, and Analyzes All 
File Activity, Regardless of Disposition

Recording

Identify a threat’s 
point of origin

Track it’s rate of 
progression and how 

it spread

See what it is doing

See where it's been

Surgically target
and remediate

Monitor 
+ 

Detect



If Something Gets in, Continuous Analysis and Retrospective 
Security Helps You Find Answers to the Most Pressing Security 
Questions

What happened?
Where did the malware come from?

Where has the malware been?

What is it doing?

How do we stop it?

Monitor 
+ 

Detect



Cisco FirePOWER AMP for Networks
Network File Trajectory 

File Trajectory provides 
security teams with 
threat intelligence 
about how ransomware 
likely entered the 
network and where it 
has spread

e.g. if StealthWatch detects 
ransomware on host 
10.0.192.106 at 5:04, 
FirePOWER’s Network File 
Trajectory capability can be 
used to investigate the 
source of the infection



"We received a malware alert. Within a few 
minutes in the AMP for Endpoints console we 
were able to determine the malware was using 
prohibited websites to mask its network traffic. 
AMP provides us the visibility and control on 
our endpoints to provide the IT security needs 
of the university without inhibiting academic 
freedom and research."

Tim McGuffin, Information Security Officer, Sam 
Houston State University

Visit www.cisco.com/go/ampendpoint to 
access all customer testimonials 



What customers are saying about AMP for Endpoints

Visit https://www.techvalidate.com/collections/amp-for-endpoints-survey-results for more 
quotations and metrics



Endpoint Visibility
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Ransomware 2.0
Crytoworm

Source: Cisco MCR and Goggle research report



Hollywood Presbyterian Medical Center
Methodist Hospital in Henderson, Kentucky
Chino Valley Medical Center in Chino, Ontario, California
Desert Valley Hospital in Victorville, Ontario, California
Ottawa Hospital, Canada
MedStar managed hospitals in Baltimore, Washington, Maryland
King’s Daughter’s Health, Indiana
Alvardo Hospital Medical Center, San Diego
Chino Valley Medical Center, California
Desert Valley Hospital, California

LA Hollywood Presbyterian Medical Center, $17000

May 2016



Email, financial aid, voice mail, phone system. $28,000 ransom

Dec 2016



San Francisco MUNI Railway, 900 computer encrypted, demand for $73,000

Nov 2016
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Nov 2016



Large amount ransomware

June 2017



153 Linux servers, 3400 websites encrypted. $1 million US paid



WannaCry

12/5/2017




