Ransomware Update



. Ransomware 1.0

. Cases and impact

- How it works?

. Basic way to defend

- New technology — Predictive security

. Ransomware 2.0

. Wannacry, Neyeta, Bad Rabbit
. Impact
. Advance Ransomware Defense

. Material — Security Report and
Ebook

. Offer — 14 days trial

. Network Academy
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The Evolution of Ransomware Variants

The confluence of easy and effective encryption, the popularity
of exploit kits and phishing, and a willingness for victims to pay
have caused an explosion of ransomware variants.
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. CryptoLocker

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents, etc, Here is a complete list of encrypted files, and you can personaly verify
this.

Encrypbion was produced wsing a unique pubhc key RSA-2048 generated for this
computer. To decrypt files you need to obtain the private key.

The single copy of the privat alow you to decrypt the files, located
wer on the Internet; the 2 will destroy the

. After that, nl;b“u-dy and never will

To obtain the private key for this computer, which will automatically decrypt files, you
need to pay 300 USD [ 300 EUR | similar arnount in another cumency,

Click «MNext» to select tha method of payment and the curency,

Any attempt to remove or damage this software will lead to the immediate
Private key will be destroyed on destruction of the private key by server.
10,/9/2013
4125 PM

Time left

95:56: 35

Next >>

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 6
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Your computer files have been encrypted. Your photos, videos, documents, etc....
But, don't worry! I have not deleted them, vyet.
You have 24 hours to pay 150 USD in Bitcoins to get the decryption key.

Every hour files will be deleted. Increasing in amount every time.
After 72 hours all that are left will be deleted.

If you do not have bitcoins Google the website localbitcoins.
Purchase 150 American Dollars worth of Bitcoins or .4 BTC. The
Send to the Bitcoins address specified.

Within two minutes of receiving your

rry anything funny and the computer has several safety measures to delete your files.
As soon as the payment is received the crypted files will be returned to normal.

Thank you

1l file will be deleted.

Bitcoin here:

| made a payment, now give me back my files!

system will accept either one.

payment your computer will receive the decryption key and return to normal



| made » payrent. pow gree me baci pry Slea” Hice o pago. shome
dewiiireme mes archivos!
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14-Year-0ld Japanese Boy Arrested for Creating
Ransomware

NHK WORLD News
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RaaS: Karmen

Dashboard statistics overview

==
() 2248

©® Updates O Infos

New Design + Bug fix m © Current version m

g Critical bug fxed © Price 1o unlock 1.2683 BTC

a Uon 1IOrgetl updaie you key!

B Fix programm bug

& Release new version m
{14 fob ]

© Contact jabber devbitox@sj.ms
© Contact Telegram

Test new version




Live Chat with customer services

Padcrypt Jigsaw

10:45:00: Connection could not be made to the server!

Chat with us!

You are served by operator

Hello did you just message us

yEes

1. Go to www.LocalBitcoins.com,
Register and purchase Bitcoins. 2.
Copy the Bitcoins address below and
send the coins to that address from
yourlocalbitcoins profile. 3. Click below
that you paid. 4. Our system will
recognize the payment instantly and
unblock all your files

ype your message here ... A

RECIEVE I-"'.-_-."1I
=

mnWwebChat
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We have FW,
and we have Anti-Virus

Cisco Confidential 16




Brian Dye

Sr. VP. of Information Security




How Ransomware Works

User Clicks a Link
or Malvertising Ad

Email w/ Malicious
Attachment
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SITES AND
MALVERTISING

PHISHING

SPAM

Cisco (( l/f/

Web
redirect

Web
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Initial Exploit

Using Angler or
other malware Kits

oxxy
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EXPLOIT
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\|||

Email attachment

C2

Command & Ransomware Key retrieval
Control callback payload and payment
downloaded information
and installed

Encryption Key

Infrastructure
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Malicious

Infrastructure

File RANSOMWARE
drop PAYLOAD

CTHSEC-1000 © 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Most Ransomware Relies on DNS and C2 Callbacks

(000 X )

COMPROMISED
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CTHSEC-1000 © 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 19









Cisco Umbrella MALWARE
/ C2/BOTNETS

PHISHING

-
.

NGFW /711111 ¢

NETFLOW///
PROXY/11111
SANDBOX/// e

ROUTER/UTM Simple. Deploy in mins!
Roaming P L B =000 srveeeieieeeeeieisssereseettsttssesesssssnsatttesesesssssssastttaatesssssssssnnsanasasssssessssnn

Protects ON & OFF
network

Threat prevention,
not just detection




100B

requests
per day

Predictive

85M

daily active
users

12K

enterprise
customers

160+

countri_es
worldwide
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GRYPTOLOCKER
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Basic defense: Prevent, Detect and Contain Ransomware with
Cisco Email Security, Umbrella, and AMP for Endpoint

Encryption Key

p < Web p - Infrastructure
LLL X redirect LALL X
Cc2
COMPROMISED EXPLOIT Command & C2
SITES AND KIT Control Asymmetric
MALVERTISING DOMAINS Key Exchange

Communication

\ y Web Angler Malicious
link Infrastructure
@ Nuclear

PHISHING

SPAM \ Neutrino drop

Email attachment

RANSOMWARE
PAYLOAD

\|||

Blocked by Cisco Blocked by Blocked by Cisco
Cloud Email Security Cisco Umbrella AMP for Endpoints
with AMP Threat Grid (Cloud DNS Security) (Host Anti-Malware)

Detection with Threat Grid
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OpenDNS Home

You're just three steps away from
a safer, faster, smarter and more
reliable Internet — for free!

BENEFITS OF OPENDNS HOME

v Websites will load faster, and with OpenDNS' 100% up-time,
you won't have to worry about unreachable websites and DNS
outages from your ISP.

& With over 50 customizable filtering categories, OpenDNS Web
content filtering keeps parents in control of what websites
children visit at home.

v OpenDNS blocks phishing websites that try to steal your
identity and login information by pretending to be a legitimate
website. Surf the Web with confidence.

& Over 30,000,000 homes, schools, and businesses of all sizes
rely on OpenDNS for a better Internet.

. Looking for threat protection?

oo

oo

a8 ;

oo Learn more about Cisco Umbrella @

Already have an account? Sign in.

Email address

Confirm email address

Select your country

Create password

Confirm password

GET A FREE ACCOUNT

By clicking "Get A Free Account" you agree to the OpenDNS
Terms of Service and Privacy Policy

Just want DNS without creating an account? Go right ahead!

All fields are required.



Continuous Analysis and Retrospective Security q

Only AMP for Endpoints Continuously Monitors, Records, and Analyzes Al Monitor

File Activity, Regardless of Disposition

@Recording

Detect

RA
VA

Identify a threat's
point of origin

See whereit's been

Track it's rate of
progression and how
it spread and remediate

Surgically target



If Something Gets in, Continuous Analysis and Retrospective q
Security Helps You Find Answers to the Most Pressing Security  vonior
Questions petect

What happened?

Where did the malware come from?
Where has the malware been?
What is it doing?

How do we stop it?

aifea],
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Cisco FirePOWER AMP for Networks

Network File Trajectory

First Seen
File SHA-256 Sae340af...1c8f37de 2 Last Seen
1 File Names Alurecn.exe , Babonock.exe , Badtrans.exe , Bagle.exe (+17 more)
File Type MSEXE , Event Count
S€ File category Executables Seen On
th Current Disposition {3 Malware ﬁ,z; Seen On Breakdown
Threat Score None

about now ransomware

2015-04-03 06:47:32 on B§ 10.131.13,56
2015-04-03 19:52:50 on ﬁ] 10.130.10.83
40

28 hosts

15 senders — 21 receivers

likely entered the @ | m
) 1005544 g | o Time 2015-04-03 17:04:54 o
network and where it B PO I Event Type File Sent -
037, o 1 -
has spread B - 1P Address =i 10.0.192.106 k
10.030.10.14 &5 Sent To ﬂm S—
2.58.135.88 é 3
-g' File Name Rimecud.exe o
10.0.192.106 {} uhm,u“n Q H’]ﬂﬂ 1
e.g. if StealthWatch detects Action |
ransomware on host pee . Application Protocol | | HTTP -
100 192. 106, at 504’ i Events Q Transfer @) Block (D Create D Move (B Execute O scan ( Client D m
FirePOWER'’s Network File bispostions O Unnown {habiare O Cloan O Custom € Unavaiabe
Trajectory capability can be ]
. . vents
used to investigate the
\Source Of the InfeCtlon ) 2015-04-03 09:15:42 Transfer 10.0.57.144 10.0.121.117 Pramro.exe Malware Malware Cloud Lookup HTTP Firefox
2015-04-03 09:15:42 Transfer 10.131.10.240 10.0.57.144 Badtrans.exe Malware Malware Cloud Lookup HTTP Firefox

N15-N4-N7 14-4n-23 Transfer Nalkhnat sve

alear]n
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"We received a malware alert. Within a few
minutes in the AMP for Endpoints console we
were able to determine the malware was using
prohibited websites to mask its network traffic.
AMP provides us the visibility and control on
our endpoints to provide the IT security needs
of the university without inhibiting academic
freedom and research."

Tim McGuffin, Information Security Officer, Sam
Houston State University

Visit www.cisco.com/go/ampendpoint to
access all customer testimonials




What customers are saying about AMP for Endpoints

CISCO ADVANCED MALWARE PROTECTION CUSTOMER TESTIMONIAL
CISCO ADVANCED MALWARE PROTECTION CUSTOMER STATISTIC

“ We displaced Symantec Endpoint Protection 84% of surveyed customers reduced
and within 10 days, we detected over 500 new threat detection time by 6 hours or 84%
vulnerabilities in our environment, increased our et with AME for Endpoints.
threat detection by 200% and reduced our
incident response time by 10 days. Overall,
AMP for Endpoin’[s has been one product that Source: TechValidate survey of 470 users of Cisco Advanced Malware ol I 1l I I

Protection @ TechValidate

. . . o . c I sco
has increased our security visibility the most in e p 1 2017 Tt ros
the past 18 months.

— Chief Information Security Officer, Medium Enterprise
Computer Software Company

Source: Chief Information Security Officer, Medium Enterprise ol I 1al l s
Computer Software Company @ TechValidate

CIsco
Published: Apr. 11, 2017 TVID: G2E-8B4-A1A

Visit https://www.techvalidate.com/collections/amp-for-endpoints-survey-results for more
guotations and metrics

arar]n
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Endpoitikipiityooints

Dashboard Analysis - Outbreak Control -
Device Trajectory
For W7-amp10
Jull
21:53 22102 043 044 05

iptray.exe [PE]
runonce.exe [PE]
Jigsaw vl B0a....exe [PE]
{434b9ea2-3....dat [OLE2]
iexplore.exe [PE]
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P Q
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Reports Management -  Accounts - Sear
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recoverystor...dat [OLE2]
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Hollywood Presbyterian Medical Center

Methodist Hospital in Henderson, Kentucky
Chino Valley Medical Center in Chino Ontario California

HOLLYWOOD
MEDICA AL CENT TER

ywood Presm/terlan Medlcal Center $17000

May 2016
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COMMUNICATION
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NAYAN/

COMMUNICATION

Due to heavy traffic on the main site, we run temporary sites.
Notice of Ransomware server recovery process,
We are responding to inquiries, including site restoration.

We apologize for the inconvenience.

Temporary site shortcut)

S1 million US

Existing site shortcut)
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