
Andy Fung

Technology Strategist

Microsoft Hong Kong



Ransomware – Top Families and Attack Vectors

Cerber, 20%

Locky, 16%

Crowti, 12%

Tescrypt, 11%

Teerac, 9%

Reveton, 7%

Critroni, 6%

Troldesh, 2%

Genasom, 2%

Exxroute, 1%

Others, 14%

Ransomware encounters by family in 2016

Office 365 analyze 200B emails per month for spam and malware

NSS labs study shows Edge most secure browser against SEM

Edge blocks SEM 16x faster than Chrome or Firefox



WINDOWS DEFENDER SMARTSCREEN 
BLOCKS MALICIOUS URL’S AND APPS

 Blocks phishing and exploit sites 

 Blocks downloading of malicious apps

 Supported in Microsoft Edge, Internet 

Explorer and Universal Windows Apps

 Constantly updated by the Intelligent 

Security Graph



WINDOWS DEFENDER ANTIVIRUS 
MALWARE PROTECTION

Built into Windows and Always Up-To-Date
No additional deployment & Infrastructure. Continuously up-to-

date, lower costs

Tamper Resistant
Windows Trusted Boot and platform isolation and protect 

Windows Defender from attacks and enable it to self-repair

Behavior and cloud-powered malware detection
Can detect fast changing malware varietals using behavior monitoring 

and cloud-powered protection that expedites signature delivery

Protection that competes to win
Scored 100% detection in Real World Testing against top 

competitors (AVTest Dec 2016) and Scored 100% for Prevalent 

Malware (AV Comparatives Jan 2017).



WINDOWS DEFENDER INSTANT CLOUD PROTECTION 
CLOSING THE TRADITIONAL PROTECTION GAP 

Telemetry Blocks
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Block at 1st Sight

90%
Of the files collected are uniquely 

handcrafted to each instance

Gartner: innovative technology challenging traditional 

EPPs: ‘contain/ hold until found not guilty’

https://demo.wd.microsoft.com/


WINDOWS DEFENDER ANTIVIRUS 
CLOUD-BASED MALWARE PROTECTION









VIRTUALIZATION BASED SECURITY
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Windows Defender Application Guard uses VBS to hardware isolate Microsoft Edge







CONTROLLED FOLDER ACCESS

Stops ransomware by preventing unauthorized access to your important files

https://blogs.technet.microsoft.com/mmpc/2017/10/23/stopping-ransomware-where-it-counts-protecting-your-data-with-controlled-folder-access/

https://msdnshared.blob.core.windows.net/media/2017/10/windows-defender-exploit-guard-controlled-folder-access-1.png
https://msdnshared.blob.core.windows.net/media/2017/10/windows-defender-exploit-guard-controlled-folder-access-2.png
https://msdnshared.blob.core.windows.net/media/2017/10/windows-defender-exploit-guard-controlled-folder-access-3.png


Windows 10

YOUR LAST LINE OF DEFENSE 
WHEN EVERYTHING ELSE FAILS

B A C K U P ,  B A C K U P ,  B A C K U P



CLOUD DRIVE

Protect your files with OneDrive for Business







Are you sure you want to restore your OneDrive?
Restoring your OneDrive to 8/12/2017 3:49:02 PM will revert 2300 changes.

Restore Cancel



CLOUD BACKUP

Backup your files with Azure Backup - Recovery Services vault 



CLOUD OPERATION

Monitor your IT environment with Operation Management Dashboard



One Microsoft Cloud Solutions

Office365 Education

• Multi-user access
• Subject/Project Site
• 1TB + 0.5GB x # 

subscribed users

• Single access
• Files sharing
• 5TB per user

• In-campus Video 
Streaming Service

• 500GB + 0.5GB x # 
subscribed users 

Azure

Trusted Cloud Services from 
Storage, Management to 

Data-driven Insights

Free Paid Services

免費服務
岀沒注意



Case Study – Full Cloud Adoption

Sample School 1 Scope : Full Cloud Adoption

File Server

Phase 1

Cloud Backup for 

Servers

Domain Server

OMS

Site-to-Site VPN

Phase 2

Single Sign On Student Analytics

O365

File Server Domain Server Site-to-Site VPN



Case Study – Partial System

Sample School 2 Scope : Partial System

Web Server

Phase 1

Cloud Backup for 

Servers

Cloud Backup for 

Critical Machine

Phase 2

Student Analytics



OUR JOURNEY TO SAFER PLACE – CLOUD

Handshaking

&

Understanding

1st Week

Proof of Concept

2nd Week

Final Decision

&

Partner 

Engagement

3rd Week

Deployment

&

Migration

4th Week
5th Week

 Fast Delivery in Five Weeks 
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