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Google

edb + school info sec L

Al [ Images E MNews [EMaps [ Videos i More Settings

About 688,000 results (0.42 seconds)

Did you mean: edb + school infosec

Information Security in Schools
hitps:/Awww.edb.gov.hk/en/edu.. secondary/...secondary/it.. /information-security. himl -

Apr a, 2019 - Seminar is jointly organised by the Hong Kong Computer Emergency ... Informatig
Security in Schools - Recommended Practice (Jan 2019).

Information Security in Schools - Recommended Practice (Jan 2019)

hitps:/iwww.edb.gov.hk/...secondary/.. secondary/._/Information-Securityfinformation... «
Jan 10, 2019 - This document is written for schools' reference in protecting their information an

assets when implementing e-leamning. Schools are ...




v ¥
O s eV #5© A

B > FEFHEAEE > /NERFPEFE > /NERPFEFEBEMH > EFBRIE > SR&EH

BREMIRZEFISIE(2019F98 25T hR)

https:/ /www.edb.gov.hk /tc/edu-system /primary-secondary /applicable-to-primary-secondary /it-in-
edu/Information-Security /information-security-in-school.html

7T

AN HEEHBREE » DFERFEHETEFE2EBRAREEEREENRIREE - &£
RESRHNEARINAFNEEE - AXNHR/EARIRARLZRBRIESGCE » LIHEREZ
REUE - AXHFIEERBUEIIIFEFEFEE - BROISZFEMEARIEAREREmR «» &
sy BUREEIIREREE -

SR TR

SN -

RBEsHEE L

e Bt e e

Pt

3 [ | ]

Al Al Al



Gﬂ{:}gle ogcio security guideline i,!.- Q.

Q Al (B News [J Images Maps ¢ Shopping  More Settings  Tools

About 1,670 results (0.32 seconds)

[PDFI|T Security Guidelines (G3) - OGCIO

https:/fwww.ogcio.gov.hk/enfour_work/information_cyber_security/.../doc/G3.pdf
INFORMATION SECURITY. IT Secunty Guidelines. [G3]. Version 5.0.

FPeople also search for i

handling network security incidents secunty rnsk assessment & audit guidelines

security assessment vs secunty audit  1so 27007 incident response plan template

150 27035 incident management pdf

Information and Cyber Security Within the Government - OGCIO

hitps:/Awww.ogcio.gov.hk/en/our_workiinformation_cyber security/government/ «




Office of the Government Chief Information Officer

INFORMATION SECURITY

https: / /www.ogcio.gov.hk /en /our_work
/information_cyber_security /governme

nt/doc/G3.pdf

IT Security Guidelines
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B/Ds shall prevent unauthorised user access and compromise of information
systems, and allow only authorised computer resources to connect to the government
internal network.

11.1  Business Requirements of Access Control

(a) Principle of Least Privilege

B/D shall ensure that the least privilege principle 1s followed when assigning
resources and privileges of information systems to users as well as technical support
staff. This includes restricting a user's access (e.g. to data files, to IT services and
facilities, or to computer equipment) or type of access (e.g. read, write, execute,
delete) to the minimum necessary to perform his or her duties.




(b)

Remote Access / Home Office

Remote access or home office enables users to work remotely at any time. While
improving productivity, this introduces security risks as they are working on non-

Ref. N

(€)

Detection and Recovery

The following can be symptoms of a computer infected with malware: I

e Pi
e S
o U
® Pq
o A
e In
Ifacag
activit
malws

(a)

Patch Management

To avoid attacks through known issues or vulnerabilities, LAN/system
administrators shall apply latest security patches/hot-fixes released by product
vendors to the information systems including the operating systems, database
software, programming libraries and applications running on them, or implement
other compensating security measures. B/Ds should ensure that their LAN/system
administrators are well informed of the latest release of security patches/hotfixes.

A responsive patch management process is critical in maintaining the security of
information systems. With the increase in vulnerabilities discovered and the
corresponding patches released, it 1s essential that LAN/system administrators
should manage the patching process in a systematic and controlled way.




2= EMEILT

. I =Isolation

- N = Notification (Awareness)
- F = Frequent update
- O = Offline & Offsite backup

+ S =Set Privilege (Reset annually)

. E = Enforcement

- » C = Community of Practice \\/ SN
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EXPERIENCE SHARING BASED ON

* SECaa$
* School IT Management
* School ICT / CL Teaching 0
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SECaa$

* “Security as a Service” pilot project

* user training

* security check and audit



SECaa$

* “Security as a Service” pilot project

* user training

* security check and audit
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‘_{SECaaS : Website Security Check -

* Critical

* The unauthorized disclosure of information could be expected to have
a severe or catastrophic adverse effect on organizational operations,
organizational assets, or individuals. Exploit is trivial and/or readily
available. Probability of exploit is high.

* High
* The unauthorized disclosure of information could be expected to have

o . . o N
a severe or catastrophic adverse effect on organizational operations,
organizational assets, or individuals. \

Y N - - J.



-SECaa$ : Website Security Check -

* Medium

* The unauthorized disclosure of information could be expected

to have a serious adverse effect on organizational
operations, organizational assets, or individuals.

° Low

* The unauthorized disclosure of information could be expected
to have a limited adverse effect on organizational 7
operations, organizational assets, or individuals. =/
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~SECaas : Website Security Check -
* CMS for Website

®* Using cookie to store username and password

* especially for CMS admin page

 allows attackers do unlimited brute-force attack
*
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~SECaas : Website Security Check -
* CMS for Website

* some nhon-school-related news
e exists in the website's database

* or even accessible webpages ©
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SECaas : Security Risk Assessment

* IT Security Policy

* Access Control

* Security Incident Management

* Vulnerability Scan 0

e Web Penetration Test
" NS (U “(



SECaas : Security Risk Assessment
* IT Security Policy

* Access Control
* Security Incident Management
* Vulnerability Scan 0

e Web Penetration Test
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USER EDUCATION :
PASSWORD HANDLING

Teaching ICT :
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Ying Wa College
S1 Bridging Programme 2019-20
2019-08-26
pay 1 (Mon) | TA(C107) | 1B(C102) | 1C(C103) | 1D(C104) | 1E (C105) 1F (C106)
0815-0905 ROLL CALL & CLASS TEACHER PERIOD
IT Visual - Visual
1: 0905-0945 | | Religious Music Reading
in Education Arts Affairs Arts
Visual Visual iqi IT
2:0945-1025 | Reading Music Religious | |
Arts Arts Affairs in Education
RECESS

Visual _ IT Re”gious ) Visual

3: 1045-1125 Music : Readin
Arts in Education Affairs ° Arts

Visual i IT Visual

4: 1125-1205 Religious Reading Music | |
Arts Affairs in Education Arts
5. 1205-1300 ASSEMBLY (Discipline)
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2019-08-27

Day 2 (TUE) 1A (C101) 1B (C102) 1C (C103) 1D (C104) 1E (C105) 1F (C106)

0815-0905 ROLL CALL & ASSEMBLY (Guidance)
1: 0905-0945 | Class teacher | Class teacher | Class teacher | Class teacher | Class teacher | Class teacher

Visual IT Visual oy
2:0945-1025 |  Music Reading | | Religious
Arts in Education Arts Affairs
RECESS
Religious IT Visual _ Visual _
3: 1045-1125 . Readin Music
Affairs in Education Arts 9 Arts

4: 1125-1230 Talk on Positive School (Noble Hall)

5. 1230-1300 Briefing on *Swimming Gala
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*IT in education vs computer subject

* Systems managed by IT in education
* Not related to IT in education

* Your first system in YWC : eClass

* Your first system login
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* Where are we ?

*IT in education vs computer subject
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* Your first system in YWC : eClass

* Your first system login



Your first system login
 eClass
— https://eclass.yingwa.edu.hk

* In terms of security,
* Not putting all your eggs in a
single basket
 URL
* Username
« Password (Default)



I elass I e-Class:
HKEdC'ty HKEdcity:
Username Username m
G R G Suite:
« 5201 Qxxxx@ylng m
+ 52019xxxx@cloud * 2019xxxx@clc




4

1253881

21760576

2671875

22318587

3342817

23822122

4919371

24285806

5782141

25725397

- Ny . >
N7 h

\




'@' = | BAREHT New Tab

Incognito @ :

Ctrl+T

New tab
New window Ctrl+N

New incognito window  Ctrl+5hift+N

Downloads Ctrl+J

Bookmarks >
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B eClass Integrated Platform 2.5 X +

\ & > @ eclassyingwa.edu.hk/templates/

S STOP

=
Integrated Platform

CElass™

o

Login ID §20190043

Password ooooooooooo'

Reset Password i Logi
ogin

Copyright © 2019 Broadleaming Education (Asia) Limited. All rights reserved.
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Ctrl+T

New tab
New window Ctrl+N

New incognito window  Ctrl+5hift+N

Downloads Ctrl+J
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Ying Wa College

- = (=4 Student?f:r?iit Card
& 7L y Car

Smart Card No: |GGG
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SECaas : Security Risk Assessment
* IT Security Policy

* Access Control
* Security Incident Management
* Vulnerability Scan 0

e Web Penetration Test
- N (U v



e-Class:

* 52019xxxX

A
x’f’%%%
* YWC-S l

¢ 52019xxXXX

Username

« 52019xxxx@clouc




SECaas : Security Risk Assessment

* Communications Security

* System acquisition, development &

maintenance
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_{ECaaS : Security Risk Assessment

* Communications Security

* Cleartext submission of password

* System acquisition, development &

maintenance

* Password field submitted using GET meihéflj
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~!S/ECclcls Security Risk Assess*, nt
e

* Password field submitted using ¢ \)\)
* Thi | fr Abe ® “. cl
is page contains a \\o\’\ GE i
* This form sub~_ \A S
‘ c s\e
av " N2 cid will appear in the URL

e 0 _.ed to the server
“\\ \\\(Oo.. will not completely safe from others

<cT request will be logged in browser history or log

=

files J
A e @ )
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SECaas : Security Risk Assessment

* The effect is

* Get one, hack many
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Free SME In-depth Website

Security Scan Services
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Association of |.T. Leaders in Education

@)
e NtpS://wwwaltle.org.hk/?p=5983

AITLE Recommend : HKIRC free
Website Scanning Services to AITLE

members (.edu.hk)

BRI NS - Bdit

P9

Lf\?
edu ~’

Free SME In-depth Website
Security Scan Services /

HKIRC has launched a free webscan service for SME _hk users since late Jun and |



Other coming AITLE events —

. gTUDENT TRAINING PACKAGES (IT INNOVATION LAB) SOLUTIONS
SHOW
* https://www.altle.org.hk/?p=5916

* EDMODOCON HONG KONG 2019
* https://www.aitle.org.hk/?p=5849

* “IMPORTANCE OF COMPUTER SCIENCE OUR NEXT GENERATIOND

* https://www.aitle.org.hk/?p=5953 S
s - 4



Other coming AITLE events

* SAMSUNG SOLVE FOR TOMORROW 2019 £ & RPN HHEE
* https://www.aitle.org.hk/?p=5887

°* 1 MILLION HKD SCHOLARSHIP COMPUTER SCIENCE
COMPETITION FOR HIGH SCHOOL STUDENTS
* https://www.alitle.org.hk/?p=5936
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Mr. Albert Wong

IT Manager & Teacher, Ying Wa College (YWC)

Chairman, Association of IT Leaders in Education (AITLE)
Email : 9028 9443 / albertwong@aitle.org.hk
Website: https: / /www.aitle.org.hk




