etting up school-based information and
incident handling procedures as well as
roles and responsibility of stakeholders

KAM WAI MING, KAN KA HEI
Hong Kong Association for Computer Education

EHAENZEZE (HKACE)

.y i




Security VS Convenience

O Convenience




Students sue Miami-Dade school district after —
. . . \
Social Security numbers posted online

BY KYRA CURNEY vy f =
EGURNEYSMIAMIHERALD.COM

JUME 21, 2017 1231 PM, UPDATED JUME 21, 2017 12:348 PAA

The Miaml-Dade School Board has been sued by two students who say thelr Soclal Securlty numbers were

posted on a district website,

Two former Miami-Dade students are suing the School Board after they found their Social
Security numbers and test scores online along with the personal information of hundreds of
other smdents.

The plaintiffs did a basic online search of their names and discovered that the information wa:
posted on the Miami-Dade school district’s website, according to the lawsuit.

"The carelessness with how the district manages students’ private information needs to be gl !
addressed,” lawyer Stephanie Langer said in a statement. The students are asking for both B_- /Fﬁ

monetary damages and an “overhaul” of school district policies on the protection of smdent
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1,446 views | May 22, 2018, 11:00am g

School Hackers Changed
Grades And Tried To Get A Free
Lunch

Lea Mathews Contributor ()

Security
Observing, pondering, and writing about tech. Generally in that order.

School districts around the U.S. are busy wrapping up their academic
years. Some are also wrapping up other business, like eriminal

investigations into breaches of the school's computer systems.
k4
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/IBuildinga Cyber-Secure Culture

e Mindset

«  Given the prevalence of cyber attacks, we need to
stay alert and prepared.

» Leadership

«  Set overall direction, establish priorities, maintain
influence, and mitigate risks

«  School IT Team should model good personal
security habits based on guidelines

« Training and Awareness

«  Awareness training programs build an
understanding of risks and provide specific
steps for mitigating them.
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I Managing and Maintaining

Cyber-security in School

* Policies and Procedures
 |Infrastructure and Technology
« Education and Training

« Standards and Inspection w

-
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- Policies and Procedures

* Include cyber risks in the school risk management process
« Nominate right person responsible for cyber security issues

 Systematic and regular review of cyber security policies, at
least on an annual basis

« Ensure policies and procedures that incorporate cyber
security concerns are in place

 Establish a routine reporting process for cyber risks within

the school
9
* Record cyber security incidents and actions taken (||

s W

« Maintenance, Monitoring, and Analysis of audit lo
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nfrastructure and Technology

« Secure configurations for hardware and software on
mobile devices, laptops, workstations, and servers

« Ensure that appropriate filtering and monitoring is in
place.

* Inventory of Authorized and Unauthorized Devices
- Managing user privileges

- Malware prevention

« Patch system software and application software

- Data Recovery Capability

« Limitation and Control of Network Ports, Proto
and Services
» Data Protection R |
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AxCrypt

File security for you and your team

@ Nomination Form

1/4/2019 13:00

@ Programme Aims and Objectives 13/3/2019 12:10
#| Invoice -Times Publishing HK 25/2/2019 14:32
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“Tools for Encryption

Microsoft Wor

Microsoft Wor
Adobe Acroba

r

=)
[EE)
FEWN)
FEP)
7-Zip
CRC SHA

218 = Adobe PDF(B)
Ei8= Adobe PDF IEEFESR2(D)
= Acrobat TEEZENEE .

o o &

L Edit with Notepad++

Won

Poi... 5

—h

309 KB

254 KB

295 KB
63 KB

1 AxCrypt

td =% Windows Defender B5E...
2 4=
BEEEH).

BETREZG)
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Encrypt

Advanced

Secure Delete

Sign Out
About
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Tools for Encryption

m

&

£| 6768_3001_Ar
£ 6768_3001_Ar
%] 6768_3001_RE
| Additional Me

\
@ HKACE(ICTA_Z

RE 2| |

annn e
{#H Adobe
HE(0)
FIEI(P)
7-Zip

CRC SHA

= Acrobat |

Edit with N¢

Add to Archive

C/\Users'\kwm\Downloads\
6768_3001_Annex4_1909_TXT 7z

Archive

Archive format 7z v

| Compression level Normal v
Compression method LZMA2 v
Dictionary size 16 MB v
Word size 32 v
Solid Block size 2GB w
Number of CPU threads 8 ™ 8
Memory usage for Compressing 1376 MB
Memory usage for Decompressing 18 MB

AxCrypt

E.% Windo;

aF
HEEE(H)

BETHE:

SFERV)
Adobe Driv

SEIN)

BT
ER0O

Spilit to volumes, bytes

Parameters

= T7iFE Q) NDOMant Kesourses

X
Update mode Add and replace files v
Path mode Relative pathnames v
Options
[] create SFX archive
[ ]Compress shared files
[ ] Delete files after compression
% =
Encryption

Enter password

sessssanann

[ ] Show Password
Encryption method
[] Encrypt fie names

AES-256 v

Cancel Help
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&
I Mobile device management

Device Enrollment Program (I0S) /
Zero Touch Enrollment (Android)

 Force the device to enroll with SimpleMDM

 Select which SimpleMDM group devices should
Initially join

 Disable users ability to un-enroll from SimpleMDM
manually

 Place device in supervised mode
« Skip passcode setup, location services, restoring from

backup, signing in to Apple ID and iCloud, Apple Pa‘Ftup

/'/ \\,
y N
g W



- - Education and Training

* Ensure the whole school community is aware of what is
appropriate online behaviour and understand the sanctions

for misuse.

 For teachers :
Implement regular training for all members of staff

* For TSS :
Refresh knowledge and skill at regular intervals to enable

them to keep up-to-date with current research, ’k

legislation and trends
s W




- - Education and Training

 For students :

- Ensure that appropriate cyber security education is
embedded throughout the curriculum; promoting the
responsible use of technology and empowering students to
keep themselves and others safe online

- Actively engage with events to promote positive online
behavior

* For parents :
Ensure that online safety is promoted to parents through a

variety of channels and approaches N
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https://zh.surveymonkey.com/r/GSN32HN
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- ~ Standards and Inspection

 Evaluate the delivery and impact of the settings security

policy and practice

e Review any reported online safety incidents to inform
and improve future areas of teaching, training and

policy development

« Reqgular Vulnerability Assessment and Remediation m
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e
/ Further resources

School e-Security Checklist —
« 20 e-security controls

https.//www.tripwire.com/state-of-security/secur
Ity-data-protection/20-critical-security-controls-
control-1-inventory-of-authorized-and-unautho
rized-devices/

« 10 steps to protect your school’'s network

http://www.nen.gov.uk/advice/10-steps-to-pro
ect-your-school-s-network-a-guide-for-schoo m
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SEEREIERE
The Hong Kong Association
}4 for Computer Education

J—

Whatsapp Groups :

http://tiny.cc/nekqqgz

WEBSITE
https.//www.hkace.org.hk/

FACEBOOK :
https.//www.facebook.com/hkace.org/ m
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» Phishing
* Spam
e Ransomware

e Viruses
« Worms

 DDoS
 Botnets



ecurity Framework

School Case 1: Ransomware
Threat : Ransomware -
Vulnerability : Email Attachment -
Asset : Data Files on share drive -
mpact : Files will be encrypt -
_ikelihood :
Risk : Permanent loss of data -
Control Recommendations :

(1) Regularly Backup on offline drive
(2) Update latest patch of OS

(3) Education (Phishing...)
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ecurity Framework

School Case 2: DDOS Attack
Threat : DDOS Attack -

Vulnerability : Firewall is configured -
Asset : Website Medium

Impact : Website resources will be unavailable.
Medium

Likelihood : Medium

Risk : Medium

Control Recommendations :

(1) Monitor the firewall

(2) update patch of web server.

»
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ecurity Framework

School Case 3: Privacy leakage
Threat : Privacy leakage
Vulnerability : Human Negligence -
Asset : Student / Staff Privacy Information -
Impact : School Reputation / legal Consequence -

Control Recommendations :
(1) Define the privacy information.
(2) The policy of handling privacy information is

necessary. (e.g. password protection, send the docu
nd password in different way.) M

(3) Education / Training _.,-5,‘55“.1




ecurity Framework

School Case 4: Files Deleted
Threat : Accidental Files Delete -
Vulnerability : Users can modify on Public drive -
Asset : Public Drive -
mpact : -

_ikelihood : Medium

Risk : recover in few minutes -

Control Recommendations :

(1) Regular backup with versioning function
(2) Backup policy listed in teacher’'s handbook
(3) Education (Promote the use of cloud drive)
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ecurity Framework

School Case 5: software license lost
Threat : software license lost medium
Vulnerability : Only have a hard copy Document of
License low
Asset : Software (Photoshop, Unity) medium
mpact : Can not be used in license medium
_ikelihood : TSS resign Medium
Risk : Buy a new one.... Medium
Control Recommendations :

(1) Proper Asset register
(2) Centralize the software license document
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ecurity Framework

School Case 6: Password leakage
Threat : Password leakage -

Vulnerability Human Negligence / System
vulnerabilities Medium
Asset : Websams, eclass, Window password medium

mpact : Depend on system low- -
_ikelihood : Medium

Risk : Depend on system low- -
Control Recommendations :

(1) Password policy

(2) Education

g~ :'::
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ecurity Framework

School Case : Conclusion
(1) Identify (¥¥:5)
(2) Protect ({x:&)
(3) Detect ({=H1)
(4) Response ([=]FE)
(5) Recover ({E]5)
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curity Framework
(1) Identity (H¥ask)

« Asset Management EEEH

* Risk Assessment JE\fmEF 5

« Risk Management Strateqgy & fm’EH o
fi%
 Governance J&HH

Business Environment =EHIEE
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curity Framework
(2) Protect (fr:E)

Access Control fFH 2]

Awareness and Training =2 55|48

Data Security %%

Maintenance #fz&

Protective Technology BHEERlT

nfo Protection and Procedures &Ei\riEEdfE

Ei
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curity Framework
(3) Detect ({=H)

« Security Continuous Monitoring

FHEMERE 2R
 Anomalies and Events & &4
« Detection Processes fH R
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%curity Framework

(4) Respond [=]f&

« Response Planning [A]fEzTE]
« Mitigation %gfi#
« Analysis 7387
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curity Framework

(5) Recover ({E]F)
« Recovery Planning (18 F&T5)

« Communications (f5zH)
* Improvements ({A=)
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-Fi Network and Existing
School Network, (Model 1)

-

‘ VLAN
-

Teacher School existing
Wifi Network Network
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VLAN 2

Guest
Wifi Network Wifi Network
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~— WiI-FI Netwo XIS
School Network (Model 2)
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Wifi Network

School existing
Network %
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- I-Fi Network and Existing
'/ School Network (Model 3)
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