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建⽴或分享
會議的建議
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SECURITY SETTINGS AND               

                  RECOMMENDATIONS 

Use a different meeting ID and password in
each meeting.
Share the meeting link privately with
participants (for example by email) to ensure
that the meeting link is private.
Don’t share meeting links on social media
platforms to avoid the links being searched
publicly.

Set meetings 
TO private

Users can set the meeting to "Private"
through two options, including
asking participants to join the
meeting with password, or enabling
the "Waiting Room" function to
control the entry of participants.

Avoid sharing
confidential
information

During the meeting, avoid
sharing or discussing
confidential information or
message.
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Suggestions
for creating
or sharing a
meeting
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異常情況應
登出帳戶
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設定會議密碼
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MAKE SURE that the
latest version is used

Keep ZOOM updated to the latest
version.
Update the operating system
frequently.
Install anti-virus software and keep
its definition files updated.
Only download the software from
the official website or official app
store.

Log-out if you
encounter
abnormal
conditions

If you encounter any abnormal conditions
during the meeting, you should
immediately log out from all ZOOM
accounts and change the account password.

video
Recording of
the meetings

If the host wants to record the
meeting, he/she should firstly
notify all participants and
keep the video clips properly. Identify

participants

Participants should use
identifiable names to make it
easier for the host to identify
participants.

05

07

SECURITY SETTINGS AND               

                  RECOMMENDATIONS 

04

06



08

SECURITY SETTINGS AND                         

      RECOMMENDATIONS

 
SET A RANDOM ZOOM MEETING ID
When you are scheduling a meeting, disable the "Use Personal Meeting
ID" option and it will randomly generate a meeting ID to avoid exposure
of your personal meeting ID.
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SET A MEETING PASSWORD
When you are setting up "Personal Meeting ID", select "Require
Meeting Password", and then specify a strong password. Participants
are required to use this password to join your meeting.
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DISABLE "ALLOW JOIN BEFORE HOST”
This option allows participants to join the meeting before the host
joins. However, if you select this option, the first participant entering
the meeting will automatically become the host of the meeting, who has
complete control of the meeting settings. 
When setting "Personal Meeting ID", disable "Allow Join Before Host”.
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USE WAITING ROOM FUNCTION
When scheduling a meeting, "Enable Waiting Room" function allows
the host to control when a participant joins the meeting.
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REMOVE ZOOM MEETING
PARTICIPANTS
If necessary, you can remove a participant from the meeting. 
Select the participant who needs to be removed from the participant
list, then select "Remove".
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LOCK MEETING
“Lock Meeting” function can prevent anyone new from
joining.  
Enable “Lock Meeting" under the meeting settings.
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C Y B E R S E C U R I T Y C A M P A I G N . C O M . H K

RESTRICT SCREEN SHARING
The meeting can be restricted so that only the host of the meeting
can share their screen. 
Disable "Allow Participants to Share" under the meeting settings.

FOR MORE CYBER SECURITY TIPS, PLEASE VISIT

SECURITY SETTINGS AND                         
      RECOMMENDATIONS

Mobile
version



Reference

1.   Zoom Help Centre <Meetings & Webinars>
      https://support.zoom.us/hc/en-  
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