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1.1. Introduction
to User Accounts

1. Creating and Managing User Accounts

User accounts enable users to log on and gain access to local or domain
resources. This module discusses how to create local and domain user accounts
and set properties for them.

A user account contains a user’s unique credentials and enables a user to log on
to the domain to gain access to network resources or to log on to a specific
computer to access resources on that computer. Each person who regularly
uses the network should have a user account.

The following table describes the types of user accounts that Microsoft Windows

2000 provides.

User account
type

Description

Local user
account

Enables a user to log on to a specific computer to gain access
to resources on that computer. Users can gain access to
resources on another computer if they have a separate account
on the other computer. These user accounts reside in the
Security Accounts Manager (SAM) of the computer.

Domain user
account

Enables a user to log on to the domain to gain access to
network resources. The user can gain access to network
resources from any computer on the network with a single user
account and password. These user accounts reside in the
Active Directory ™ directory service.

Built-in user
account

Enables a user to perform administrative tasks or to gain
temporary access to network resources. There are two built-in
user accounts that cannot be deleted: Administrator and Guest.
The local Administrator and Guest user accounts reside in SAM
and the domain Administrator and Guest user accounts reside
in Active Directory. Built-in user accounts are automatically
created during Windows 2000 installation and the installation of
Active Directory.

1.2.  Naming
Conventions

The naming convention establishes how user accounts are identified in the
domain. A consistent naming convention makes it easier to remember user logon
names and locate them in lists. It is a good practice to adhere to the naming
convention already in use in an existing network that supports a large number of
users.

Consider the following guidelines for naming conventions:

. Domain user accounts must be unique in Active Directory. Domain user
account full names must be unique within the domain in which you create
the user account.

. Local user account names must be unique on the computer on which you
create the local user account.
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1.3. Creating
Local User
Accounts

. User logon names can contain up to 20 uppercase and lowercase

characters (the field accepts more than 20 characters, but Windows 2000
recognizes only 20), except for the following:

“IN[]:5]=,+%2<>

You can use a combination of special and alphanumeric characters to help
uniquely identify user accounts.

. Your naming convention for logon names should accommodate staffs with
duplicate names if you have a large number of users.

Use Computer Management to create a local user account. You can create local
user accounts on Windows 2000 Professional, stand-alone or member servers
running Windows 2000 Server or Windows 2000 Advanced Server. You cannot
create local account on Domain Controller.

E Computer Management !EI I

B2

Tree I . | T [T [
New User H
L21x] r adminiskerir

Q Carmputer ManagemenVPS(Local)

| adion vew || & = | @@ |

Eﬁ@ System Tools User name: I ¢ guest acce:
@ Event Wiewer
-G System Information Bl i I

ﬁ Performance Logs and Al
+ -- Shared Folders Description: I

E[;. Device Manager
(=4 Lacal Users and Groups

423 Users Password: I
[ Groups
IZ—II--@ Storage Canfirm passwand: I

i) Disk Management
n*. Disk Defragmenter ¥ User must change password at next logon
=l Logical Drives

@ Removable Storage
[]--& Services and Applications

™ User cannaot change passwond
™| Password never expies
[ Account i disabled

[Lreate I Cloze | J _,I
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1.4. Creating
and
Configuring
Domain User
Accounts

Creating Local User Accounts
To create a local user account, perform the following steps:

. Click Start, point to Programs, point to Administrative Tools, and then
click Computer Management.

. In Computer Management, expand Local Users and Groups.
. Right-click the Users folder, and then click New User.

The following table describes the user information you provide for a local user
account.

Option Description

User name The user's unique logon name, based on your naming
convention..

Full name The user's complete name. Use this to determine to which

person the local user account belongs

Description A description that you can use to identify the user by job title,
department, or office location. This field is optional.

. In the Password and Confirm Password boxes, type the user’s password.

. Select the appropriate check box or check boxes to set the password
restrictions.

o Click Create to create the user account.

J@ Console  Window  Help

|adon vew || 2 [Am| X FRB 2|0k T &

Tree I Users 22 objects
@ Active Directary Users and Compute |_Name I Type I Description
E@ welkin,com, bk € Adrministrator User Built-in acco
D Builtin ﬂ ASPNET User Account use
D Computers Cert Publishers  Security Graup ... Enterprise c
¥ Group p
{£3] Domain Contrallers €7 DHCP Adminis... Security Group ...  Members wh
{1 ForeignSecurityPrincipals ﬁEDHCP Users Security Group ... Members w
i3 m P SnsAdmins Security Group ... DMS Adminis
Delegate Contral... . .
- nsUpdatePr...  Security Group ... DMS clients
pornain Admins  Security Group ... Designated
Computer ity Group ... All workskat
All Tasks 3 Contack ity Group ... All domain c
) Group ity Group ... All domain g
i L4 : ] }
) Printer ity Group ... All domain u
Mew Windaw from Here ] -
W ity Group ... Designated
Refresh Shared FPolder ity Group ... Members in
Export List... TFuest User Built-in acco
. . SR_WEKSR,., User Built-in acco
MepETEs AM_W2KS,.,  Lser Bilt-in arco
Help bkgt User Key Distribu
[ I ] I | #% A5 and IAS ... Security Group ... Serversintl

Create a new object. ..

iﬂStart”J m F- L,"él |J|@Active Directory Users...
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. Open Active Directory Users and Computers from the Administrative
Tools menu, and then expand the domain in which you want to add the
user account.

. Right-click the folder that will contain the user account, point to New, and
then click User.

New Object - User |

s
g Create in welkincon.hk/Uzers

Firzt narme: IB i Iitialz: I

Lazt name: ICIinton

Full name: IBiII Clinton

Usger logon name:
[bilcintor [ Gawvelkin.com. bl |

Uszer logon name [pre-Windowes 2000);
IWELKIN\ Ibillclinton

< Back I Mext > I Cancel |

Mew Object - User ﬂ
ﬁ Create in:  welkin.com. hk/Users
[
Pazzword: Ixxxxxxxx
Confirm password: Ixxxxxxxx

™ User must change passwaord at nest logon
[™ User cannot change password
[ Password never expires

[™ Account is disabled

< Back I et > I Cancel
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15, Setting | L ' T — 2
Pro perties for 1 | X | E |J | MemberOf |  Digkin |  Erwironment | Sessions
Domain User Users 23 objects Remate control | Terminal Services Praofile
Accounts Mame | Tvpe General I Address  Account | Profile I Telephones I Organization

ﬂ Administrator User

ﬁ ASPNET User |Jzer logon name:

€7 Bill Clinton User . I@welkin.com.hk j

€ Cort Publishers  Security Gr User lagan name [pre-windows 2000];

ﬁ:DHCP Adminis, .. Security Gr IWELKIN'\ Ibillclintnn

fﬁDHCP lsers Security G

ﬁansF\dmins Security Gr [T —— LogOn Ta.. |

ﬁ:DnsUpdatePr. .. Security ar

ﬂzDomain Admins  Security Gr I~ Account iz locked out

ﬁ:Domain Comp... Security Gr .

!ﬁDomain Conkr... Security Gr Ascount options:

ﬂzDomain Guests  Security Gr [ User must change password at next logon ﬂ

ﬁ:Domain Users Security Gr [ User cannat change pazsword

€T Enterprise Ad... Security Gr [~ Password never expires

€ Group Policy ... Security Gr ™ Store passwaord using reversible encrypion =]

Guesk Liser

€ 1USR_W2KSR... User —Account expires

€7 IWAM_WZ2EKS.,, User % Mever

Gikbig: User € Endof. | Thusday . Apil 27, 2006 =

€liRAs and 185 ... Security Gr

ﬁ:Schema Admins  Security Gr

ﬂ TsInternetUser  User ’—I

ﬁ:WINS Users Security Gr oK Cancel | aldatd |

After you create a domain user account, you can configure personal and account
properties, logon options, and dial-up settings, etc.

You can use the properties that you define for a domain user account to search
for users in Active Directory. For example, you can search for a person by a
telephone number, office location, manager's name, or last name. For this
reason, you should provide detailed property definitions for each domain user
account that you create.

16. Logon x
Hours Cc ¢

12: 2+ 4. 6+8:10:12: 2+ 4- 5 - §-10-12
A AR ARy e

Sunday
Monday H I II

Tuezday

" Logon Permitted
{+ Logon Denied

T

Wednesday
Thursday
Friday

S aturday II

tonday from 12 Ak to 1 Ak

Setting logon options for a domain user account allows you to control the hours
during which a user can log on to the domain, in addition to the computers from
which a user can log on to the domain. These are settings you gain access to
from the Account tab.
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2.1.
Introduction to
Windows 2000
Groups

2.2
Implementing
Groupsina
Workgroup

2.3. Built-in
Local Groups

2. Managing Access to Resources by
Using Groups

A group is a collection of user accounts. You use groups to simplify the
management of user and computer access to shared resources. Groups allow
you to grant access permissions to multiple users at one time. After you grant the
access permission to a group, you add members to the group that require the
permissions.

Before you can use groups effectively, you need to understand their basic
purpose and have an overview of how they function in a workgroup or a domain.
Where you create and use groups varies depending upon whether you are using
them in a workgroup or a domain. For example, in a workgroup you can only use
a group on the computer where the group resides. In addition, where a group
resides varies depending upon whether it is used in a workgroup or a domain.

You implement local groups when you implement groups in a workgroup. You
can create local groups only on member servers and on computers running
Windows 2000 Professional and you use them to assign permissions to
resources only on the local computer.

In addition to the groups you create, Windows 2000 provides default groups with
specific rights to perform system tasks on the local computer. You simply add
users to these groups. There is a group strategy to help you efficiently create
and use groups.

Local Groups

The Guidelines for Local Groups:

. Use local groups on computers that do not belong to a domain

. Use local groups to control access to resources and who can perform
system tasks on the local computer

Membership Rules for Local Groups:

. Local groups can only contain local user accounts that are on the local
computer

. Local groups cannot be a member of any other group

Built-in Local Groups:
. Members have rights to perform system tasks

. User accounts can be added

Special Identities (Special Groups):
. Organize users for system use

. Have automatic membership that cannot be modified

WELKIN SYSTEMS LIMITED (Last Updated: 31 Mar 2006)
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2.4. Creating
Local Groups

2.5. Group
Types and
Scopes

The Strategy of using Local Groups in a Workgroup
This method is known as the ALP strategy:

. Place user accounts (A) in a local group (L) on the computer on which the
resources reside or on which you want the users to perform system tasks.

. Grant permissions (P) or grant rights to the local group on the computer on
which the network resource resides or on which the system tasks are to be

performed.
T — |

J Action  Wiew |J a o= | ]
Tree I

B2
IName

@ Administra Group name:
@ Backup Op
Y Guests Description:

g Pawer ﬁe Members:

MNew Group ﬂ B

IProiect B

@ Computer Management (Local)
E‘ﬁ% System Tools

[ZI--@] Event Viewer

[]---@ System Information

E]---ﬁ Performance Logs and Alerts
E

IAII Staffs invalved in Project 52

@ Replica
g Shared Folders Y sers
-3 Device Manager

[=I-##5 Local Users and Groups

EI--@ Starage

| Disk Management
@ Disk Defragmenter
=) Logical Drives
[ZI--@ Removable Storage
[]--& Services and Applications Add..

Remove |

Create I Close |

| |
. In Computer Management, expand Local Users and Groups.
. Right-click the Groups folder, and then click New Group.
. Click Add to add Members

. Click Create to create the local group.

In a domain, Active Directory provides support for different types of groups and
group scopes. Because they are stored in Active Directory, you can use these
groups on any computer in your network. The group type determines the type of
tasks that you manage with the group. The group scope determines whether the
group spans multiple domains or is limited to a single domain.

Each type of domain group has a scope attribute that identifies how the group is
applied on the network.
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Group Types
There are two group types in Active Directory, which are:

Security groups. Use security groups for security-related purposes, such as
granting permissions to gain access to resources. You can also use them to
send e-mail messages to multiple users. Sending an e-mail message to a group
sends the message to all members of the group. Therefore, security groups
share the capabilities of distribution groups.

Distribution groups. Applications use distribution groups as lists for non-
security related functions, such as sending e-mail messages to groups of users.
You cannot grant permissions to distribution groups. Even though security
groups have all of the capabilities of distribution groups, distribution groups are
still required, because some applications can only read distribution groups.

Because distribution groups reside in Active Directory, only applications that are
designed to work with Active Directory can use them. For example, future
versions of Microsoft Exchange Server will be able to use Windows 2000 groups
as distribution lists for e-mail messages.

Group Scopes

The scope of a group determines where you use a group in the domains. The
group scope affects group membership and group nesting. Nesting is adding a
group to another group as a member. Windows 2000 provides three group
scopes:

Global group scope. Use this group scope to organize users who share similar
network access requirements. You can use a global group to grant permissions
to gain access to resources that are located in any domain.

. Global groups have limited membership. Add user accounts and global
groups only from the domain in which you create the global group.

. Global groups can be nested within other groups. This function allows you
to add a global group to another global group in the same domain or to
universal and domain local groups in the same or other domains.

Domain local group scope. Use this scope to grant permissions to domain
resources that are located in the same domain in which you created the domain
local group. The resource does not have to reside on a domain controller.

. Domain local groups have open membership. Add user accounts, universal
groups, and global groups from any domain.

. Domain local groups can contain other domain local groups from their
domain, in addition to global groups and universal groups from any domain.

Universal group scope. Grant permissions to related resources in multiple
domains. Use a universal group to grant access permissions to resources that
are located in any domain.

. Universal groups have open membership. All domain user accounts and
groups can be members.

. Universal groups can be nested within other domain groups. This capability
allows you to add a universal group to domain local or universal groups in
any domain.

WELKIN SYSTEMS LIMITED (Last Updated: 31 Mar 2006)
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2.6. The
Strategy for
Using Groups
in a Single
Domain

2.7. Creating
and Deleting
Domain Groups

When you use groups in a single domain, you use the A G DL P strategy. The A
G DL P strategy is: You put user accounts (A) into global groups (G), put the
global groups into domain local groups (DL), and then grant permissions (P) to
the domain local group.

When setting up the groups, use the following strategy:

. Identify users with common responsibilities and add the user accounts to a
global group. For example, in a sales department, add user accounts for all
sales staffs that use the same resources to a global group called Sales.

. Determine whether you can use a built-in domain local group, or if you
need to create one to provide users with access to domain resources. For
example, if you want users to be able to print to a shared color printer in the
domain, create a domain local group called Color Printer Users.

. Make all global groups that share the same access needs for resources
members of the appropriate domain local group. For example, add the
appropriate global groups, including Sales, to the domain local group Color
Printer Users.

. Grant the required permissions to the domain local group on the domain
controller. You grant permissions at the resource. For example, grant the
necessary permissions to use color printers to the Color Printers Users
domain local group.

The Active Directory Users and Computers tool is the primary tool to create,
delete and manage users and groups. You can create them in the default Users
folder or in any folder that you create.

To avoid accidentally grant permissions to a unused group, be sure to delete it.

Creating a Group

To create a group, open Active Directory Users and Computers. Right-click the
folder in which you want to create a group, point to New, and then click Group.

i8lx
i Console  Window  Help |;|i|5|
[ oton vew | & = [Bm| xS 2B |2 8 EGTSE
Tree | Users 24 ohiects
[ Active Directory Lisers and Compute | Hame [Type [ Description | <
=9 welkin.com.hk € Administrator  User Built-in account For admini...
(2 Builtin G ASPNET User Account used For running ...
(L3 Computers £ Bill Clinton User
{23 Domain Controllers €5 Cert Publishers  Security Group ... Enterprise certification an. .
(3 ForsignsecurityPrincipals | @BDHCP Adminis... Security Group ... Members who have admini...
HCP Users Security Group ... Members who have view-..,
Ei'f‘?m GtiiEhon ]nsadmins Security Group ... DNS Administraars Group
InsUpdatePr... Security Group ... DNS clients who are permi...
g Computer ity Group ... Designated administrators. ..
All Tasks »  Cantact ity Group ... Al workstations and serve...
- | ity Group ... Al domain contrallers inkh. ..
v ) s Printer ity Group ... Al domain guests
Mew Window from Here User iby Group ... All domain users
Refresh Shared Folder ity Group ... Designated administrators. ..
Export List... Troup Policy ... Securiby Group ... Members in this group can...
uest User Built-in account For guest ...
(FiEEaiilzs SR_W2KSR... User Built-in account For anany...
Help AM_W2ZKS... User Built-in accounk For Inkern. ..
bkgt User Key Distribution Center Se...
ﬂiRAS and IAS ... Security Group ...  Serversin this group can ...
ﬂis:hema Admins  Security Group ... Designaked administrators...
ﬂ TsInternetUser  User This user account is used ... b
4 | _»l @WINS Usets Security Group ... Members who have view-... LI
|Create a new object. . [
#istart||| () & (5 ||[Sactive Directary Users.. ool ma0mm
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New DObject - Group x|

@ Create i welkincom.hk/Users

L

Group hame:
IFinance Staffg

Group name [pre-Windowes 2000];

IFinance Staffs

Group scope————————————— Group tppe

" Domain local & Security
% Global " Distribution
" Universal

Ok, I Cancel

Deleting a Group

When you delete a group, you remove the permissions and rights that are
associated with it. Deleting a group does not delete the user accounts or groups
that are members of the group.

Each group that you create has a unique, non-reusable identifier, called the
security identifier (SID). Windows 2000 uses the SID to identify the group and
the permissions that are granted to it. When you delete a group, Windows 2000
never uses the SID again, even if you create a new group with the same name
as the group that you deleted. Therefore, you cannot restore access to resources
by creating a group with the same name.

To delete a group, open Active Directory Users and Computers. In the console
tree, expand the domain, and then click the folder that contains the group that
you want to delete. In the details pane, right-click the group that you want to
delete, and then click Delete.
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28. Adding IE
Members to General Members | Member Dfl Ma[gaged B_I,JI
: 5
Domain Groups ey
M ame | Active Directory Folder
Add... | Hemove |
Ok, I Cancel | Apply |

After you create a group, you can add members to that group. User accounts,
Groups and Computer accounts can become members of a group. Use Active
Directory Users and Computers to add members to a group.

To add members to a group, perform the following steps:

In the Properties dialog box for the appropriate group, click the Members
tab, and then click Add.

In the Look in list, select a domain from which to display user accounts
and groups. You can also select Entire Directory to view user accounts
and groups from anywhere in Active Directory. When adding members,
you can sort members by the name or the folder in which they reside. In the
Select Users, Contacts, Computers, or Groups dialog box, click the
appropriate column.

In the Name column, select the user account or group that you want to add,
and then click Add. You can also type the name of the user account or
group that you want to add. Repeat this step to add additional user
accounts or groups.

Click OK to add the members to the group, and then click OK again. You
can also add a user account or group to another group by using the
Member Of tab in the Properties dialog box for that user account or group.
Use this method to add the same user or group to multiple groups quickly.
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3. Managing Data by Using NTFS

With Windows 2000 NTFS, you can grant permissions to folders and files in
order to control the level of access that users have to resources. NTFS also
allows users to compress data to save disk space. It has a disk quotas feature to
allows administrator manage how much space users can allocate in the disk. In
addition, NTFS allows you to encrypt file data on the physical hard disk using the
Encrypting File System (EFS). It is important that you understand NTFS and its
capabilities so that you can efficiently implement this feature of Windows 2000.

3.1. NTFS You use NTFS permissions to specify which users, groups, and computers can
Permissions access files and folders. NTFS permissions also dictate what users, groups, and
computers can do with the contents of the file or folder.

NTFS Folder Permissions

You grant folder permissions to control access to folders and the files and
subfolders that are contained within those folders. The following table lists the
standard NTFS folder permissions that you can grant and the type of access that
each permission provides.

NTFS folder Allows the user to

permission

Read View files and subfolders in the folder and view folder
attributes, ownership, and permissions.

Write Create new files and subfolders within the folder,
change folder attributes, and view folder ownership and
permissions.

List Folder Contents View the names of files and subfolders in the
folder.

Read & Execute Traverse folders, plus perform actions permitted by the
Read permission and the List Folder Contents
permission

Modify Delete the folder and perform actions permitted by the

Write permission and the Read & Execute permission.

Full Control Change permissions, take ownership, delete subfolders
and files, and perform actions permitted by all other
NTFS folder permissions.
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3.2. How
Windows 2000
Applies NTFS
Permissions

3.3.  Multiple
NTES
Permissions

NFTS File Permissions

You grant file permissions to control access to files. The following table lists the
standard NTFS file permissions that you can grant and the type of access that
each permission provides to users.

NTFS file Allows the user to

permission

Read Read the file, and view file attributes, ownership, and
permissions.

Write Overwrite the file, change file attributes, and view file

ownership and permissions.

Read & Execute Run applications and perform the actions permitted by

the Read permission.

Modify Modify and delete the file and perform the actions
permitted by the Write permission and the Read &
Execute permission.

Full Control Change permissions, take ownership, and perform the

actions permitted by all other NTFS file permissions.

When you format a partition with NTFS, Windows 2000 automatically grants the
Full Control permission for the root folder to the Everyone group. By default, the
Everyone group will have Full Control to all folders and files that are created in
the root folder. To restrict access to authorized users, you should change the
default permissions for folders and files that you create.

By default, when you configure permission for a folder, the users or groups have
access to the subfolders and files contained in the folder. It is important that you
understand how subfolders and files inherit NTFS permissions from parent
folders so that you can use inheritance to propagate permissions to files and
folders.

If you grant permissions to an individual user account or to a group of which the
user is a member for a file or folder, then the user has multiple permissions for
the same resource. There are rules and priorities that are associated with how
NTFS combines multiple permissions. In addition, you can also affect
permissions when you copy or move files and folders. It is recommended that
you assign permissions to a resource by using A G DL P. In other words, assign
permissions to a resource by using domain local groups instead of individual
user accounts.

If you grant NTFS permissions to an individual user account in addition to a
group to which the user belongs, then you have granted multiple permissions to
the user. There are rules for how NTFS combines these multiple permissions to
produce the user’s effective permission.

Permissions Are Cumulative

A user’s effective permissions for a resource are the combination of the NTFS
permissions that you grant to the individual user account and the NTFS
permissions that you grant to the groups to which the user belongs. For example,
if a user has the Read permission for a folder and is a member of a group with
the Write permission for the same folder, then the user has both the Read and
Write permissions for that folder.
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File Permissions Are Separate From Folder Permissions

NTFS file permissions take priority over NTFS folder permissions. For example,
a user with the Modify permission for a file will be able to make changes to the
file even if he or she has only the Read permission for the folder containing the
file.

Deny Overrides Other Permissions

You can deny access to a specific file or folder by granting the Deny permission
to the user account or group. Even if a user has permission to access the file or
folder as a member of a group, denying permission to the user blocks any other
permission that the user has. Therefore, the Deny permission is an exception to
the cumulative rule. You should avoid denying permission because it is easier to
allow access to users and groups than to specifically deny access. It is
preferable to structure groups and organize resources in folders so that allowing
permissions is sufficient.

With Windows 2000, there is no difference between a user not having access,
and specifically denying a user access by adding a deny entry to the ACL for the
file or folder. This means that as an administrator, you have an alternative to
denying access. Instead, you can simply choose to not allow a user access to a

file or folder.
3.4. Granting 202]
L = Er
NTES General | Web Shaiing | Sheing Securiy | X o]
s = 20
E
Permissions €l veyre Femove | | Lookin =
Mame | |rn Folder I;I
ﬂ Wb W 2K SRV welkincom. hk/Users
€ ASPNET welkin. am hkUsers
%krblgt welkin.com. hk/Users
Permissions: Allow  Deny € Bill Clinton [billcinton@welkin,com.hk] welkin.com. hk/U sers |
Domain Computers welkin.com.hk/Users [\)
Full Canlrol o 5 Domain Contollers welkin com hk/lssrs &
iy u] €7 Cert Publishiers welkin.com hk/Users a|
Fiead & Execute O
List Folder Contents [m] Add Check Names |
Fiead a
Wiite a << Type names separated by semicalans ar chaose from list >>
Advanced...
~ Allow inheritable: permissions from parent to propagate to this
object
0K | Cancel Apply

4

You grant NTFS permissions in the Properties dialog box for the folder. When
you grant or modify NTFS permissions for a file or a folder, you can either add or
remove users, groups, or computers for the file or folder. By selecting a user or
group, you can modify the permissions for the user or group.
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On the Security tab of the Properties dialog box for the file or folder, configure
the options described in the following table.

Option Description

Name Selects the user account or group for which you want to
change permissions or that you want to remove from the list.

Permissions | Allows a permission when you select the Allow check box.
Denies a permission when you select the Deny check box.

Add Opens the Select User, Groups, or Computers dialog box,
which you use to select user accounts and groups to add to the
Name list.

Remove Removes the selected user account or group and the

associated permissions for the file or folder.

3.5.  Setting oo
Perm ission Generall Web Sharing I Sharing  Security | i3 5
Inheritance Nae | aa

!ﬁ Ewerpone | Modified |

‘f'ou are preventing any inheritable pemizsions from propagating to this

@ ohiect. “What do you want to da?

- To copy previously inkherited permissions ta this object, click Copy
- Ta Remove the inherited permizsions and keep only the permizsions

Permissions: Allow  Deny explicitly specified on this object, click Remove
- To abort this operation, click Cancel.
Full Contral O
todify O
Fead & Execute O
List Folder Contents O Copy I Remove Cancel
Read O
Wwhite O File 1/26/2006 £:12 PM
Fettings  1j29(2006 1:36 AM
Advanced... | 1/28/2006 6:12 PM
. . . . 1/28/2006 £:12 PM
- giljliv::tlnhemahle permizzions from parent to propagate to this 1j26/2006 6:12 PM
! akion 1/26/2006 6:33 PM
oK | Beee | ol | 1/28{2006 £:33 PM

3[26(2006 3:16 PM

In general, you should allow Windows 2000 to propagate permissions from a
parent folder to subfolders and files contained in the parent folder. Permissions
propagation simplifies the assignment of permissions for resources.

However, there are times when you may want to prevent permission inheritance.
For example, you may need to keep all sales department files in one sales folder
for which everyone in the sales department has the Write permission. However,
you need to limit permissions for a few files in the folder to the Read permission
only. To do this, you would prevent inheritance so that the Write permission does
not propagate to the files contained in the folder.

By default, subfolders and files inherit permissions that you grant for their parent
folders, as shown on the Security tab in the Properties dialog box when the
Allow inheritable permissions from parent to propagate to this object check
box is selected.
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To prevent a subfolder or file from inheriting permissions from a parent folder,
clear the Allow inheritable permissions from parent to propagate to this
object check box, and then select one of the two options described in the
following table.

Option

Description

Copy

Copies previously inherited permissions from the parent folder to
the subfolder or file and denies subsequent permissions
inheritance from the parent folder.

Remove

Removes the inherited permission that is granted for the parent
folder from the subfolder or file and retains only the permissions
that you explicitly grant for the subfolder or file.
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4.1. Sharing a
Folder

File:

4. Providing Network Access to File
Resources

Edit  Wiew Tools  Help

Favorites

= Back + = - | X @,| @ search ||?|:_L,Folders ®|E|3 0

Address IQ [}

Generall ‘web Sharing  Sharing |Securit_l,.l|

]

folder.

" Do not share this folder

Y'ou cah share thiz folder amaong ather users on your
netwark. To enable zharing for this folder, click Share this

—{% Share this folder

Share name: Ifinrpts

Comment; IAII Finance Reports

& W asimum allowed

e .f-\llowl _Ij Users

To set permizsionz for how users access this
falder over the network, click Permizsions.

Idzer lirnit:

To configure settings for Offline access to
thiz shared folder. click Caching.

Permissions |
Caching |

o ]

Caticel |

Apply |

folder multiple times.

click Sharing.

Folders x Mame | Size
] Desktop [ JDocuments and 5...
@ My Documents &3
=4 My Computer (izsesps  Explore
-9 3% Floppy (A1) Clinetpub  Open
=1 Local Disk (1) Cipragram  Search...
B+ Documents and Settings % Support
i SwsPre
{1 Finance Reports — IJI rd T h
-] i3E8spd | System end Ta
{:I Inetpub = Tmp Cut
-] Program Fies CawmnT Copy
-] Support Tools Tarcldr e 47 KE
{7 SysPrep "larcsetup Create Sharteut 60 KE
{7 System VYolume Informat %‘""UTOEX Delete O KE
{20 Tmp =) boot,ini Rename L KE
" | COMNFIG OKE
e L1 WINT &l Properties
@& Compact Disc (D:) 2] 10,55 O KE
T . e ' al MEME S nrE
Finance Reports Properties 2|

When you share a folder, you give it a shared folder name, provide a comment to
describe the folder and its contents, limit the number of users who have access
to the folder, and grant permissions. You also have the option to share the same

To create a shared folder, right-click the folder in Windows Explorer, and then
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4.2. Shared
Folder
Permissions

4.3.
Combining
NTFS and
Shared Folder
Permissions

Users can be granted or denied permission to shared folders. Shared folder
permissions only apply to users who connect to the share over the network.
They do not restrict access to users who log in locally to the computer where the
files are stored and access the files locally. You can grant shared folder
permissions to user accounts, groups, and computer accounts.

The Permissions

To control how users gain access to a shared folder, you use shared folder
permissions. Shared folder permissions apply to folders that are shared, not to
individual files. The following table describes what each of these permissions
allows a user to do.

Permission Allows the user to

Read Diusplay folder names, file names, file data, and atimibutes; run
application files; and change folders within the shared folder.

Change Create folders; add files to folders: change data in files; append data to
files; change file attributes; delete folders and files; and perform
actions permitted by the Read permission.

Full Control Change file permussions; take ownership of files; and perform all tasks
permitted by the Change and Read pernussion. By default, the
Everyone group has this permission.

The default permissions of a share are that the Everyone group has Full Control.
You should limit users’ access to the share by using groups to assign either
Change or Read permissions. Share permissions should always be used in
conjunction with NTFS permissions.

Note: Permissions are cumulative; Denying override other Permissions

When allowing access to network resources on NTFS partitions, it is
recommended that you use the most secure NTFS permissions to control access
to folders and files combined with the most secure shared folder permissions that
allow network access.

When you share a folder on a partition formatted with NTFS, both the shared
folder permissions and the NTFS permissions combine to secure file resources.
NTFS permissions apply whether the resource is accessed locally or over a
network. When you grant shared folder permissions on an NTFS volume, the
following rules apply:

. NTFS permissions are required on NTFS volumes. By default, the
Everyone groups has the Full Control permission.

. Users must have the appropriate NTFS permissions for each file and
subfolder in a shared folder, in addition to shared folder permissions, in
order to gain access to those resources.

. When you combine NTFS permissions and shared folder permissions, the
resulting permission is the most restrictive permission of the combined
shared folder permissions or the combined NTFS permissions.
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5.1. Overview

5.2.
Administrative
Tasks

5. Monitoring & Administrating Windows
2000

As an administrator, you perform a number of tasks to maintain an efficiently
functioning network. These tasks include maintaining user accounts and printers,
backing up and restoring data, and monitoring network activities.

To assist you in performing routine administrative tasks, Windows 2000 provides
a set of administrative tools that simplifies the tasks by providing a user-friendly
interface.

As a network administrator, you provide users with access to the network, control
the kind of access that each user has to network resources, and perform
maintenance tasks. You create user accounts and assign permissions for users
to access such resources as printers, applications, and data files.

You also manage the hardware and software installed on the computers as well
as performs such tasks as creating printer shares and administering database
and mail servers. Some of these routine tasks, such as backing up data on the
servers, can be scheduled to run on a recurring basis automatically.

In this section, you will learn about the various routine tasks and the procedure
for scheduling a task to run at a preset time.

Routine Administrative Tasks

A network administrator performs administrative tasks in the following areas:
users and groups, printers, security, network events and resources, system
integrity, backup and restoration, server applications, and disks.

Users and Groups

As an administrator, you assign and maintain user names and passwords for
each user account. A user account enables the user to log on to a server to
access network resources or to log on to an individual computer to access
resources on that computer. You also create and maintain groups and define
their membership. Organizing users into groups simplifies assigning permissions.

Printers

Administering printers includes setting up local and network printers and
troubleshooting common printing problems, thereby ensuring that users can
connect to and use printer resources easily.

Security

Maintaining network security involves planning, implementing, and enforcing a
security policy for protecting data and shared network resources, including
folders, files, and printers. By assigning user permissions, you can control
access to resources. You determine who has access to specific resources and
specify the kind of access that each user has.
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Network Events and Resources

Monitoring network functioning is a very important task. Regular monitoring of
the network can help detect a problem and resolve it before it causes the
network to fail. Network monitoring includes evaluating resource usage and
planning and implementing a policy for tracking security breaches.

System Integrity

Maintaining system integrity is critical to the network. The network administrator
must regularly check the computers for the presence of computer viruses. A
virus is a program that runs without your knowledge and may damage data. The
administrator must safeguard the network by installing and updating anti-virus
software regularly. In the event of the network being infected by a virus, the
network administrator must take necessary steps to delete the virus from the
network.

Backup and Restoration

One of the most important recurring tasks is backing up the data in the system.
This task includes planning, scheduling, and performing regular backups to
protect important data. Having a good backup system ensures that you can
quickly locate and restore critical data that has been lost or damaged.

Server Applications

A system may run numerous server applications that require administration. For
this purpose, there are specific tools that you use to administer application-based
services, such as mail servers and database servers.

Disks

A computer's hard drive, or hard disk, is responsible for data storage. It is
important to maintain these disks to ensure optimum performance and minimize
the chances of data loss, while at the same time maintaining the data access
speed. You verify the integrity of hard drives in terms of their reliability and
configure them as part of your routine administrative tasks.

5.3. From managing user accounts and printers to monitoring resources for security

Administrative purposes, the administrative tools provided by Windows 2000 help you perform a

Tools wide range of routine administrative tasks. You can access most of these tools
from Control Panel.

This section discusses the most common tools used in administering a network.
It dose not discuss all of the available tools.

WELKIN SYSTEMS LIMITED (Last Updated: 31 Mar 2006)



Microsoft Windows 2000 Networking - PAGE 21 -

Control Panel

Most of the administrative tools provided by Windows 2000 are available in
Control Panel. Control Panel serves as a repository of tools that you can use to
configure and monitor system settings. For example, using the tools in Control
Panel, you can change the display on your monitor and modify security settings
for a specific user.

To access Control Panel

. From the Start menu, point to Settings, and click Control Panel.

Registry

The registry reflects the changes that you make to the system when you use the
tools in Control Panel. The registry is a database in which Windows 2000 stores
configuration information pertaining to the system hardware and applications
installed on the computer. Windows 2000 continually refers to this information
during its operation.

Caution: Do not make changes to the registry until you gain further knowledge
and experience working with the registry.

System Properties

System Properties is a tool you can use to view and change system properties
on a local computer or on a remote computer.

Note: To change certain system properties on a computer, you must have
administrator privileges on the computer you are administering.

To access the System Properties tool

. From Control Panel, open System.

5.4. System The System Properties tool organizes information in five areas that can be
Properties accessed from the following tabs:
General

The General tab provides such information as the type of operating system
running on the computer, the amount of memory installed, and to whom the
computer is registered.

Network Identification

The Network Identification tab provides information about the name of the
computer and the domain or workgroup to which it belongs. You can click
Properties on the Network Identification tab to join a domain or to change the
name of the computer and the domain or workgroup to which it belongs.
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Hardware

The Hardware tab provides the Add/Remove Hardware wizard for installing,
uninstalling, and managing computer hardware. It also provides Device
Manager, a tool that you use to change the properties of any device, and Driver
Signing, an option that allows you to set security levels for new software
installation. Finally, Hardware Profiles enables you to set up and store different
hardware configurations from which you can choose when starting the computer.

System Properties

Generall Metwork |dentification  Hardware | User Prof\lesl Advancedl

~ Hardware Wizard

The Hardware wizard helps you install, uninstall, repair, |

unplug, eject, and configure your hardware. Driver Signing Options ﬂﬂ
To ensure their integrity, all files on the Windows 2000 C0 are
Hard Wizard... ’
&I digitally signed by Micrasaft and are automatically verified during
Setup,

— Device Manager

: X When you inskall new software, the Following verification settings will
] The Device Manager lists all the hardware devices installed be used,
on your computer. Use the Device Manager to change the
propettiss of any device. —File signature wetification

: - : ; e
e b | e FE Ignore - Install all files, regardless of file signature

+ \Warn - Display a message before instaling an unsigned file

~Hardware Profile:

. . " Black - Prevent installation of unsigned files
Hardware profiles pravide a way for pou to set up and store
different hardware configurations.

Hardware: Profiles |

r—Adminiskrator option

IV apply setting as system default

coml_|
ok | Cancel | el

System Properties 21 x|
Generall Metwork |dentification  Hardware ILlser Plnf\lesl Advancedl
~ Hardware \wizard
e The Hardware wizard helps you install. uninstal, iepair,
* unplug, eject, and configure your hardware,

e
Hardware “Wizard... | J Ackion  Yiew H - = | fE m | @
" WZKSRYOL
 Device Manager Q Computer
] The Device Manager listz all the hardware devices installed = Disk drives
on your computer. Usze the Device Manager to change the B Display adapters
properties of any device. : DYD)CD-ROM drives

52 Floppy disk controllers

= Floppy disk drives

2 IDE ATAJATAPI cantrolers

&8 Keyboards

b Mice and other pointing devices
BB Nebwork adapters

o Ports (COM & LPT)

L | '@5 Sound, video and game controllers
llg!, System devices

Driver Signing... Device Manager... [ |

~ Hardware Profil

Hardware profiles provide a way for pou to set up and store
different hardware configuratiors.

(i) | Cancel | Apply

User Profiles

The User Profiles tab contains information about the different user profiles that
exist on the computer. A profile contains information about a specific user’s
logon settings, such as desktop settings. Profiles are of two types: local and
roaming. A local user profile is automatically created on each computer to which
a user logs on. If the user has a roaming user profile, the same profile can be
used on any other computer to which the user logs on.
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5.5. System
Information

Advanced

The Advanced tab provides three sets of options. Performance options control
how the microprocessor is utilized when running applications, which affects the
computer’s speed. Environment variables assist in locating such information as
the Windows system files. Startup and recovery options tell the computer how
long to delay startup and what to do if an error causes the computer to stop
running unexpectedly.

System Properties 2=
Gensrall Nslwurkldentmcat\unl Hardwarel User Profiles  Advanced I
|

~ Performane Environment Yariables 2]

Performance optiohs contral how applications use memary,
which alfects the speed of your compulter, r—User variables for Administrator

- Variable | Walue
Perfarmancs Options... MP C:\Documents and SettingsiAdministrat. .,

TP :\Documents and Settingstadministrat...
[~ Environment Y ariabl
i Environment variables tell your computer where to find certain
tupes of infarmation.
MNew, ., Edit... I Delete |
Environment Yarisbles %J
[~ Swstem warisbles
~ Startup and Recover
Startup and tions tel ter how to start | vaiatle | vohe E]
artup and recavery options tell your computer how to star
- iZomSpec CAWIMNT|\system3Z2iomd exe
g and what b do if an emor causes pour computer to stop. NUMBER QRSP 1
05 Windows_MT
Startup and Recoven OszlibPath CHWINNT|systemaz|os2idl;
g L Path CHWIMNTSystem3Z; CHINNT,C .. x|
New. .. I Edit... I Delete |
kK | Cancel | Bpply
C —

System Information displays a comprehensive view of the hardware, system
components, and software environment.

To access System Information

. From Control Panel, open Administrative Tools, Computer
Management, System Tools, and then System Information.

Organization of Information
The displayed system information is organized into four top-level categories:

. System Summary
System Summary folder includes information like computer name,
processor hame, and the version of the operating system and amount of
memory installed on the computer.

. Hardware Resources
The Hardware Resources folder includes subfolders that contain
information about hardware settings and memory.

. Components
Components folder includes subfolders that contain information about
display settings, network and modem settings, and printer settings.

. Software Environment
The Software Environment folder includes subfolders that contain
information about currently running tasks, network connections, startup
applications, and the drivers loaded in the system.

When additional applications like Internet Explorer, are installed, the
System Summary includes sections on versions and such application-
specific settings as security settings for Internet Explorer.
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Event Viewer

We can use Event Viewer to gathers information about hardware, software,
system problems, and security events. An event is any important occurrence
that happens in an application or within the operating system itself. Each time an
event occurs, Windows 2000 records its occurrence in a log. Therefore, by using
the event logs in Event Viewer, you can monitor the status of the system.

J Action  Yiew |J¢- -Dl‘l@
Tree I System Log 39 event{s)
Event Yiewer {Local) Type | Date | Tirne: | SOLFCE | Categor Event | User | Computer |
£4] application Lag @Informatiun 3j28i2008 31853PM  Distributed Link Trackin...  MNone 12505 Nfa WZKSRYOL
Security Lag @InFnrmatmn 3f28/2006 JIB07PM NMTPSYC None 85 MiA W2KSRYOL
System Log @Infurmatiun 31282006 31807 PM NMTPSYC Mone 93 A WEZKSRYOL
Directory Service eError[\ 3f28/2006 FIBMOEPM  Wa2Time Mone 62 NiB W2KSRYOL
DMS Server QErrnr &1 3f28/2006 311805 PN NHPSereer Rl 1N51 hifa WZKSRYOL
File Replication Service @irformation 3262006 217 21 X yarsrunt
@Infurmatiun Ff2az006 17 Event I ZRSRYOL
@InFnrmatinn 3f28f2006 17 ZKSRYOL
@ Information  3/28f2006 317 Date 3/26/2006 Source:  w3Ztime + | 2KSRYOL
@Infurmatiun 3fz8/2006 17 Time: 1518 Cateqory: More ZKSRYOL
Warning 3f2E(2006 ERLIN Enmar Event D B2 + | ZKSRYOL
@InFormatan 326/2006 317 e ) ZKSRYOL
@Infurmatiun 262006 17 Computer. W2KSFWDT ZKSRYOL
@InFnrmatinn 3f28f2006 315 ZKSRYOL
@InFormatan 3fzefz006 314 Description: 2KSRYOL
Warning 3/26/2005 iz Thiz Machine iz a PDC of the domain at the root of the forest. Configure to ZKSRVOL
@Informatiun afzaiz006 05 sync from External time source using the net command, ‘net time /setsntp; 2KSRYOL
@ 1nformation  3{26{2006 30p  [(servernames’ 2KSRYOL
@Infurmatiun 2612006 508 ZKSRYOL
@Informatiun afzaiz006 07 ZKSRYOL
@InFnrmatmn 3f28f2006 307 2KSRYOL
@InFormatiDn 2602006 307 Data & Bytes O Words ZKSRYOL
@Infurmatiun Ff2az006 06 oe0: oG o8 &0 & T :I ZRSRYOL
@InFnrmatinn 3f28f2006 303 ZKSRYOL
@InFormatan 326/2006 302 ZKSRYOL
eErrUr 3262006 00 ZRSRYOL
@InFnrmatinn 3f28f2006 2159 ZKSRYOL
@InFormatan 326/2006 2:59 LI ZKSRYOL
@Infurmatiun 262006 259 ZKSRYOL
E3Error 3f28/2006 zi50 i3 | Carcel | boply | SKIRYOL

To access Event Viewer
. From Control Panel, open Administrative Tools, and then Event Viewer.

Types of Events
Event Viewer displays one of four types of events:

. Error
Indicate a fatal problem, such as loss of data or functionality.

. Warning
May indicate a possible future problem.

. Information
Describe the successful operation of an application, driver, or service.

. Auditing
Indicates whether an attempt to access an audited resource was a success
or a failure.

Event Viewer then records the occurrences of these types of events in event logs.
Different types of event logs are created depending on the additional
components installed on the system. Some common event logs are the
application log, the system log, and the security log.

Application Log

The application log contains events logged by applications. For example, a
database application might record a file error in the application log. The
application log records Error, Warning, and Information events.
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System Log

The system log contains events logged by Windows 2000 system components.
For example, the system log records the failure of a system component to load
during startup. The system log records Error, Warning, and Information events.

Security Log

The security log records Auditing events, including valid and invalid logon
attempts, as well as events related to resource use, such as creating, opening,
or deleting files.

5.6. Windows Windows Task Manager provides information about computer performance and
Task Manager the applications and processes running on the computer. Using Windows Task

Manager, you can start applications, end applications or processes, and view a
dynamic display of your computer’s performance.

EJ windows Task Manager 101 x|
File ©Options Wiew Windows  Help
Applicatior[u:s |F‘ru:u:esses I Performance I
| Status |
Running
Running
End Task | Switch To M Task, .

Processes: 33 CPU Usage: 3% |Mem Usage: 133284k | 632652K &
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File Options  View

Help

1=

File Options  Wiew

E] windows Task Manager - |Ellﬂ

Help

Applications | Performance I
a5
Image Name | P crul  cPuTime | Mem Usage [«
System Idle Process o 9% 0:34:28 16K
Syskem g un] 0:00:13 212K
SMSS.EXE 164 un] 0:00:00 420K
CSRS5.EXE 185 00 0:00:03 2,116k
WINLOGOMN, EXE 208 un] 0:00:04 4,604 K
SERVICES.EXE 236 un] 0:00:09 700K
L5455.EXE 248 01 0:00:16 22,220K
swchost.exe 444 un] 0:00:00 4,184 K
spoolsy, exe 476 un] 0:00:00 5,645 K
WINUSEYC, EXE 648 ao 0:00:00 1,984 K
WINSEYE, EXE [==1 un] 0:00:01 2,404K T
dfssve.exe T 00 0:00:00 3,792K
sychost.exe 748 ao 0:00:00 F,292K
LLSSRY.EXE 768 un] 0:00:00 5,344 K
nkfrs. exe G258 un] 0:00:01 1,176 K
TG X e 836 ao 0:00:02 9,348 K
PEQSVE . ENE 868 un] 0:00:00 1,048 K
LOCATOR.EXE G50 un] 0:00:00 1,992 K
mstask, exe g9z 0o 0:00:00 3,472 K LI
End Process |
[Processes: 33 |cPU Usage: 2% [Mem Usage: 136264k [ 632652K

—CPU Usage ——

Applications I Processes

— CPU Usage Hiskory

o

—MEM Usage ——

— Mermory Usage Hiskory

— Phrysical Memory: (k)

Total Zhlala
Available 127020
System Cache 114832
—Kernel Memory (K) —————
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Processes e
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. Applications
Applications tab displays the status of the applications that are running on
your computer.
application.

. Processes
The Processes tab displays information about the processes running on
your computer.
Windows Explorer, or a service, such as Event Log.

To access Windows Task Manager

. Right-click an empty space on the taskbar, and then click Task Manager.

The information displayed by Windows Task Manager is organized into three
tabs: Applications, Processes, and Performance.

From this tab, you can end, switch to, or start an

A process can be an application, such as Microsoft
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. Performance
Performance tab displays a dynamic overview of your computer’s
performance, including the CPU and memory usage.

Performance

Monitoring system performance is an important part of maintaining and
administering your Windows 2000-based installation. Windows Task Manager is
a simple tool you use to monitor the performance of your computer and view
general system information.

A more detailed version of Windows Task Manager is the Performance tool.
This tool provides data that you use to monitor the performance of your computer
or the performance of other computers on the network.

Performance Data
The data provided by the Performance tool is used to:

. Analyze changes in your workload and evaluate its corresponding effect on
system resources.

. Observe changes and trends in workloads and resource usage so that you
can plan for future system upgrades.

. Evaluate changes to system configuration by monitoring the results.

. Diagnose problems and target components or processes for improvement.
To access the Performance tool

From Control Panel, open Administrative Tools, and then Performance.

There are two tools provides by the Performance Console: System Monitor and
Performance Logs and Alerts. These utilities provide detailed data about the
resources used by specific components of the operating system and by other
applications and services running on the system.

=IOl
LB consde wndow b IEEEIEEEE|
“ Action  Wiew  Favorites “ - = | | " | | =@ ‘
Tree | Favortes | LI gI ng Eul@l o] 5 ©= ﬁl

100

onikol
mance Logs and Alerts el

Iz an
0
60
50
40

30

Last | 1000 Average | 9,491 Miimurn | 0,000

Maximum | 86,869  Duration | 1140

1.000
1.000
1.000

o WW2KRSRYDL
Memory |\ W2KSRY0L

System Monitor
With System Monitor, you can:

. Collect performance information on your computer and compare it with the
performance of other computers on a network.
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computers.

Performance Logs and Alerts
The Performance Logs and Alerts utility:

object instances.

system services.

is reached.

(@ Performance

. Present data in a printable graph,
view is the default view and offers the widest variety of optional settings.

J@ Console  Window  Help

i e
J Action  Wisw  Eavoril CPU Alert

Tree I Favorites |

(1 Console Root
2% System Manitar
Performance Logs &

General I Action I Schedule I

Comment:

This alert scan beging immediately after you apply cha IProcessor

20 Counter Logs
i il

LCounters:

. Collect and view performance data being generated on a local computer or
from several remote computers on the network.

. View data collected either currently or previously in a log file.

histogram, or report view. The graph

. Create a Web document from performance views.

. Create reusable monitoring configurations that can be installed on other

. Supports the definition of performance objects, performance counters, and
. Sets sampling intervals for monitoring data about hardware resources and

. Collects information over a period of time and archives data.

. Supports the configuration of alerts that notify you when a certain threshold

" Use local computer counters Add
' Select counters from computer: Close |
[\ 2KSRVOT =l
Explain |
Performance object:
=l

Al counters  Allinstances

& Select counters from list

#ZDPC Time

% Interupt Time
% Privieged Time
% Proceszor Time
% Uzer Time frza
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@ Select instances from list:

Blert when the value iz

j Lirit: I

o b

Sample data even:

Interval: |5 _Ij WUraits: seconds 'l
ak | Cancel | Apply |
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5.7. Microsoft | Most of the tools that a network administrator needs to perform day-to-day tasks
Management are gvailab'le individually. Because all of 't_he tools are not ava?lable in one
Console location, Windows 2000 provides the capability to create a customized tool that

contains all the required utilities. In this manner, the regularly accessed tools are
all available at one location.

Another benefit of creating a customized tool is that an administrator can save
the customized tool for later use and share the tool with other administrators and
users. Also, administrators can create multiple tools of varying levels of
complexity, which is useful for delegating tasks. To create a customized tool,
you use the Microsoft Management Console (MMC). The customized tool that
you create is called an MMC console and the primary tools that you add to it are
called snap-ins. You can also add links to Web pages, folders, taskpad views,
and tasks to an MMC console.

To create a customized console
. In the Run dialog box, type mmc
. On the Console menu, click Add/Remove Snap-in.

An MMC console consists of a window divided into two panes. The left pane is
called the console tree and contains two tabs: Tree and Favorites. The console
tree shows the items that are available in a given console. The right pane is
called the details pane. The details pane shows information about the items in
the console tree. The details pane can also display other types of information,
including Web pages, graphics, charts, and tables.

Each console has its own set of menus and toolbars, separate from those of the
main MMC window, that helps a user perform various tasks.

"fi Console1 - [Console Root] 1Ol x|

Jnﬁn Console  MWindow  Help |J 0= | | - E|ﬂ|

J & New Cerl-h 3 |
Open... Ctrl+0

Tree  Save Chrl+5 |

§§ Save As..

Add/Remove Snap-in... Chrl+M

Optians. .. 3

1 CHWINNT\system32dsa. mec
2 CHWINNTISystem 32 dnsmgmt. msc
3 CAWINNTIsystem32 eventyr msc

Exit
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emove Snap-in
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6. Configuring Printing

6.1. Introduct | Windows 2000 makes it easy for an administrator to set up network printing and
ion to Windows cc_)nfigure the print resources from a cenﬁral location. Yom_J can alsq configure
2000 Printing client computers running Windows 95, Windows 98, or Microsoft Windows NT

version 4.0, to print from the network print devices. Before you set up Windows
2000 printing, you should be aware of the terms used and the recommended
system requirements for setting up a print server with a network accessible print
device. For best results, keep in mind certain guidelines while planning a
network-printing environment.

Windows 2000 Printing Terms

You should be familiar with the terms that are used to identify components and
how these various components work together. The following list defines
Windows 2000 printing terms:

Print device. The hardware device that produces printed documents. Windows
2000 supports the following print devices:

. Local print devices. Print devices that are connected to a physical port on
the print server.

. Network-interface print devices. Print devices that are connected to a print
server through the network instead of a physical port. Network- interface
print devices require their own network adapters and have their own
network address or they are attached to an external network adapter.

. Printer. The software interface between the operating system and the print
device. The printer defines when and where a document will go to reach
the print device (a local port, a port for a network connection, or a file).

. Print server. The computer on which the printers and client drivers are
located. The print server receives and processes documents from client
computers. You set up and share network printers that are associated with
local- and network-interface print devices on the print servers.

. Printer driver. One or more files containing information that Windows 2000
requires to convert print commands into a specific printer language. This
conversion makes it possible for a print device to print a document. A
printer driver is specific to each print device model and the appropriate
printer driver must be present on the print server.

6.2. Adding a When you set up and share a print device for use on the network, you make it
Printer possible for multiple users to use the same print device. You can set up a printer
for a print device that is connected directly to the print server, or you can set up a
printer for a network-interface print device that is connected to the print server
over the network. In larger organizations, most printers point to network-interface
print devices.

When you add a printer in Windows 2000, you must also verify that client
computers are properly set up so that users can print their documents to the
correct print device. The appropriate client drivers need to be installed on the
print server for some of the client computers to be able to download them during
installation.
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Adding and Sharing a Printer for a Local Print Device

When you add a shared printer, you must log on as Administrator on the print
server. You can then add and share a printer by using the Add Printer wizard in
the Printers system folder. The Add Printer wizard guides you through the steps
of adding a printer for a print device that is connected to the print server. The
number of local print devices that you can connect to a print server through
physical ports depends on your hardware configuration.

The following table describes the options that the Add Printer wizard provides for

adding a printer for a local print device.

Option

Description

Local printer

This option designates that you are adding a printer to the
computer at which you are sitting (the print server).

Use the The port on the print server to which you attached the print

following device. You can also add a port. Adding a port allows you to

port print to non-standard hardware ports, such as a network-
interface connection.

Manufacturers | The correct printer driver for the local print device. Enter the

and Printers

manufacturer and the printer model for your print device.

If your print device is not in the list, you must provide a printer
driver from the manufacturer or select a model that uses a
similar driver.

Printer name

A name that identifies the printer to the users. Use a name
that is intuitive and descriptive of the print device. Some
applications may not support more than 31 characters in the
server and printer name combinations.

This name also appears as the result of an Active Directory
™ directory service search.

Default printer

The default printer for all Windows-based applications. Select
this option so that users do not have to set a printer for each
application. The first time that you add a printer to the print
server, this option does not appear because the printer is
automatically selected as the default printer.

Shared as

A share name that users (with the appropriate permission)
can use to make a connection to the printer over the network.
This name appears when users browse for a printer or supply
a path to a printer.

Ensure that the share name is compatible with the naming
conventions for all client computers on the network. By
default, the share name is the printer name truncated to 8.3
characters. If you use a share name that is longer than 8.3
characters, some client computers may not be able to
connect.

Location and
Comment

Information about the print device. Provide information that
helps users determine if the print device fits their needs.

Users can search Active Directory for the information that you
enter here. Because of this search capability, you need to
standardize the type of information that you enter so that
users can compare printers according to the search results.

Do you want
to print a test
page?

Verification that you have installed the printer correctly. Click
Yes to print a test page.
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6.3. Adding
and Sharing a
Printer for a
Network-
Interface Print
Device

To gain access to the Add Printer wizard, click Start, point to Settings, and then
click Printers.

Add Printer Wizard

5elect the Printer Port
Computers communicate with printers thiough ports.

Select the port you want wour printer to use, |f the port iz not listed, vou can create a

LEEspals Add Standard TCP/IP Printer Port Wizard F3:

" Use the fallawing port:

Add Port
Port | Description | Printer For which device do you want to add a port? =
LPTT:  Prinler Part N
LPTZ Frirter Port
IH=apey: Frinter Part Enter the Printer Name or [P address. and a port name for the desired device.
COM1: Senial Port
COM2: Serial Port
e - Printer Name or [P Address: |132-153-1-1394
Mote: Mozt computers uze the LFT1: port to commu
Port Mame: |\F‘_1 92168.1.188

¢ Create a new port

Tupe |5tandard TCF/IP Port

< Bach

< Back I Next > I Cancel

In larger organizations, most print devices are network-interface print devices.
These print devices offer several advantages. They provide greater flexibility in
where you locate your printers. In addition, network connections transfer data
quicker than printer cable connections.

You can add a printer for a network-interface print device by using the Add
Printer wizard. The default network protocol for Windows 2000 is Transmission
Control Protocol/Internet Protocol (TCP/IP), which many network-interface print
devices use. If you use TCP/IP, you must provide additional port information in
the Add Standard TCP/IP Printer Port wizard.

Using the Add Printer Wizard

The following table describes the options on the Select the Printer Port page of
the Add Printer wizard for adding a network-interface print device.

Option Description
Create a new Starts the process of creating a new port for the print
port server to which the network-interface print device is

connected. In this case, the new port points to the network
connection of the print device.

Type Determines the network protocol to use for the connection.
The default protocol for Windows 2000 is TCP/IP.
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6.4.
Configuring a
Network
Printer

After you set up and share a printer for use on the network, user and
organization printing needs may change and require you to configure printer
settings so that your printing resources better fit these needs.

There are three common configuration changes. You can share an additional
printer if your printing load increases. You can create a printer pool so that the
printer automatically distributes print jobs to the first available print device and
users do not have to search for an available printer. And you can set priorities
between printers so that critical documents always print before noncritical
documents.

Sharing an Existing Printer

iEx
File Edit Wiew Favorites Tools  Heln |
e 4 o o — s
Address I Printers General Sharing | Partz I Advancedl Securityl Device Settingsl o

Add Printer  HP LaserJet 5

HF Laserlet 5

Mot shared

% Shared T\S: IHF'LaserJ
&
¥ List in the Directary

Drivers for different versions of Windo

If thiz printer iz shared with users running different versions of
‘windows then you will need ta install additional drivers for it.

Additional Drivers... |

Status: Ready Documents: O
— X | s | |

If the print load increases on the shared printers and your network has an
additional print device, you can share it and reduce the print load on each of the
print devices.

When you share a printer on the print server:

. You must assign the printer a share name, which appears in My Network
Places. Use an intuitive name to help users when they are browsing for a
printer.

. You can choose to publish the printer in Active Directory if you are a
member of an Active Directory network so that users can search for the
printer. Publishing the printer in Active Directory enables users to search
for the printer faster.

. You can add additional printer drivers for client computers running
Windows 95, Windows 98, or Windows NT 4.0, on different hardware
platforms.

To gain access to the Sharing tab, right-click the icon for the printer that you
want to share in the Printers folder, and then click Sharing. After you have
shared the printer, Windows 2000 changes the printer icon to display a hand
underneath, indicating that the printer is shared.
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65, Assigning 5
Printer Generall Sharingl Parts I Advanced  Security | Device Settingsl
Permissions — s

Setting Printer Priorities

Set priorities between printers to prioritize documents that print to the same print
device. To do this, create multiple printers pointing to the same print device.
This allows users to send critical documents to a high-priority printer and
noncritical documents to a lower priority printer. The documents sent to the high-
priority printer will print first.

To set priorities between printers, perform the following tasks:

Point two or more printers to the same print device (the same port). The
port can be either a physical port on the print server or a port that points to
a network-interface print device.

Set a different priority for each printer that is connected to the print device,
and then have different groups of users print to different printers. You can
also have users send high-priority documents to the printer with higher
priority and low-priority documents to the printer with lower priority. Notice
that in the preceding illustration, Userl sends documents to a printer with
the lowest priority of 1, while User2 sends documents to a printer with the
highest priority of 99. In this example, User2’s documents will print before
Userl’s documents.

To set the priority for a printer, perform the following steps:

Open the Properties dialog box for the printer.

On the Advanced tab, change the priority in the Priority spin box, and
then click OK.

ﬁ Eveyone

m Print Operators PAELKIMAPrint Operators)
m Server Operators PWELKINMSS erver Operatars]

ﬁ Administrabors [wELKINWAdministiators]
€7 CREATOR OWNER Remove |

Permizsiong: Allowy Deny
Frint O
Manane Printers O
Manage Documents [@ O

Advanced. . |

0k I Cancel Apply
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There are three levels of printer permissions: Print, Manage Documents, and
Manage Printer.

By default, administrators on a server, and print operators and server operators
on a domain controller have the Manage Printer permission. The Everyone group
has the Print permission, and the owner of a document has the Manage
Documents permission. You can restrict access to a printer by removing
Everyone and assigning the Print permission to a specific Domain Local group.

To add a user or group and assign print permissions, perform the following steps:

. In the Printers folder, right-click the icon for the printer for which you want
to change permissions, and then click Properties.

. On the Security tab, in the Properties dialog box for the printer, click the
Everyone group, and then click Remove.

. Click the Add button. Select the appropriate users and groups, click Add,
and then click OK.

. On the Security tab, verify the permissions you want for the user or group,
and then click OK.
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