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2.2.4 Strengthening Information Literacy (IL)

IL refers to the ability and attitude that would lead to an effective and ethical use of
information. It aims to develop students’ abilities to:

identify the need for information;

locate, evaluate, extract, organise and present information;
create new 1deas;

cope with the dynamic in our information world; and

use information ethically and refrain from immoral practices such as cyber
bullying, infringing intellectual property rights.
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Figure 14

1 period per week/cycle

(about 2.5% of the total curriculum time)
(assumes 100 units of lesson time per year)

Selection of Modules under Computer Literacy and Allocation of Lesson
Time

2 periods per week/cycle
(about 5% of the total curriculum time)
(assumes 200 units of lesson time per year)

Secondary 1

K1*¥* Computer Systems (30 units})

K16 Information Processing and Presentation

(70 units)

K1* Computer Systems (30 units)

K16 Information Processing and Presentation
(170 units)

Secondary 2

K2 Programming Concepts (30 units)

K16 Information Processing and Presentation

(70 units)

K2  Programming Concepts (50 units)

K16 Information Processing and Presentation
(120 units)

E1* Computer Networks (30 units)

Secondary 3

K2: Programming Concepts (60 units)

K16* Information Processing and Presentation
(40 units)

K2  Programming Concepts (130 units)

K16* Information Processing and Presentation
(40 units)

E1* Computer Networks (30 units)




Knowledge context

Information and

Communication
Technology/
Common Topic

Content

Computer and computer operation
» Computer 1s a machine which operates
according to the following sequence:

- “Input — process — output™

Application of information technology (IT)

s [fferent applications of IT in daily life, such
as e-learning, e-commerce, e-banking, e-
government, recreation, and indusirial and
scientific applications

s Use of office automation software to prepare
daily routine tasks and the advantages of
using them

Information processing and information
processing fools

s Search and download useful information
through the Internet by choosing different
search engines for different purposes

+ Skills in searching for specific information as
well as the use of advanced search features to
refine the search results

* The need of safe web browsing and good
practices

» [nformation processing concepts may
include:

- information is data which has been given
specific meaning

- data processing involves the
transformation of data by means of a set
of predefined rules

- computers process data by performing
calculation, searching, sorting, deleting,
mserting, updating, etc.

- the correctness of data 1s essential in data

— _ T Py [ L P Sy n

Technology Education
Key Learning Area
Curriculum Guide

(Primary 1 - Secondary
6) (2017) Page 64



Information processing and information
processing tools
e Search and download useful information
through the Internet by choosing different
search engines for different purposes
e Skills 1n searching for specific information as
well as the use of advanced search features to
refine the search results

e The need of safe web browsing and good <
practices

e Information processing concepts may
include:




ik = [f& FH 11

»S1 Computer Literacy
»Time: 45 min

» (It 1s better to be the first
or the second lesson.)
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< All Inboxes AN

Alert: Phishing message detected
post-delivery for
shellshockers@bluewizard.com

Google Workspace

This Phishing message detected post-
delivery alert is to inform you that Google
automatically reclassified messages as
phishing.

The alert details include:

e Summary: Google detected and
reclassified 3 message(s) from
shellshockers @bluewizard.com as

phishing post-delivery. These messages
were not opened and have been removed
from recipients' inboxes. There was 3
recipient(s).
e Activity date: Thursday, 2 Feb 2023,
05:00:53 (UTC)
e Actor: shellshockers @bluewizard.com
e Total messages: 3
e Received by: 2 Gl @ cckin.edu.hk,
288 @cckin.edu.hk,
-@cckln.edu.hk

e Severity: MEDIUM

= B A ]

Alert: Phishing message detected
post-delivery for
shellshockers@bluewizard.com

The alert details include:

e Summary: Google detected and
reclassified 3 message(s) from
shellshockers @bluewizard.com as

phishing post-delivery. These messages
were not opened and have been removed
from recipients' inboxes. There was 3
recipient(s).
e Activity date: Thursday, 2 Feb 2023,
05:00:53 (UTC)
e Actor: shellshockers @bluewizard.com

e Total messages: 3
e Received by: 2 @l @ cckin.edu.hk,

28 @ cckin.edu.hk,
R @cckin.edu.hk

e Severity: MEDIUM




The alert details include:

e Summary: Google detected and
reclassified 3 message(s) from
shellshockers @bluewizard.com as

phishing post-delivery. These messages
were not opened and have been removed
from recipients' inboxes. There was 3
recipient(s).
e Activity date: Thursday, 2 Feb 2023,
05:00:53 (UTC)
e Actor: shellshockers@bluewizard.com

e Total messages: 3
e Received by: 2 @l @ cckin.edu.hk,
28 @ cckin.edu.hk,

@R @cckin.edu.hk

e Severity: MEDIUM
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< All Inboxes ~N N
Google Workspace Alerts Friday

— Leaked password

Leaked password

Google Workspace

This Leaked password alert is to inform you This Leaked password alert is to inform you

cred;::tji::nﬂi:::iarcet:ichsTe':r:f"t‘llws.eezS;r’jt that Google detected compromised

penfzsv,i;fsfhse’f:ee; ﬁfio::;se%aﬁ?ﬂgon credentials and required a reset of the user’s
TR ST password. Common causes of password theft

The alert details include:

are viruses, user responses to phishing
e User: 1@l @cckln.edu.hk

Please view the alert center for additional emails, or the use of the same password on
details, investigation options, and remediation

recommendations. many dlﬁerent WebSIteS

Go to Alert Center

The alert details include:

O T Cc o <

e User: 1GBR @cckin.edu.hk




This Leaked password alert is to inform you
that Google detected compromised
credentials and required a reset of the user’s
password. Common causes of password theft
are viruses, user responses to phishing
emails, or the use of the same password on

many different websites.

The alert details include:

e User: 1GIR @cckin.edu.hk
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» https://www.security.org/how-secure-is-
my-password/

» https://password.kaspersky.com/



https://www.security.org/how-secure-is-my-password/
https://password.kaspersky.com/

1f1 securityorg

Home Security Smart Home Digital Security About Us What's My Security Score?

sponsored ad

@ KEEPER Your passwords will always Start Free Trial

be secure with Keeper.

How Secure Is My Password?

& The #1 Password Strength Tool. Trusted and used by millions.

Entries are 100% secure and not stored in any way or shared with anyone. Period.

Interested in getting your personalized physical and digital security score? Visit our new tool here.

Q



https://www.security.org/how-secure-is-my-password/

https://password.kaspersky.com/

@ kaspersky S%EN « FAQ

password checker

Check your password

Your password is not safe if it can be brute-forced or
found in a database of leaked passwords.

A e
e R R

We do not collect or store your passwords. Learn more



https://password.kaspersky.com/
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»S1 Computer Literacy
»Time: 45 min

» (It 1s better to be the first
or the second lesson.)
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