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How Do You Perceive Al in Cybersecurity?

Varying Perspectives Impact on Security

Perceptions of Al in cybersecurity differ based on Understanding the influence of Al on cybersecurity
experiences and exposure. is crucial for professionals.



The Emergence of Al Generated Content

Al Generated Text ‘ @ ChatGPT
Al Generated Code ‘ ,g, Github Copilot
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Al Generated Image mmmp ‘/4\ Midjourney

Al Generated Video ‘ CapCut
Al Generated Audio  mmm *
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Al in the Hands of Cybercriminals

Social Engineering

Automate and refine social engineering techniques
through the analysis of vast public data

Impersonation

Create highly realistic deepfake videos or audios for
impersonating individuals

Malicious Code

Assist in developing sophisticated malware, enabling
faster and more effective attacks on vulnerable
systems.




Use Al to Conduct Research

Please give me an overview of common IR frameworks

1. NIST SP 800-61 Revision 2: A guide for detecting, analyzing, and responding to incidents,
emphasizing preparation, detection and analysis, containment, eradication, recovery, and post-
incident activity.

2. SANS Incident Handler's Handbook: Outlines a six-step process for handling incidents:
Preparation, Identification, Containment, Eradication, Recovery, and Lessons Learned.

3. ISO/IEC 27035.: Provides international standards for incident management, including
preparation, detection, reporting, response, mitigation, and learning from incidents.

4. CERT Resilience Management Model (CERT-RMM): A model integrating security, business
continuity, and IT operations to manage and respond to incidents, focusing on operational
resilience.

5. Cyber Kill Chain: Helps understand and prevent cybersecurity intrusions by analyzing the
stages of a cyber attack, aiding in incident response and prevention.




Risks and Considerations

verreliance

xcessive trust in unsupervised LLMs risks generating
lased or incorrect outputs without ethical oversight

rivacy Concerns

| might inadvertently reveal personal or proprietary
information, risking data privacy and intellectual security

Regulatory Compliance

The fast pace of Al development can lead to challenges
in adhering to evolving legal standards and ethical
guidelines




L —

. e
Operation SMASHSCAM 2023 @ b

Case Overview

Target: Fraud syndicate using Al
deepfake technology

Method: Online loan applications and
SIM card registrations

Arrests: 6 individuals (4 males, 2

females)

Age Range: 31 to 50 years old
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The holder of this card has
the right of abode in Hong Kong
Key Achievement BRI RRAR L 1 A
FOR A PERSON OF THE AGE OF 18 OR OVER

Successfully
apprehended the
mastermind of the
syndicate, demonstrating
law enforcement's
capability to combat Al-
enabled fraud.




Case Studies

Al Deepfake Corporate
Fraud 2024

Initial Contact

1 Finance officer received text claiming to be from
multinational company CFO overseas

Video Conference

2 Attended meeting with deepfake CFO and other
manipulated professionals

Fraudulent Transfer

Resulted in loss of around HK$200 million




Case Studies

GenAl + Deepfake Investment Scam

Stage 3: Deepfake Video Calls
Stage 2: Deepfake Face Swapping

Conduct convincing deepfake video
Swapping Al faces with real human interactions with victims for

Al generates highly realistic human faces from internet to create fake investment fraud

images in various scenes and contexts social media profiles

Stage 1: Text-to-Image Generation



Case Studies

SEO Poisoning

1 Fraudulent Websites Mimicking WhatsApp Web

WhatsApp Hijacking

2 Scan the QR code on the fake site, unknowingly giving the
scammer full access of the WhatsApp account.

Fraudulent Transfer

Scammers use Al to clone a person's voice from short audio
clips found during the WhatsApp conservation and
requested for a fraudulent transfer of 145Million
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Hong Kong Legal Framework for Cybercrimes

No specific ordinance for cybercrimes including Al or deepfake. Existing laws apply based on criminal act nature.

Criminal Acts
Hacking

Online Scams & Fraud

Deepfake Intimate Images

Malware & Ransomware

Commonly Used Laws
Access to Computer with Dishonest Intent (s.161, Crimes Ordinance)

Obtaining Property by Deception (s.17, Theft Ordinance)Money
Laundering (s.25, OSCO)

Publication of Intimate Images w/o Consent (s.159AAE, Crimes
Ordinance)

Criminal Damage (s.60, Crimes Ordinance)Blackmail (s.23, Theft
Ordinance)



Technalogy e Trend in Hong Kong
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Top Three in Jan-Jun 2025

Investment Fraud

e-Shopping Fraud Employment Fraud

No. of Cases: 6,819 No. of Cases: 2,660 No. of Cases: 2,273

Losses (HKD): $192,200,000 Losses (HKD): $597,400,000

Losses (HKD): $1,480,700,000

While e-Shopping Fraud recorded the highest number of cases, Investment Fraud led to significantly larger financial losses, indicating its severe

impact despite fewer reported incidents. Employment Fraud also resulted in substantial losses.






Online Shopping Faud

Fake Sellers

e Push for prepayment, avoid in-person
meeting

« Disappear after getting money

. Tip: Don't pay before seeing the
goods. Meet and pay in person.




Online Shopping Faud

Fake Buyers

« Use bounced cheques or fake
deposit slips

 Vanish after receiving product
Tip: "Account Balance” # cleared

f[mds. Only ship after available
balance confirms payment.

(000 <> 0
| HKebanking.com

HK E-banking
Account Overview

HKD Savings

Account Balance HKD 30,000.00

Available Balance H KD 0.00

Account Balance : HKD 30,000.00

Available Balance:

Print advice & continue | Print advice & take card

Continue Take card




Investment Scamwvia Linkedin

| My Assets

Transaction Details
I'm glad to hear that! It's really nice to

connect with a friend from Hong Kong. |

noticed you don’t seem to log in to Sl Send $

LinkedIn often — how about we add each

£ s Total assets(USD)

other on WhatsApp to stay in touch? | ‘ ‘ -200 USDT
. . . F
might be in Hong Kong for a work trip next ETF v
week, and if you're free, we could grab a ! High-quality ETFs for you i
; y oy 9 X 4 to choose and trade Deposit Withdraw |
coffee together = Status Success
500+ connections ' 2
What s your WhétsApp number? I'll add Time 2025-03-3117:37:45
you using my private account
1) =) (@} B
From
L. . ETF Trading Perpetual Futures Trading Record
Is this inconvenient for you?
About
To
! i i Popular Sectors
e e Y e It's perfectly ok. But | will be on trip to P
Shanghai & Guangzhou this week. Please
let me know next time you come to HK.
Activity Please reach me by WhatsApp at i A ‘ i TXID
followers
. Thanks Height

I'm sure | know you.
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Fake profile posing as Phishing messagesto fak:?snye;tqun Mictimtransfers crypto Fake profits shoawn to

expert or executive lure targets p— to scammer’'s wallet entice further investent
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Suspicious Account Alert

HONG KONG MONETARY. AUTHORITY
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Cyber Defenders’ Alliance

(Government Department and Statutory Bodies)

8:28

BuORE @ HAGo

«» -

,:(EDEKZ REHEFIRENR SIERMETHRIT R » MeterfF§ 1 *E;E'WWEE%E

BIE BRI - [R: TR I

v Vaki st
RES7BT s
Heh—fumh Ry | B8 FH b fuhRFER ?&-g
o 154 58! BRI TBAER R
HEBBS7TET

1 » §FEEMeter(F30HRE: {ENF , Meter{FiR12¢) BE #iE
AEFFIRMM@ILNE FEE B #1 SRERD

o B TEEERRRApps FHEEAREN

REHSAT R —RIEES - RIREK
7

HiEE @5 (http: rDefender.hk) B FASR ;ﬁtgleﬂﬁg ’ ]IEI]—FQ!
K831 SLFHERR {

e o ™ SRR BET  TRBEHR
b e ARBHTE - 2ERFHAFER -
EERRE RN EERTAR |

A | B oTEE = P
REBest IS F A0 (2 ) - t
IEEESOR0A | hj

\ 7 EBRERBEANSEHE
MRS BERE e Lk HNBEAY RIFHE RERIA MREN BERN

% sz

B jom
e BERRIEE

caringorganisation

enmgmwus  SE0% ERRRASHS i . wEEm

g/

BMERAPP
1 meter-+

(V202/04) SE5 OMM

Water Bill Envelope

E-banner

EITESNEEM?

ERRERRS!

IP RDDRESS

bl
TELEPHONE NO.

mEmy
EMAIL ADDRESS

Pop-up notification

BANK RACCOUNT

URL

TEHEER
PLATFORM USERNAME




yber Defenders’ Alliance
(Private Corporations)
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Ultra Rare
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