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Reploy
Repl — short for REPL (Read—Eval-Print Loop), the
interactive environment where you write and run code
instantly.
Deploy — publish your work so anyone in the world can
open it in a browser.
Reploy bridges the two: write your HTML, hit save, and
your app is live — no servers, no config, no waiting.

+ Paste LLM-generated HTML and share it in seconds
+ Edit live in the browser with syntax highlighting
+ Every app gets a permanent public link

@ Sign in with School Google Account

« | LaTeX Editor

<!DOCTYPE html>

tml lang="en">

charset="UTF-8"

name="viewport" content="width=device-width, initial-scale=1.8" />
athEditor — Native Word Equations:
src="https://cdn.tailwindcss. co

athJax = {
: { load: ['input/tex', ‘output/chtml'] },

inlineMath: [['$*, '$'1, ['\\(', "\\)'11, I
displayMath: [['$$', "$$'1, ["\\[', "\\]1'1]

svg: { fontCache: ‘global® }

n Reploy

App Shelf

My Apps

Shelf Leaderboard

Approved apps from everyone - like the ones you enjoy to help them climb the leaderboard!

Countdown CTF

m Chemistry

S2 S2 8Cl S3 8l 54 PHY Self-learning

WordLink swarm

nspired by httpsy//linxicon.com/

ETES

@ Preview

Save ﬂ*

Piano Online 3D

Bruh go practice irl bro

Education

STEAMS

English Game ITACT

Teaching

pakour

Stress relieve app

PR gErp 5
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Admin Panel ﬁ.“

Learning Math Relaxation

Productivity

Weather

RPG Chess SPYC Smash

Yoo brooo play Chess with RPG oggle to team mode if you
gamestyple S B & @ wanna test the game yourself

Network Simulator

Credit to Duncan Yu Ching Kan

id="MathJax-script" async src="https://cdn.jsdelivr.net/npm/mathjax@3/es5/tex-mml-chtml.js"><

c="https://cdn.jsdelivr.net/npm/jszip@3.18.1/dist/jszip.min. js ipt>

ia print
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LD

LE

CODE:

FM

SELECT CHARACTER

MR. LO <(PHYSICS)

MR. LEUNG <ICT)

LAM <(CHEM)

NG (GEDG)

TSUI <(CHID

LEE (H.ECO / BIO)

LEE (MATH ./ DISCIPLINE)

CONTROLS:
Hovement

— Atk 4+ 5Skill 1
- Skill 2 + Special
M=z Tsui: 8 Dash
M= Lee!: 8 Pan Block {(timed)

Mr. Leung

ICT Teacher - Assassin

ATTACK (g)?: Arrowm Left
SKILL1L € ¥z Arrow Down
SKILLZ Cu)»: Arrow Right
SPECIAL <(&?: Arrow UpR

IRl
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Stop / unload B0

Finished in 0.5 seconds — 8.

2% o8303%e3%0%2e%08

Original sentence o0 00 & & & 5 & 00080
o080 00 208

. ® . o 00 @ . @
)
o
]
o

| eating much appless o ot o o o 2000
808 & & 09
BN TTTTT N e 000 00 8 & 088
© 08 60 & 080 & S 6 00 0 @
08 000 S00000E0E 086 & & 08 68 @
1 008 00 00 00 868 & © 900 09
000 06 & 000 o0 e 0e o o o0 @
e o0 @ ®e o0 Tl
°8e 008 & 0oe I RIITN
e e & o8 @ ® o088 G008
® T I e 0 00008 809
e o0 000 e o0 0 & o
e o0 80 _ 00 808 & & & @
Correct grammar * *ee - - *
esee & & o o0 80 0000 o
o8 800 & 809 00880 & & & ®
e o0 o @ eI
Suggested correction e ¥ 00 22 v 0 cee "D .Y 2200
0 & 68 6 & 00 00 000 & & 00
lot of appl 0 %0 " o e’ % o o 232 **
LAt otolapRiEs: ® 00000006 6 6 & _ 60 S0000 000006 @
8080 * o0 e o o 8
00 & 00 0606 8000 & ¢ & 80
e ® ®8 6 & 08 08 & 89
08 868 € 0000 000 000880 _ #
e o e e & 800 o
000 68 & 00 86 98 & 08
e0080eS 88 @ e80e & 009
e o0 0068 6 & 00 68 & @

https://reploy.spyc.hk/Ikh1/t5-grammar

reploy.spyc.hk () oo
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09 d

09 Shift_L

00 exclam

Run the Python program below
Click inside the pop-up window and type freely — try ty

Close the window, then open in the

file locates.

. You will see every single key you pressed, with timestan

Y HIBS S

Shatin Pui Ying College

Please type inside this window
(Only inputs within this window will be recorded)

«t Think About This

In this demo, there is a visible window showing the program is running. Would a real

malware show this window?
How could a hacker secretly install a keylogger on your computer?
o e.g, Phishing email, USB Flash Drive as souvenir

What information could be most dangerous if captured by a keylogger?

U How to Stay Safe

Never install software from unknown sources or click suspicious links
Use anti-virus / endpoint protection software to detect keyloggers

Enable Multi-Factor Authentication (MFA) — even if your password is stolen,

attackers still can't log in without your phone
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S1_S3SPYCIT = & S3Information Technolo... © W Learning Cybersecurity with Python

A

1 progress! . . .
preg t? Educational Malware Simulation

Part 3 — Availability Attacks S PR

Availability attacks aim to prevent legitimate users fro Lo et e e

fake pop-up windows.

@ - Status: Pop-ups spawning...

Start Simulation

HAHAHAHAHAI!!!

HAHAHAHAHA!Y
System annoyance in pro

Stop Simulation

HAHAHAHAHA!!! anted windows.

Close System annoyance in progressl!

L AMYEL: / ' : an be used to distract users while

other malwar Clod

] HAHAHAHAHA!T
System annoyance in progressl!

HAHAHAHAHA!Y
System annoyance in progressl! Close
HAHAHAHAHA!T I
i HAHAHAHAHA!!
System annoyance in prog P—

" System annoyance in progressl! indows flood your screen!

Close ry to use another appl T '

4. Click "Stop Simulation" to clear all windows

calculator_mal.py 2.7kis
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GOOQ'E compile py to exe

ER

-y o .
Python files Convert py - Python code E Executable file Python program ' Converti

-+

Python script
——,

& Auto Py to Exe How TD CONVERT Python to Exe é ﬁ ™
100

Script Location j — - R —
s azY ' : Loy to .exe

- JEXE

— . Lm0
- . T Wave ta Cn £ , 3 11 -3 . " —r

] Additionsl Filgs - e oW vert any Python File to [EXE ;"'Id-""‘ to Convert Python Scripts to .Ex... oy o Compile Python Files Into EXE!

. B Analytics Vidhya [ T

R 3 Ways to Gonvert Python Scripts to [Ex... =

[ Settings ) SR R

Current Command

v | %, How to Convert
auto-py-to-exe - PyPl e e '9"9_ to .exe

.-
PY TO EXE .py to .exe l?éf“ [=@

> ER INe)
How to Convert a Python file to [EXE A
:onvert a Python File to EXE Z YouTube q
o D e , PY .EXE

Console Windaw
o

Trif T

imit
"
]

Convert Python Script to .exe File -...

: '! Convert .py to .exe - Nitratine

auto py to exe Pyinstaller executable..
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Q. grcode scanner b

QR COrE [ 5]

Barcode Scanner SCANNER & L _j

GENERATOR
Vo e

THERSIIEES - QR ERENEE & (RESINEER (%] QRScan : QR Code jfifids - (RIBIHGEMAELES o= Quick QR Scanner & Generator
Red Sky Labs lS'Ii' MozStudio = -ﬂ_' AnyThing Tech

4.3 %

Branded QR Code

I OFFUNE  S3CURE

[2-.m] QR Code Scann
& Generator
I m = : I Sean codes « Create Custam QR Code

Oy

e ‘) G B=
‘ &V %
a5 PE L

BY ME-QR: ZHEEAE4SS

QR Code FEERE : BIRTHHES - QR Code FBf2E P

Gulooloo Tech Co., Ltd. QR Me Team
4B L ey 4%
ey OR Code Reader’ i GR Code Reader/QR Scanner App E@ QR Pro - Code Reader & Creator
Phios View B/OF o Masts View .-@
e o3 g ek 10N = e e e el 29K

S QR and BarooEs EA v, e
S 2t ) s T, ot prent

OR Code : Reader Gengrator |’ ‘I aﬁfam:udo Scannw for iPhone
Vit E-E- 3 1 . Widhai mﬁ
& B %W w Wil lEﬂ.I e ek

Quick Start Omnipotent  scanner
scanner

OR eoxte | Bartesde 0=
o~
T =

[,
-
[ s
8 —

UL S
s ALY

Evacorp O arara lFﬁl TeaCapps %r\ 4
\? 4.2 % [ 4.5% BN &2
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Routing under normal operation

LAM
Llser

Hubf
switch

LAN

Gateway

Routing subject to ARP cache poisoning

LAMN
Lser

Hub/
.| switch

LAN

Gateway

Malicious
User

= ARP spoofing

Wiy i

Article Talk

From Wikipedia, the free encyclopedia

In computer networking, ARP spoofing (also ARP cache poisoning or ARP

poison routing) is a technique by which an attacker sends (spoofed) Address

Resolution Protocol (ARP) messages onto a local area network. Generally, the

aim is to associate the attacker's MAC address with the |P address of another

host, such as the default gateway, causing any traffic meant for that IP address

to be sent to the attacker instead.

| frame contains "google" = d
No. Time Source Destination Protocol Length Info
9 1.956327 ' : " 192.168.3.8 TCP 1466 80 - 56560 [ACK] Seq=1 Ack=584 Win=131584 Len=1400 TSval=3128269411 TSecr=1343657080 [TCP PDU reassembled in 18] -
10 1.956332 e N BT e 192.168.3.8 HTTP 784 HTTP/1.1 200 OK (text/html) |

M . 9110 ©d 0a 43 6T 6e 74 65 6e 74 2d 4c 65 6e 67 74 68 --Conten t-Length
_—EEEE S e ‘ 0120 3a 20 31 37 32 34 0d @a 4b 65 65 70 2d 41 6c 69 [ 1724 Keep-Ali
Line-based text data: text/html (41 lines) 0130 76 65 3a 20 74 69 6d 65 6f 75 74 3d 35 2c 20 6d ve: time out=5, m
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.o0rg/TR/xhtml1/DTD/xhtmll-tr.. 9140 61 78 3d 31 30 30 Od @a 43 6f 6e 6e 65 63 74 69 ax=100 - Connecti
<html xmlns="http://www.w3.0rg/1999/xhtm1">\r\n 0150 6f 6e 3a 20 4b 65 65 70 2d 41 6c 69 76 65 @d @a on: Keep —-Alive:--
<head>\r\n 0166 43 6T 6e 74 65 6e 74 2d 54 79 70 65 3a 20 74 65 Content- Type: te
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />\r\n 0170 78 74 2f 68 74 6d 6¢c 3b 20 63 68 61 72 73 65 74 xt/html; charset
0180 3d 55 54 46 2d 38 @d ©6a ©d 0a 3c 21 44 4f 43 54 =UTF-8-- --<!DOCT

. _n " _n " 0190 59 50 45 20 68 74 6d 6¢c 20 50 55 42 4c 49 43 280 YPE html PUBLIC
sLink rei="styleshect Rrep=tsEytes/Style.css=irin 0120 22 2d 2f 2f 57 33 43 2f 2f 44 54 44 20 58 48 54  “—//W3C/ /DTD XHT
<style type="text/css">\r\n 01b0 4d 4c 20 31 2e 30 20 54 72 61 6e 73 69 74 69 6f ML 1.8 T ransitio
\ri\n 01lct 6e 61 6¢c 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f nal//EN" "http:/
.googleLogin {\r\n 01dea 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 54 52 2f 78  /www.w3. org/TR/x
height: 5@px;\r\n 0le? 68 74 6d 6c 31 2f 44 54 44 2f 78 68 74 6d 6¢ 31 html1/DT D/xhtmll

width: 232px;\rin 01f0 2d 74 72 61 6e 73 69 74 69 6f 6e 61 6¢c 2e 64 74 —transit ional.dt
background: url("images/google_login.png") no-repeat;\r\n 0200 64 22 3e @d Pa 3c 68 74 6d 6¢c 20 78 6d 6c be 73 d">:<ht ml xmlns

dis %a ? inlzneibiocﬂ'\ign gle_login.png™) i bk 0210 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e ="htip:/ /www.w3.
pLay ; 0220 6f 72 67 2f 31 39 39 39 2f 78 68 74 6d 6c 22 3e o0rg/1999 /xhtml">

nrin ‘ 0230 @d @a 3c 68 65 61 64 3e @d @a 3c 6d 65 74 61 20 - -<head> - ‘<meta
.googleLogin:hover {\r\n 0240 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 http-equ iv="Cont
background: url("images/google_login_hover.png") no-repeat;\r\n 0250 65 6e 74 2d 54 79 70 65 22 20 63 6f 6e 74 65 6e ent-Type " conten

I\ r\n 0260 74 3d 22 74 65 78 74 2f 68 74 6d 6C 3b 20 63 68 t="text/ html; ch
</style>\r\n 0270 61 72 73 65 74 3d 75 74 66 2d 38 22 20 2f 3e @d arset=ut f-8" />
sfhasgsnm 0280 @a 3c 74 69 74 6c 65 3e 48 65 65 70 20 57 6f 68 -<title> Heep Woh

\r\n

hadust A\ n

Packet (784 bytes)

Reassembled TCP (2118 bytes)

Content length (http.content_length), 22 bytes

Packets: 8527 - Displayed: 101 (1.2%) - Dropped: 0 (0.0%)

Profile: Default
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1. http://myaccount.google.com-securitysettingpage.ml-security.org/signonoptions/
2. https://google.com/amp/tinyurl.com/y7u8ewir
3. http://www.netflix.com.onlinehome.us

& https://leaminfosec-465056073565.asia-east].run.app/demo,/googles

2 & [ Google HERERMME - leaminfosec-465056073565.asia-east1.run.app
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CyLab

A S S
SECURITY ACADEMY Get Started Resources Learn Classroom Events

H e I

WELCOME

play.picoctf.org is now
CvyLab Security Academy

New name, fresh look. Same challenges, same community.

CvyLab

SECURITY ACADEMY

Sign In

Sign in to your CyLab Security Academy account

Username

Password
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2“ aTm Trust But Verify

Artificial Intelligence  Easy
General Skills Easy
Welcome to the CyLab Security Academy webshell!

Play through an Al ethics interactive fiction where confident Al outputs can be wrong, subtly wrong, or almost-right. Verify B The webshell is intended only for solving Cylab Security Academy
claims, code, and citations to learn practical habits for safe Al-assisted work. Connect with netcat: challenges. Any other usage is a violation of our terms and conditions.

Can ‘_l,r'GL.I convert the nu mbel- dE [:base 10} to blﬂal"y' {base 2]"? $ nc chatelaine.cylabacadesy.net 28825 '™ Sessions are monitored and logged to prevent abuse. Please do not

enter any sensitive imformation into the webshell.

NSTANCE @ H Files stored outside of your home directory will not persist between

HINTS @ webshell sessions.

T @ mNetwork connectivity and resources are limited. Some limits can be

checked by typing
{'Iél'} HE‘UEH[ |,_| ir-l-t @ Idle sessions will automatically log out after 15 minutes.

Reveal hint My For more information and a beginner's puide, type

FLHG o @) Heweal hint

1kh1-academygwebshell:~% nc chatelaine.cylabacademy.net 28825
TRUST BUT VERIFY
An AT Ethics Interactive Fiction

acad Emy{l@l@l@}| The year is 2831. AI assistants are as common as smartphones once were. Every

student has one. Every classroom uses them. Most people trust them completely.

(Press Enter to continue...)

Ren is not most people, or at least, not yet.

(Press Enter to continue...)

[] Bookmark [ 178930 ¢ 84% 0
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01d Sessions

Web Exploitation Easy

Proper session timeout controls are critical for securing user accounts. If a user logs inon a
public or shared computer but doesn’t explicitly log out (instead simply closing the browser tab),
and session expiration dates are misconfigured, the session may remain active indefinitely.

This then allows an attacker using the same browser later to access the user's account without
needing credentials, exploiting the fact that sessions never expire and remain authenticated.
Your friend tells you to check out a new social media platform he built a few years ago. Although
its still under development, he said the site is almost complete. He also mentioned that he hates
constantly logging into sites, and so has made his page that ‘'once you login, you never have to
log-out again’!

Browse here 7, and find the flag!

INSTANCE @

Restart Instance

HINTS @

FLAG @

A Bookmarked 1 20,403

AR
I\l:'

Username:

Password:

Login

Login

J
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CUCTF
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PUCTF

Shieldtag

ﬂﬂéﬁiﬁllﬂﬁﬁy&iﬁﬁl%&%ﬁg




S VA e A

Shatin Pui Ying College

SPYCCTF

¥ MISSION START: 2026 SPYCCTF — THE 54-HOUR CYBER SHOWDOWN +

Do you have the digital grit to survive the most intense weekend of the year? Swdev is officially launching SPYCCTF 2026—a high-stakes, solo tactical operation where only
the sharpest minds will emerge victorious.

Q WHATIS CTF?

Capture The Flag is where the world’s best hackers prove their worth. In this digital battlefield, you'll act as a "white-hat" operative, bypassing security, cracking deep-layer
encryption, and hunting down hidden data fragments known as "Flags." It's a race of intelligence, speed, and pure technical dominance.

s PHASE 1: TACTICAL PREP WORKSHOPS

Before the showdown begins, gear up with the skills you need to dominate.

¢~ ENLIST NOW: Workshop Registration Link

Date |Mission Key Training

May 11| The Cypher Chamber/Mastering symmetric cyphers & modern decoding.

May 13|Web Infiltration Burp Suite & web game exploitation.

May 14/Ghost Protocol Steganography & OSINT (Open-Source Intel) gathering.

¢ PHASE 2: THE 54-HOUR CTF

One player. One machine. Zero mercy.
« Operation Window: May 16 (16:00) — May 18 (22:00)
« Base of Ops: The STEM Hub (Open after school) or at Home.
« Hardware: Bring your own laptops or use STEM Hub computers.

- Eligibility: Anyone in SPYC - no prior application required.
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SPYCCTF

CTFd/CTFd: CTFs as you need them

CTFs as you need them. Contribute to CTFd/CTFd
development by creating an account on GitHub. Scoreboard

) GitHub

Top 10 Teams

4000

3000

2000

1000

0

01:00 02:00 03:00 04:00 05:00 06:00 07:00
Dec 26, 2017
—e— Marie —e— Carl —s— Megan —e— Tiffany David =—e— Diane —e— Ralph —e— Eugene —e— Stephen —e— Bobby

Place Team Score
1 Marie 3759
2 Carl 3710
3 Megan 3313
4 Tiffany 3150
5 David 3097

6 Diane 3000
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