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Fum rgBank] / Unrealistic reward
v | — N MEES $10000 mEMAEE -
Grammatical error qa M Bl & AR EM &R 17 R P ! mgﬁﬂgg*
%_/www.futurebamk.tog HEVZEE - ARl -\ Unusual request
EmEugEs ¢ CRIRRIRREUA - 2 —
Misleading link Congretulations! You have won a $10000 credit LS SR
reward. Please login your bank a/c Urgent tone

www.futurebamk.top to claim your reward
immediately. Otherwise, your reward will be cancelled.
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From: eTicket - HSBC
Subject: eSignlive : New document to be signed R

HSBC hereby invites you to digitally sign the following agreement documents.

Log in to view agreements and sign documents in an easy and secure way.

Go to documents

LFRTTHR BB AN M ERTHFE A

Forgotten username? 3

SRUBENZEMEEFMINAZE N -

¥ 3301

B4 3R5E Source : https://www.hsbc.com.hk/zh-hk/help/cybersecurity-and-fraud/phishing/
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[smartone[.]egift-claim.hk[.]gunaysigorta[.]com[/]amount=452.67 ]

~ . SmarTone 15:02
To.

SmarTone sent you 452.67

CONSUMER BUSINESS CARRIER & WHOLESALE FIND US @ ACCESSIBILITY @‘5 QUICK PAY / RECHARGE =
HKD.
MOBILE PLANS  DEVICES TV &INTERNET  DIGITAL PRODUCTS SUPPORT MY ACCOUNT
Smarlone Quick Claim Y Gift
You can claim your gift card quickly with no login required.

Your SmarTone Gift is now available

Gift issue date 18-Noy-2022
Claim Before 25-Nov

Gift Value HKD 45 YOUR SMARTONE ACCOUNT

Enter Your Mobile, Land line or Internet Number

NEXT

Your Gift details

What is and how to claim ?

We decided to send a little gift to all our customer of 452.67 HKD for
their loyalty to our program .

The balance of the gift will be credited to your credit card in the next 24
hour, It will appear on your bank statement on the name "gift card from

SmarTone".

The credit balance can be used for personal use

To change your eBill email address associated with your account/s. You may:

B KE Source: & EMABIRLZS AP0 (HKCERT)
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[aIfaIahkita[.]com[/]mobile[/]key[/]Iogin.php ]

Jusiness | Global Banking and Markets = G

A 4 HSBC Banking Borrowing Investing International Insurance Offers
A Accounts & Services Loans & mortgages Wealth Management Global Benefits Saving & Protection Exclusive Offers
Log on

©® Logintoview agreements and sign documents in an
easy and secure way.

Please enter your username [7]

Continue

HSBC:You will not be able to
use your account. You have to
activate the new web security
system from: https://butyl.co/
5ro2

Forgotten username? 3

Mot registered for online banking? »

Questions
Careers, media, investor and
corporate information 2

Got a guestion? We're here to Find your nearest Branch and

&' Help & Support 9 Find a branch @ Frequently Asked @‘ About HSBC
help you » ATM location >

See FAQs on our products >

Privacy Policy Terms of Use Hyperlink Policy Terms and Conditions HSBC Group | ® Copyright HSBC Gr
Al

B i 2KR Source : https://www.hsbc.com.hk/zh-hk/help/cybersecurity-and-fraud/phishing/
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hxxps://www|.]bochk-cn[.Jcom/

Home AboutUs ~  Our Services Login/Sign Up Contact

yA=lG 1) =4 2\
Send us a Message ] Opening Hours ?E T = E = = I‘l_.l E ) I
info@bochk-cn.com Mon - Sat: 7:00 - 18:00

The Strongest Bank
in Hong Kong and Asia Pacific

THE ASIAN BANKER'
THE STRONGEST BANK
‘ IN [H)Nr KU"'W AND ASIA PACIFIC 2022

by halance

BE2RE Source: https://www.bochk.com/en/aboutus/fraudalert.html
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G 12 hitps: /v mect bochk-cnocom)/s/onlins ~-mc HI.
| 8 Bank Of China (Hong Kon._ % || T

@ ¥ &) 46 £57 (5 %)

BANK OF CHINA (HONG koNG)

__________ - T RERERE

Select Language W

0 You are logged out

i — rl <A [ oy
A / Eﬂl ’,E"X =} 7|"4 - Can we help?
» Just ask if you have
Please enter your details below zscéﬁtﬁnsia?é?"?
China (Hong Kong)
Limited online
Your username: [_I Remember my username banking.

A

Forgotten your logon details ;
__topin Online Support

Your password: Need help with your login?

Register, Activate or Re-set

Login timeout your account password.
To protect your personal information, your session will automatically timeout after 10 minutes of inactivity.

Register

B i 2RiR Source: https://www.bochk.com/en/aboutus/fraudalert.html
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A & https://livraison.builderallwppro.com/de/net/login.php : 0 & https://www.netflix.com/hk-en/login

SR Ay
. NS

CABLEGIp)'s 4

Einloggen | ~ Sign In

E-MAIL-Adresse oder Telefonnummer ; . i y L Email or phone number
Passwort A 0g ' Password

Einloggen

Benutzerdaten merken Sie benatigen Hilfe? iy Remember me Need help?

New to Netflix? Sign up now.

This page is protected by Google reCAPTCHA to
ensure you're not a bot. Learn more

n Mit Facebook einloggen




www.apple.com-kor.cloud

Sign to iCloud

Apple ID

Password

Keep me signed in

Forgot Apple ID or password?

Create Apple 1D | System Status | Privacy Policy

Terms & Conditions | Copyright @ 2020 Apple Inc. nights reserved.

RE

E.l:l

AT A ME

@ iCloud

=+

www.icloud.com

Sign in with Apple ID

Apple ID =)

Keep me signed in

Forgot Apple ID or password? A

Create Apple ID

BEKE Source: BB IREZSIIRH R PO (H KCERT)
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fedex-track.susl.live 2 1 : E & fedex.com ® & W | @
F9d ® Shipping Tracking Support Account Fed Shipping ~ Tracking ~ Design & Print ~ Locations Support SignUp or Log In ® C)\

FedEx® Tracking FedEx" Tracking Track Another Shipment

DELIVERED DELIVERY STATUS TRACKING ID DELIVERED DELIVERY STATUS TRACKING ID

Saturd ay Delay Delivery 775062204382 &' 1.7 Frid ay Delivered @ 775062204382 &2 L%

_ ’ £ Get Status Updates 11/5/202171 at 11:37 am
]2rﬂ7'f2022 at19:8 PACKAGE RECEIVED BY FEDEX

Signed for by: 5.¥NERGY CHOP Signed for by: SYNERGY CHOP BERONDBY, DK

FROM

& Obtain Proof of delivery IN TRANSIT b, Obtain Proof of delivery PACKAGE RECEIVED BY FEDEX

OUT FOR DELIVERY Want updates on this shipment? Enter your email and we will do the rest!

IN TRANSIT

ABNORMAL YOUR EMAIL SUBMIT

RETURN TO LOGISTICS CENTER OUT FOR DELIVERY
INCORRECT ADDRES S, DELAYED

DELIVERY DELIVERED

12/17/2022 AT 19:8 KOWLCON BAY, HK
DELIVERED

. 11/5/2021 at 11:37 AM
Shipment facts

4 View travel history

erify Billing Address
e delivery address is wrong, please update the correct delivery address as soon as possible to restore the package status Shlpment facts

Full name [ Street Address 2 (OPT) ] @ Shipment overview

TRACKING NUMBER 775062204382
Street Address 1 ‘

SHIP DATE (7) 10/29/21

‘ ‘ Select State V‘ ‘ ZIP Code™ (OPT) ACTUAL DELIVERY 11/5/21 at 11:37 am

ERKIR Source: HEMHZRLZF WA PO (HKCERT)
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THANK YOU
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