Open-Source Tools for
Defending Against Cyber-
Attacks
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Overview

- Common Attack Factors, especially in the Education Field
* Introduction to Cybersecurity-Related Open-Source Tools
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Common Cyber Threats Related to Schools

N

The Al Trap: Deepfake Financial Loss, Reputation Impact
Fake voice/video call from well-known
people, ask for money transfer or provide

information
Using Risky Free Apps and Websites Data leakage - Upload sensitive data to
Free online unknown resource like Al unknown parties

tools, online file convertors ( e.g. PDF to
word)




Common Cyber threat related to School

N

Phishing email/QR code Malware Infection,
Hacker send email that looks legitimate Credential Loss (e.g., password),
and it urges you to click a link, download Financial Loss

an attachment, or verify your account

Ransomware Operational Outage,
Malware come from phishing email, risky Financial Loss if pay for the ransom (Don’t
app/website, unknown USB storage do that)
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Deepfakes aren't far away Finance worker pays out $25 million after video
call with deepfake ‘chief financial officer’

@ By Heather Chen and Kathleen Magramo, CNN
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Authorities are increasingly concerned at the damaging potential posed by artificial intelligence
technology. boonchai wedmakawand/Moment RF/Getty Images

(CNN) — A finance worker at a multinational firm was tricked into paying out $25 million to
fraudsters using deepfake technology to pose as the company's chief financial officer in a
video conference call, according to Hong Kong police.

Source: https://www.hkcert.org/tc/blog/deepfake-where-images-don-t-always-
speak-truth




Fake ChatGPT Apps and Phishing Websites

 Attackers exploit interest by offering fake apps or “free”
premium access to spread malware or steal data.

» Hackers create fake websites, social media pages, and
mobile apps mimicking official ChatGPT.

» Over 50 counterfeit/malicious apps using the ChatGPT logo
identified (Cyble report). aq:
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HKCERT Security Tips: Beware of Fake
ChatGPT Apps and Phishing Websites
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Source:
https://www.hkcert.org/blog/hkcert-
security-tips-beware-of-fake-chatgpt-
apps-and-phishing-websites




Preventing Deepfakes and Fake Apps

» Deepfakes

« Verify identity using secret questions or a “face-hand” test (ask the person to perform a
specific action on camera).

 Stop sharing information if authenticity is uncertain.

« Malicious Apps/Websites
» Use apps and web resources only from trusted, official sources.
« Verify using CyberDefender’'s Scameter ([8R1R(KES): hitps://cyberdefender.hk/scameter/
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Example : Locky
Locky was heavily distributed by large criminal enterprises that used
phishing messages. The one below claims that the victim made a
payment on an account. The victim can view the payment confirmation
in the attached zip file. Unfortunately for victims, the zip contained fake
transaction information and a Locky ransomware loader.

From: John Long

Date: Monday, March 7, 2016 at 2:37 PM
To: Victim

Subject: Payment ACCEPTED A-122974
Attachment: payment document 122974.zip

Dear sir,

Please check the payment confirmation attached to this email. The transaction
should appear on your band in 2 days.

Thank vou.

John Long, CMA
Corporate Comptroller




« Ransonware by n Day Attack

- What is a n-Day Attack?
A cyberattack exploiting discovered vulnerabilities

gcution vulnerabllity in Hlcroseft SHENE fervdrs (meEl1T-914)

& critical remote code executlon vulnerabllity exists im Micresoft SHB
SErvers (mslT-01681.

t: PALT-85:14
crosoft. comfen-us/library / Securbty /me 17 =S8 acp

Lz /bl . technet . mlcrosaTt . ol R e A 2807 S 85/ 13 /o iws Do r o Juildancg - TorWannacrypt-attacks s
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WannaCry (2017):
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e Exploited a vulnerability in Windows systems (EternalBlue).

* Spread globally within hours, affecting over 200,000 computers.




What to Do When Infected by Ransomware
Isolate and disconnect the infected machine; do NOT pay the ransom.

» Seek assistance:
« HK Police / CyberDefender
« HKCERT (Hong Kong Computer Emergency Response Team)

Investigate potential data theft:
« Review firewall logs for file uploads and anomalous outbound traffic.
« Use SIEM to correlate events and identify exfiltration indicators. s

Your personal files are encrypted

Info

‘our important files were encrypted on this computer: photos,
videos, documents |, etc. Yiou can verify this by click on see files
and try to open them.

Encryption was produced using unique public key RSA-4098
generated for this computer. To decrypt files, you need to obtain
private key

The ngl copy of the private kywhbchmlﬂlcwyo uto decypt
the files, is located on a secret s lh Internet, the

will de: 91 oy the key within nn !ypbon
w!llple! ed. After that, nobos ﬂymdnevﬂ will be able to restore

fil

Your files will be lost
without payment on: To retrieve the private key, you need to pay 0.5 bitcoins.

11/24/2013 3:16:34 PM Click proceed to payment to obtain private key

Any attempt to remove of damage this software will lead
to immediate private key destruction by server




Prevention Is Better Than Cure

Prevention with monitoring is far more effective than trying to fix a hack
after it happens. Here are three layers of defense you can apply:

1. The Human Firewall — User Training
2. The Digital Bodyguard — Endpoint Security
3. Monitoring — Review Your Security Status




1. The Human firewall — User training

A. Adopt a “Verify First” mindset: validate unexpected requests,
regardless of who they appear to come from.

B. Don't click: avoid QR codes and links unless you can verify the source.

C. Protect sensitive data: keep student and school information off public
platforms.




2. The Digital Bodyguard — Endpoint Security

A. The “Invisible Shield”: Install a security agent to help prevent
ransomware.

B. Never disable it, even if it slows down a specific task. Real-time
monitoring is critical.




3. Monitoring — Review Your Security Status
SIEM serves as a central system, acting like CCTV for your network.

It provides 24/7 monitoring and alerts the team when abnormal
activity occurs.

C. SIEM can detect it and alert the team to stop the attack before it
spreads.
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IT Security Guidelines [G3]

 Providing detailed implementation standards and guidance for protecting
government information assets, covering risk management, incident handling,
and secure system design

» Logging and monitoring is required 144 Logsing

(a) Log Collection and Retention

An audit trail shows how the system is being used from day to day. Depending upon
the configuration of the audit log system, audit log files may show a range of access
attempts from which abnormal system usage can be derived.
iv) Log analysis
( ) g 4 s ns gz More complicated applications should have their own auditing or tracing functions
¢ Roles and responsibilities. in order to give more information on individual use or misuse of the application.
This mechanism is virtually essential for highly secure applications, as the tracing
functionality of the operating system may not have a fine enough granularity to

e Type of events to be analysed. record critical functions of the application.

e Type of events to trigger alerts to responsible parties.

¢ Log review frequency. There is virtually no limit to the recording of access to records by individual users
and the actual updates made. However, logging routine use can result in a waste of
resources and may even obscure irregularities because of the volume generated.
Therefore, self-developed audit trails should focus on failed transactions and
attempts by users to access objects for which they do not have authorisation.

¢ Handling procedures for suspicious and abnormal activities.

Ref. No.: G3 69

Ref. No.: G3 67




Pillars of Cybersecurity: What We're Trying to Accomplish

Confidentiality - Protection
of information from
disclosure to unauthorized
individuals, systems, or
entities. Confidentiality is
data oriented.

Integrity - Protection of
information, systems, and
services from unauthorized

modification or destruction.

Integrity is data oriented.

Availability - Timely,
reliable access to data and
information services by
authorized users.
Availability is service
oriented.

A

Non-repudiation - The
ability to correlate, with
high certainty, a recorded
action with its originating
individual or entity. Non-
repudiation is entity
oriented.

Authentication - The ability
to verify the identity of an
individual or entity.
Authentication is entity
oriented.



Cyber Defense Principles: How we're
trying to accomplish it

Least Privil Defense in Management
eastrivilege Depth and Monitoring

 Know who has * Know what your * Know how your
access to systems critical assets are, assets should be
and data, and and protect them performing, and how
minimize the level with multiple they are performing
of access to only overlapping security currently
what is controls

required




Prevention Steps:

1. Risk Identification
« Know your assets & identify what's critical
* Know your network & data
+ Know your applications & application versions
* Know the common vulnerabilities

2.  Vulnerability Reduction

+ Secure network endpoints

 Install asset protection/intrusion detection tools

« Apply principle of least privilege and defense in depth
Apply mitigations to known vulnerabilities

3. Threat Reduction
4. Consequence Mitigation

5. Enable Cybersecurity Outcomes

—

Where to Start (Cyber
Hygiene)



Definition of Open-Source Tools

Open-source tools are software applications whose source code is
publicly available, allowing anyone to use, study, modify, and distribute
them under an open-source license.




Limitations of Open-Source Tools

« May require a certain level of technical expertise to install and maintain
« Some organizations may prefer a cloud-based solution

» Like any security monitoring solution, open-source tools may generate false
positives, requiring human expertise to investigate and address.




Network discovery tools enable you to automatically
identify all devices connected to your network.

Finding Hidden Devices in BYOD (Bring Your Own
Device) Environments:

« Shadow IT: Hidden devices enable the use of
unapproved applications or services, creating
vulnerabilities.

Data Leakage: Personal devices may store
sensitive company data, risking exposure if the
device is lost or stolen.

Network Discovery Tools




NMAP

Network Discovery with Nmap Network Discovery with Nmap

Nmap can tell us:

* Hosts on a network

« Services running on hosts
» Operating system versions
* Firewalls

* Network Segmentation

« Fingerprinting

Discovering :
* Possible Vulnerability
« Shaon IT

((( ,)) Star Topology
Router Computer
192.168.11 192.168.1.2

2 ] 0

L
Invisible Device
192.168.1.4

—ror—

Computer Laptop
192.168.1.3 192.168.1.5




Nmap Demo

By ma B A Terrmaa




An intrusion detection system is a
device or software application that
monitors a network or systems for
malicious activity or policy

violations.

Malware Discovery



Microsoft Safety Scanner (Free but not
Open-Sourced)

* Microsoft Safety Scanner is a scanning tool designed to detect
and remove malware from Windows computers.

- After detecting malware during a scan, the tool attempts to
reverse the changes made by identified threats.

B Microsoft



Microsoft Safety Scanner

Safety Scanner only scans when manually triggered and is
available for use 10 days after being downloaded.

Microsoft recommends that you always download the latest
version of the Safety Scanner tool before each scan.

Microsoft indicates that this tool does not replace any existing
anti-malware product.



Important nformalicn




A software function that consolidates log

data from throughout the IT infrastructure
into a single centralized platform where it
can be reviewed and analyzed.

,rdW”

Log Aggregation and Analysis




What is Event Log?

An event log is a structured file containing records of event data.

- System: OS and hardware events (startup, driver errors)

- Application: App-specific errors and warnings

- Security: Authentications, access attempts, policy changes
- Network/Firewall: Connections, blocks, intrusion alerts




Example 1: Web Logs

ju vcalhost:~/Download: - ® x

File Edt View Search Terminal Help

37.36 (KHTML, like Gecko) Chrome/32.0.1700,107 Safari/537.36"

38,99.236.50 - - [20/May/2015:21:05:29 +0800] "GET /presentations/logstash-puppetcaonf-2012/images/apache-negative-duration
.png HTTP/1.1" 200 97173 "http://semicomplete.com/presentations/logstash-puppetconf-2812/" "Mozilla/5.0 (Windows NT 6.1; W
0W64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/32.0.1700.107 Safari/537.36"

38.99.236.50 - - [20/May/2015:21:05:31 +0000] "GET /favicon.ico HTTP/1.1" 200 3638 "-" "Mozilla/5.0 (Windows NT 6.1; WOW64
) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/32.0.1700.107 Safari/537.36"
66.249.73.135 - - [20/May/2015:21:05:11 +0000] "GET /blog/tags/xsendevent HTTP/1.1" 200 10049 "-" "Mozilla/5.0 (iPhone; CP

U iPhone 05 6 @ like Mac 0S X) AppleWebKit/536.26 (KHTML, like Gecko) Version/6.0 Mobile/10A5376e Safari/8536.25 (compatib
le; Googlebot/2.1; +http://www.google.com/bot.html)"

198.46.149.143 - - [20/May/2015:21:05:29 +0000] "GET /blog/geekery/disabling-battery-in-ubuntu-vms.html?utm_source=feedbur
ner&utm_medium=feed&utm_campaign=Feed%3A+semicomplete%2Fmain+%28semicomplete.com+-+Jordan+Sissel%29 HTTP/1.1" 200 9316 "-"

“"Tiny Tiny RSS5/1.11 (http://tt-rss.org/)"

198.46.149.143 - - [20/May/2015:21:05:34 +0000] "GET /blog/geekery/solving-good-or-bad-problems.html7?utm_source=feedburner
&utm _medium=feed&utm campaign=Feed%3A+semicomplete%2Fmain+%28semicomplete.com+-+Jordan+Sissel%29 HTTP/1.1" 200 10756 "-" "
Tiny Tiny RSS/1.11 (http://tt-rss.org/)"

82.165.139.53 - - [20/May/2015:21:05:15 +0000] "GET /projects/xdotool/ HTTP/1.8" 200 12292 "-" "-"
100.43.83.137 - - [20/May/2015:21:05:01 +0000] "GET /blog/tags/standards HTTP/1.1" 200 13358 "-" "Mozilla/5.0 (compatible;
YandexBot/3.0; +http://yandex.com/bots)"

63.140.98.80 - - [20/May/2015:21:05:28 +0000] "GET /blog/tags/puppet?flav=rss20 HTTP/1.1" 200 14872 "http://www.semicomple
te.com/blog/tags/puppet?flav=rss20" "Tiny Tiny RSS5/1.11 (http://tt-rss.org/)"

63.140.98.80 - - [20/May/2015:21:05:50 +0000] "GET /blog/geekery/solving-good-or-bad-problems.html?utm_source=feedburneré&u
tm_medium=feed&utm campaign=Feed%3A+semicomplete%2Fmain+%28semicomplete.com+-+Jordan+Sissel%29 HTTP/1.1" 200 10756 "-" "Ti
ny Tiny RSS/1.11 (http://tt-rss.org/)"

66.249.73.135 - - [28/May/2015:21:05:00 +0000] "GET /?flav=atom HTTP/1.1" 200 32352 "-" "Mozilla/5.0 (compatible; Googlebo
t/2.1; +http://www.google.com/bot.html)"

180.76.6.56 - - [20/May/2815:21:05:56 +0080] "GET /robots.txt HTTP/1.1" 2060 - "-" "Mozilla/5.0 (Windows NT 5.1; rv:6.0.2)
Gecko/20100101 Firefox/6.0.2"

46.105.14.53 - - [20/May/2015:21:05:15 +0000] "GET /blog/tags/puppet?flav=rss20 HTTP/1.1" 200 14872 "-" "UniversalFeedPars
er/4.2-pre-314-svn +http://feedparser.org/" Vo %

.08 go®

[justincase@localhost Downloads]$ I

@ Log Files - Apache HTTP Server - M. H Bl |ustincase @locaihost-/Downloads




Example 2: Windows Log

Fle: Action View Help
| %

@ Event Viewer (Local)
I :# Custom Views
A _!} Windows Logs
{,T_| Application
£ Security
] Setup
System
i:] Forwarded Events
b L Applications and Services Logs
Subscriptions

Security umnber of events:

Actions

Keywords Date and Time Source Even ~
'Q_Audit Success 3/26/2016 7:55:45 AM Microsoft Windows sec.., 4=:|
@ Audit Success 3/26/2016 7:53:45 AM Microsoft Windows sec... 4
’athAudit Success 3/26/2016 7:55:45 AM Microsoft Windows sec... 4
@’-4. Audit Success 3/26/2016 T:54:45 AM Microsoft Windows sec... 4
Q‘Audit Success 3/26/2016 7:54:45 AM Microsoft Windows sec... 4
"’:lmAudit Success 3/26/2016 T:54:45 AM Microsoft Windows sec... 4
@ Audit Success 3/26/2016 7:33:45 AM % Microsoft Windows sec... 4
'QLAudit Success 3/26/2016 T:53:45 AM Microsoft Windows sec... 4
L:'—a'Jaﬁ,ﬂl_n:iit Success 3/26/2016 T:53:45 AM Microsoft Windows sec... 4
@:hAudit Success 3/26/2016 7:33:37 AM Microsoft Windows sec... 4.,
< | m [ [
Event 4624, Microsoft Windows security auditing. x

General | Details

Log Mame:
Source:
Event ID:
Level:

User
OpCode:

More Information:

Security

Microsoft Windows security Logged:

4624
Information
N/A

Infa

Event Log Online Help

3/26/2016 7:54:45 AM
Task Category: Logon
Keywords: Audit Success

Computer: TSERVZO12.ITFLEE local

‘Security
5 OpenSaved Log...
¥ Create Custom View..,

Import Custom View...

Clear Log...
Filter Current Log...
Properties
@8 Find...
I Save All Events As...

Attach a Task Te this Log...

View 4
|ci Refresh

[ Help 4

 Event 4624, Microsoft Windo... =

E| Event Properties
5| Attach Task To This Event...

5 Copy b
Save Selected Events...
l"‘_gl Refresh
H Help »




Elastic Security

. gﬁsglsEol\lAjr;:eeafﬁrIg;lon with both endpoint security '.‘ e |aSt I C

« Strong performance in antivirus detection tests

* All-in-one platform: deploy endpoint security and
SIEM together

Bring your data
- / &
= 2600
network .
host oS0 _ SIEM & Security
eer a ﬂ ¥ Analytics
threat intel n -

Native protection

Block threats with Elastic Agent

. o = U - |
servers and VM's a

containers & kubernetes a
cloud providers a

Elastic Security

Endpoint Security




Features included in Elastic’s open-source version

Endpoint Security
1. Malware prevention
2. Admin-defined endpoint blocklists

SIEM

1. Over 1,000 prebuilt detection rules

2. Host, network, and user security analytics
3. Case management

4. Threat intelligence integration




High Level SIEM architecture

IDS /IPS /

SIEM
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* Built-in detection
rules for endpoint
security and SIEM

* Predefined
dashboards for
monitoring

B @ B o v Rules Detection rules (SIEM) Add Rules a o &*
[ Rules ML job settings
Security
Management
® Detection rules (SIEM) Add Elastic rules
Discover Benchmarks
Shared exception lists Q searcn
&
Dashboards Rule Risk score | Severity T
Discover
® MITRE ATT&CK® Coverage Systemd-udevd Rule File Creation @0 a6 21 ® Low
Rules
& Microsoft lIS Service Account Password Dumped 233 a8 21 ® Low
Aerts
s Conhost Spawned By Suspicious Parent Process D24 on 73 @ High
&
i .
ttack Tainted Kernel Module Load 2 @6 21 Low
discovery
. Remote System Discovery Commands D2 @8 21 ® Low
Movs, System Time Discovery ®33 o8 21 ® Low
Unusual Remote File Size B2 a5 21 @ Low
&
Enumerating Domain Trusts via DSQUERY.EXE D38 an 21 ® Low
P
[=] Memory Threat - Prevented- Elastic Defend 21N 213 73 ® High
... -

& Navigation feedback [ Remote Desktop Enabled in Windows Firewall by Netsh S8 on a7 Medium
Alerts fesinees ¥
Status  open B - severity v | User v Host N

R Trend Counts Treemap
Severity levels Alerts by name Top alerts by host.name "
Levels Count my, Ruie name Cou... |, host.name (D
— P Account or Group Discovery via . 50 srv-nix-es-rsa 92.6% &
H

a.:::s srv-win-s1-rsa 2.8% §

o High P Linux System Information Discov... 45

& 5 102 3 System Network Connections Di... 3

D nt behaves 2




« Combine endpoint security
and SIEM in a unified
platform

» @B Deployment~ Alerts @8 Al Assistant

[
e

@ 3 Collapse details (D Rdh @ x
Visualize Insights i Notes

* Low

4 Office program loaded vbe dll, might indicate macro

» Endpoint alerts are visible o

Status. Risk score Assignees Notes

within SIEM o ° ot Em d 0% o
+ SIEM displays detailed event ~ O
information
« The full process execution path T AT o
is captured ~ Qi ———

Highlighted fields

NALYZED EVENT - RUNNING PROCESS. s
EXCEL.EXE

e Rule description Show rule summary "

SentinelOne behaviour

R o,
ey UNNING PROCESS: ’ML"E% RUNNING PROCESS
hosthestname Srvwines1-1sa
o user.name james_spiteri
e, RUNNING PROCESS process.name EXCELEXE
CiEtEn
“C:\Program FilesiMicrosoft Officé\RoonOffice 1 6\EXCEL EXE”
process.command fine Ipcoming Events Febr
o 201805




« ELK Demo On Detecting Attack .

TryHackMe Hunt Me Il: Typo Squatters




 Elastic offers an
enterprise version with
advanced features and
24/7 support.

Reference:
https://www.elastic.co/subscriptions

Ransomware prevention

Malicious behavior protection

Memory threat protection

Self healing

Host Isolation

Interactive response console

Tamper protection

Elastic Al Assistant

Threat intelligence management

Customizable on-endpoint protection
notifications

Cloud and Kubernetes Security Posture
Management (K/CSPM)

Workload session auditing

Device Control

Free and open -
Basic 2

Platinum

ELASTIC SECURITY

v

Enterprise
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i - S
 ISC2 (CISSP, CCSP)

« ISACA (CISM, CISA)

« OffSec (OSCE3, OSEP, OSWE, OSED, OSCP)

 |APP (FIP, CIPP/E, CIPP/A, CIPT)

« pE{ERZZRIFFH/L(CISI, CISP)

« EC Council (CEH)
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- More:
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