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Education Has Been One of Mostly Targeted Sectors of Ransomware Concerned Cybersecurity Threats to Schools

ORGANIZATION

Data breaches

Student information, teachers and staff information, examination papers and grades
Ransomware attacks
Online class and school meeting invasions

230 479, Website defacement, social media defacement and phishing website attacks
(o] (o]

Al Al R Business email compromise and scam

over 2021 over 2021

Denial of Service (DoS) attacks

A Hong Kong School Also Suffered Ransomware in December Essential Cybersecurity Habit

%  Login (Password, MFA, Biometrics)

Jan ‘23: Educational Institution hit by Royal Ransom Dec ‘22: University hit by LockBit 3.0 Ransomware

Queensland University of Technology is a major Australian university with nearly 50,000 students Ton Duc Thang is a public research university in Vietnam, with over 23k students and 17 faculties

Amherst @
Hull @
Liverpool @ ' g

Liverpool ®

%  Endpoint Protection

Southampton ®
Bristol

= QuT

%  Software update

QUT breach reported on 2% Jan ——

’ TDT breach reported on 12* Dec

after months of weak poslure vs peers X P 1 i
e= 8 SRS o i & 1o e o 'l . Seehiwiseae % Firewall with network segmentation
Dec ‘22: Education Institute hit by Hive Ransomware ?1::: ‘22: Education lns‘titute ‘hit by kgckBit R%nsoncl o
nox a private liberal arts college in Galesbur linois. It was founded in and offers > courses Is a government-subsidized secondary school founded in 1 sponsored by Methodist Church .
Ki private liberal arts college in Galesburg, li It founded in 1837 and off 60 9 Y Yy "’ Data encryptlon and backup

% Awareness & Inclident Response Plan

Sha Tin Methodist College breach reported on 20" Dec -
after months of weak posture vs peers.

v ‘ m KNOX Knox College breach reported on 9" D¢ ——s.

COLLEGE after months of weak posture vs peers




Mlcrosoft Cyber Slgnals # EERP/NEHERENRRIER= L

November 7, 2024 | Microsoft Hong Kong

g |

0203-6H
3.07. (Illllﬂ
IENM 778

3z0dey TR

Over the past year, Microsoft
Defender for Office 365 blocked
more than 15,000 emails per day
targeting the education sector with
malicious QR codes.

o HEFEZHE-AMHBNEIRTE  FIHIBEFE 2,507 RFEKE

NBREEHESEHIER  UFERHGERBRRERHNE

o MARBHMKARTNERRSTFRED/NMEESLM

&8 » 2024 £ 11 B 7 H - Microsoft &#TRICyber Signalsif S8 » FERESHE - ASRENEBENERTE » EENELHEEEE - RIEN—E
FAREL  FERASSEREUENSEERTE - ARIERFEEEAETEER  aERFERDE UBERR

b g iRy Mlcrosoftlﬂiﬁ#kﬁﬁ?ziﬁﬁis FRAGEMERET
% Microsoft &FT8ICyber Signals B% » HERBENSENERBESEMN : E; ﬁmgﬁallﬁuﬁﬁaﬂ
o FESEENG REIRASIINEERSUEESR. o  HEHBRAEEFMMEER L PRI, B

o FEBE—E » Microsoft Defender for Office 365 S Hif & 15,000 HLIBE _ #BHERNERNWES -

- SEUEHENABREZLTEYE  BERBERZNA Al RATPHRRETRE SHAEUBEEERRE - f&ﬁﬁm giﬁ%ﬁﬁﬁﬁﬁao

References:
https://news.microsoft.com/zh-hk/2024/11/07/microsofts-latest-cyber-signals-report-highlights-the-rising-cyberattacks-across-higher-education-sector-and-k-
12-institutions/
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https://www.edb.gov.hk/tc/edu-system/primary-secondary/applicable-to-primary-secondary/it-in-edu/Information-Security/information-security-in-school.html

AntiVirus

= O Remote Administrator Server HERE B KSR ESET FEFITESY
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- iSRS B|EwRE BEE P -3 ThiEE ARiE RE -
LE= 3Ny g04-02:skhifhlocal 2018 118 6 08:19:32 A\ BF TR HES 2 E2HEES AEEFE B
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Windows Update

o8

SCCM on SKHLFHHV1 - Virtual Machine Connection

 File Action Media Clipboard View Help
&3 @@ 0O | n k|3

@ Selected Object | Folder Tools System Center Configuration Manager (Connected to SKH - SKH LFH Secondary School) =] |
_ Home Update Group Close -

7< Delete > q
2 » = E
Download Run Deploy Set Security Properties
Summarization Scopes
Update Group Deployment Classify Properties
[ < > Iézn \ » Software Library » Overview » Software Updates » All Software Updates » itabc_winupdate 2018-10-11 22:00:43 s
Software Library < itabc_winupdate 2018-10-11 22:00:43 260 items
- § TR s Search Add Criteria ¥
» ~| Application Management lcon Title Bulletin ID Required Installed  Percent Compliant Downloaded Deployed ‘%
4 [ Software Updates &) Security Update for W... MS09-006 0 o 95 Yes Yes
4 57 All Software Updates & Security Update for W... MS16-007 0 44 95 Yes Yes
S itabe winupdate 2018-10-11 2200 ‘@ Security Update for W... MS15-132 1 43 94 Yes Yes
Bl Sohware Update Groups -c;] Security Update for W... MS15-132 0 169 95 Yes Yes
DebioyinTent Dackanes & Security Update for W... MS15-133 0 169 95 Yes Yes
> ~ .y‘[ Security Update for W... MS15-133 0 44 95 Yes Yes
=] Automatic Deployment Rules p
. i & Security Update for M... MS15-118 0 44 95 Yes Yes
B Dperating:Sy=tem= & Security Update for M... MS15-118 1 169 04 Yes Yes
8 Windows 10 Semvicing & Security Update for M... MS15-118 0 0 95 Yes Yes
& Security Update for W... MS16-007 o] 169 95 Yes Yes
3 Security Update for M... MS15-118 o] o 95 Yes Yes P
Security Update for Windows 7 Beta (KB958690) ~
"f‘ Assets and Compliance Detail Statistics B
ﬁ Software Library Severity: Critical Bl Compliant: 0 =
Bulletin ID: MS09-006 Hl Regquired: 0
Ao K i 3 Not Required: 255
Bl Monitoring Article ID: 958690 = ui B
e Date Released: 3/11/2009 1:00 AM Unknown: 14,
7 fes . Date Rel d Revised: 3/11/2009 1:00 AM
[][; Administration e e SRR R Total Asset Count: 269 (Last Update: 6/24/2019 10:17:35 AM)
uperseded: No o
Cormicad nt
Summary I Deployment




Firewall

System

Welcome to SCHOOLWALL! IP Aviases

Firewall > IP Aliases

ccess Control
Please define your IP alias here.

Each IP alias can contain one or more IP addresses, subnets or IP ranges.
These IP addresses can then be used in NAT mappings and firewall rule definitions.

Mappings ...

IP Aliases
VPN Monitor Diagnostic
Users — Graphs . Connectivity
White/Black Intrusion Backup/Restore
List

Port Aliases

NAT Mappings

(any) 0.0.0.0/0

Filter Rules 203.186.62.64/26

HESHSUppOtL: 210.3.30.192/26

10.10.0.0/23 10.10.0.0/23 t 3
192.168.0.170 & 193 192.168.0.170-192.168.0.177 2 =
192.168.0.3 192.168.0.3 .
192.168.0.5 192.168.0.5 = =
192.168.10.0/24 192.168.10.0/24 t 3
202.60.238.43 202.60.238.43 2 ®
210.3.234.123 210.3.234.123 z =8
DMZ Network 172.16.0.0/24 = 8
FTP SERVER 192.168.0.248 = =
Firewall Outgoing IP 210.0.186.211 = =®
mc29 192.168.1.29 z =
ITED Student 192.168.1.0/24 = =
L 2 *
LANG 192.168.1.201-192.168.1.244 =
Microsoft-serv 192.168.0.198 2 R
202.181.211.148 =
MyITSchool Remote 116.48.156.90 2z 8
202.181.211.146
Nas 152.168.2.241 @ =
NEVAVES 192.168.0.199 2 =
~m——————— et “mm asm A e m ad




Firewall — Monitoring

Monitor Diagnost

SvsTem MoniTor

Monitor > Graphs

Monitor InTRusioN Loc

You can view various system graphs here.
These graphs can let system administrators monitor and manage the network
more efficiently. If you've any enquiries with the graph, please feel free to contact us.

Monitor > Intrusion

Monitor

The following are the intrusion logs for today.
If you find any abnormalities, please contact us immediately.

Intrusion
Show graph for: [ V/AN Connection (etho) v

Graphs

48 Hours Intrusion Alerts Statistics

e EniEEfare Bl (http_inspect) BARE BYTE UNICODE ENCODING Z?a (62.3
= ok COMMUNITY WEB-MISC mod_jrun overflow attempt 41 (9.9%)
S oam (http_inspect) 11S UNICODE CODEPOINT ENCODING 25 (6.0%)
2 een V/EB-MISC PCT Client_Hello overflow attempt 14 (3.4%)
2 en \/EB-MISC SSLv2 Client_Hello with pad Challenge Length overflow attempt 13 (3.1%)
- MISC xdmcp info query 12 (2.9%)
o2m
=2 | SNMP request udp 10 (2.4%)
22 Sun 00:00 “Sun 12:00 Mon 00: 00 SNMP public access udp 10 (2.4%)
WEInpit Mioutput ELELLED BB GV Average ont: ICMP Destination Unreachable Communication with Destination Host is Administratively g (3 s
Prohibited ;
COMMUNITY SIP DNS No such name treshold - Abnormaly high count of No such name 7 (17%9)
1 Weex responses ;
\/EB-CGI redirect access 4 (1.0%)
Interface etho TETP Get 4 (1.0%)
. N G i Fi | i
z ext-Generation Firewa 1 2%
8 Soluti NG ! 6an
L. olutions ( FW) e : oae
g o = JIRECTORY 1 (0.2%)
= B 4 ™
o
Tue wed Thu
B Input W output Average In
(httpfinspe
B BARE BYTE
P e 47636 | 117.18.237.29 80 [119:4:1] Tk
) ENCODING
T ‘ ] . (http_insped
22 15 155 27 1119-4-11 BARE BYTE




Example
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License

isk Monitoring Projection

Subscription &

Update
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P
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35565 20797 o
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373MB
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System Information

SN
Software Version
Platform

System Uptime

License Expiration Time

License Devices

Estimate the remain storage days of th.

Last 60 Minutes Threat Type Ranking TOP10

EETack | [irial edition remaining 22 dayls), click to

HA Group 0

Active ==

Passive [ a
Passive

Active-Passive

Device  Configuration ~ Monitor VPN Alam  Report  log  System 2 admin

System Resources

Device Traffic Ranking TOP10

Memory Utilizat

Last 60 Minutes CPU Utilization Ranking TOP10 Last 60 Minutes Memory Utiization Ranking TOP10

| @ 09/08/2021 15:55:29 A Aam




No Perfect

HOW DO WE FIND THE
PERFECT BALANCE?

USABILITY SECURITY




2024 IR EEHEITIS

2024 RIURBZEHITEE
123456 , HE55— #£3,018,050 {&

3 BEEER 1 AP

[HRZEE A ] B4EZ 2 /25 NordPass 1482 T T2024EHREEHTIE, + BT
2024 EEELBBESEERES 25TB TRl E0aFEABEE L HTIN—LEN - gby:
CERESEREFERIINEMRE  REAMEERTRE 44 f]li HERIAFEH

7123456 , (EEZHS » H££37153,018,0508 « HERE— B
F123456, CEEFHENEES  WEELH 1 TREmeE -

@ 2#ENordPassH 4 + 2024+ AR EEHETEN T

1. 123456 - &35 3,018,050 {&
2.123 456789 }“Ef”E 1,625, 135 &
3. 12345678 - ££:15 884,740 {8
4_password - 2315 692,151 {&

5. qwerty123 - 2£££/5 642 638 {&

6. qwerty1 - F£%7%5 583,630 {&
7
8
9
1

4
e

11111 - 3‘—\%5 459,730 1@
. 12345 - 28315 395,573 @
. secret - H£%15 363,491 (&
0. 123123 - 8315 351,576 (@


https://www.hkepc.com/22983/2024_%E6%9C%80%E5%9E%83%E5%9C%BE%E5%AF%86%E7%A2%BC%E6%8E%92%E8%A1%8C%E6%A6%9C_123456%E6%8E%92%E7%AC%AC%E4%B8%80__%E5%85%B13%2C018%2C050_%E5%80%8B
https://www.hkepc.com/22983/2024_%E6%9C%80%E5%9E%83%E5%9C%BE%E5%AF%86%E7%A2%BC%E6%8E%92%E8%A1%8C%E6%A6%9C_123456%E6%8E%92%E7%AC%AC%E4%B8%80__%E5%85%B13%2C018%2C050_%E5%80%8B

Trade off

security
restrictions

usability

factor




Trend ...




BIARSEEAR

TER—LEARKERAR, AFENEREBUEARBERESNE, MBS IRIOAFRACE IR, 2 HAR BRI R R BT AR

R,
o ERZEH

(BB, H1ITRMERHMR LR, BEERFTH )
o MERE (AMEEREBIREZEE KER )

o EMEATHE (RMHREZRFLBENEHRNER )
ﬁiﬂﬁiﬁﬁ&ﬁﬁfﬁ#?ﬂ“ . https://www.infosec.gov.hk/tc_chi/technical/standards.html
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“If you want to go fast, go alone.
If you want to go far, gO together .” -African Proverb
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