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» NMAP port scan

» nmap.exe -Pn --top-port 20 <x.x.x.start>-<end>
» Example: nmap.exe -Pn --top-port 20 192.168.0.1-254

)

Nmap scan report for 192.168.0.65
Host is up (0.054s latency).
PORT STATE SERVICE

21/tcp  filtered ftp
EEgF!EII!iﬂ!‘!g?‘g‘@"!""""
cp 1ltered telne

25/tcp filtered smtp
53/tcp open domain
80/tcp filtered http
110/tcp filtered pop3
111/tcp filtered rpcbind
135/tcp open msrpc

139/tcp open netbios-ssn

143/tcp filtered imap
443/tcp open
445/t cp

https
open microsoft-ds
993/tcp filtered imaps
995/tcp filtered pop3s
1723/tcp filtered pptp
3306/tcp filtered mysql
3389/tcp open ms-wbt-serve
5900/tcp filtered vnc
8080/tcp filtered http-proxy
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» Windows fa]fiizgs Ay e 5 1 AR [ KSR e

g '_\Ll:_t;)\j‘ Flliﬁ I Piﬂliﬂ: Remote Desktop - User Mode (TCP-In) Properties
‘ Windows Firewall with Advanced Security wf:::ﬂ = m B . Toat T Mec;
File Action View Help o
“lﬁl@l (® Any IP address
@ Windows Firewall with Advance [T LT O These IP addresses:
B iowtie | e
B Connection Security Rules 2 Remote Desktop - Shadow (TCP-In) Rem
> ™, Monitoring @ Remote Desktop - User Mode (TCP-In) Rem
2 Remote Desktop - User Mode (UDP-In) Rem Ressote 1P add
O Any IP address
(® These IP addresses:
—m 08 o Elfj LUH_ 203.176.2312 [Add_]
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> BEUERHIER %/ \HAREEEEEIR

] Active Directory Users and Com|| Name Type Description
> 7] Saved Queries
v P sem—— 8, _vmware_ Domain Admins Properties ? X
> (3] All_Computer s_vmware_user_
> @] autouser EAcce-ss-Derjled Assistance Use|  General Members Member Of Managed By
e agadmmadmm
> 7] Builtin . Members:
> [ ComputerForStaff SAdmmlstrator .
» &) ComputerForStudent 82 Allowed RODC Password Repl Name Active Directory Domain Services Folder
> D ——F 2 Cert Publishers
> (7] Computers w i R
5 (3] DisabledAC gCIoneable Domain Controllers b -3 s==—== DisabledAC
> (@] Domain Controllers %Denied RODC Password Replic l‘dm".’ __ — 5‘"’ AC/Llsserdec
- smme==mmivic/Disabled
» [] ForeignSecurityPrincipal: 5% DHCP Administrators &'I.Vf_m T
> B ITim— QDHCP Users &M-‘ﬁ@ R —
> [] Managed Service Accour | 4% DnsAdmins 2 speedy Stk /Users
> (3] Others 82 DnsUpdateProxy L= S E
> B === &2, Domain Admins
> (3] Staff 8% Domain Computers
> E‘ Students 8% Domain Controllers
> 3] = 8% Domain Guests
> B tsscomp H% Domain Users
O gEnterpriseAdmins Add | I o e— ‘
%Enterprise Read-only Domain
%Group Policy Creator Owners
Guest
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> B EERZAEE ST (http://www.emailsecuritycheck.net)

@ www.emailsecuritycheck.net

Free Email Security Check

Email is a security hazard. Many viruses, worms and

Office 365

Search Mail and People
spread themselves throughout the Internet, and almost e
malware appear. © Folders
It is of vital importance for administrators and users to keep email .
Byteplant's free Email Security Check is intended to help you wi St ferms
2 . Drafts
Check Your Email Security Now! e .
On this page, you can request a set of sample messages to be deli Inbox 15
your choice. These messages can be used to perform a basic test i Clutter
is working. Keep in mind that if even one of these test emails 1 Drafts
take immediate action to protect yourself by checking the se Sent Items
solution. Deleted ltems
To start the test, enter a valid email address for your domain Archive
| Conversation History
- Junk Email 6
| SUBMIT | Notas
Scheduled
~ Groups =
schoolsupport

System Support

P

Outlook

@ New|v [ Delete W& Archive Notjunk|v
Junk Email Filter v
Next: No events for the next two days. m Agenda
securitycheck@emailsecurityc... ]
Test mail 6/7 (ID=XXhkVIYmqzKZXOWzQTzf2 Sun 5:43 PM

You receive this email because you registered for the Byt...

securitycheck@emailsecurityc... B
Test mail 7/7 (ID=XXhkVIYmqzKZXOWzQzE Sun 5:43 PM
You receive this email because you registered for the Byt...

securitycheck@emailsecurityc... ']
Test mail 1/7 (ID=XXhkVIVmqzKZXOWzQTzf Sun 543 PM
You receive this email because you registered for the Byt...

securitycheck@emailsecurityc...
Test mail 3/7 (ID=XXhkVIYmqzKZXOWzQTzf2 Sun 5:43 PM
You receive this email because you registered for the Byt...

securitycheck@emailsecurityc... (]
Test mail 5/7 (ID=XXhkVIYmqzKZX0WzQTzfe Sun 5:43 PM
You receive this email because you registered for the Byt...

securitycheck@emailsecurityc... B
Test mail 4/7 (1D=XXhkVIYmqzKZXOW2zQTzfz Sun 5:43 PM
You receive this email because you registered for the Byt...

;04%@%

Speedy Group

Block Moveto ¥  Categories ¥  e»*

Test mail 7/7 (ID=XXhkVIYmqzKZX0WzQTzf4Q==

securitycheck@emailsecuritycheck.net
Sun 11/26, 5:43 PM
Ives Lee ¥

This message was identified as spam. We'll delete it after 29 days. It's not spam

I This item will expire in 29 days. To keep this item longer, apply a different label.

I Label: Junk Email (1 month) Expires: 12/26/2017 5:43 PM

w [ attached v

327 bytes
Download Save to OneDrive - Speedy Group Corporation Limited

You receive this email because you registered for the Byteplant Email Security Check.
This mail contains a harmless executable attachment named "attached.bat".

Even though it is harmless, it should have been removed (or replaced) by your
attachment blocker.

Find out more here on how to protect yourself against unwanted email attachments:
http//www.byteplant.com/cleanmail
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0 %A B DUR T BRI (Weekly Backy
0 7 )AEWSH 7 (Image Backup)

0 B AETEZERE N (File Backup)

0 B AEBERH () (Offline Backup)

0 59 HFB8E D (Offsite Backup)
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> 5/ VEE W) Weekly Backup

» iE{7 Weekly Backup &% H EFE N EIRVH (D IEE
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= | Create task ‘
& P search General Schedule Task Settings
@ notification Service action
® Stop service Start service

Task Scheduler

Name ~ == Enabled

@ Hardware & Power
- Auto Block

E External Devices Bonjour Printer Broadcast

FTP
QUpdate & Restore FTPS
NFS Service
A Applications _
NTP Service
== Privileges SFTP i
SMB v

E Application Portal
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» {EFHVPN: PPTP, L2TP over IPSEC, SSLVPN

» PPTP
> NEFER  AZE
» EYouTube I (ERE R BRFEVPN -

» L2TP over IPSEC MR ERE R KX
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» Password Failure Detection

ER B AL ER L - SEEIP
> 7% FEEFAE Linux/Unix Z45 EFRHE RS

» Windows Server 75 password lockout policy « Ai87E 2 #E IR R
» UIZEAT Windows Server HEHIPRMER - EBTT5EPower Shell
Coding - MEEARL F:

1. B£E22 Security log event id 4625 (BE— 7 2B 22— )

2. Hevent id 4625 IR - EACIFIERASHEUPHIIL - P U E X F 15
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a Audit Failure 4625 Microsoft Windows security auditing. Logon

11/27/2017 9:11:42 AM

< > \
Event 4625, Microsoft Windows security auditing. X \
General Details \
Logon Type: 3 New Trigger
Account For Which Logon Failed:
Security ID: NULL SID Begin the task: [On an event v
Account Name: administrator2 z
Account Domain: Settings
Failure Information: @ Basi .
Failure Reason: Unknown user name or bad password. SIC Log: | Security n l
Status: 0xC000006D : : _ —
Sub Status: 0xC0000064 (O Custom Source: [Mlcrosoft Windows security auditing. v I
|Process Information: Event ID: |4525| I
Caller Process ID: 0x0
Caller Process Name: -
|Network Information:
Workstation Name: DuffyMac.local
Source Network Address:  203.176.231.2
SO Rt g Advanced settings
[] Delay task for: 15 minutes
[C] Repeat task every: 1 hour for a duration of: |1day
Stop all running tasks at end of repetition duration
[[] Stop task if it runs longer than: 3 days
[ Activate: 11/27/2017 5:51:24 PM & Synchronize across time zones
O Expire: 11/27/2018 [~ 5:51:24PM = Synchronize across time zones

[] Enabled

[ ok | concel




