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W Malicious Content Redirect

B Phishing Hosting
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B Malware Target (not a bot)

B Vulnerable System
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starbucks-voucher.giftcard-promotions.cc ¢

B starbucks-voucher.giftcard-pro

19 August 2015

19 August 2015

Congratulations! How to get your
Take 1 minute survey for a chance for a BRL500,- Starbucks
chance to get a ARS500 Voucher?

Starbucks Voucher! _
Tell 10 friends on WHATSAPP about the Starbucks survey!

Starbucks is expanding in La Plata. Because of this, we

: Click 1 h 't fi
need your feedback. Step 1: Click 10x on the SHARE button (don't forget to press

the back/home' button to continue!)

Answer 4 simple questions to qualify for 1 of the (150 Step 2: Click on CONTINUE and enter your shipping details.
available) ARS500 Starbucks Vouchers!

Are you a regular Starbucks © Share ©
customer?

Share 10x and then..

Continue!

“ [ eteris A for et secones!

OWe have (14) Starbucks Vouchers left.
ONO double registrations found.
OOuaEiﬁsr for BRL500,- Voucher.

YES

Comments

o m o

https://securelist.com/blog/incidents/71942/youre-paying-for-your-starbucks-one-way-or-the-other/
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- ‘: Wanna Crypt v2.5

Ooops, your files have been encrypted! &&=

not so enough time. -
You can decrypt some of your files for free. Try now by clicking |
But if you want to decrypt all your files, your need to pay.

3rd, some words like "View' mean different things in different
that these keys should be some how chaged so we would be abl¢

How Do I Pay?

Payment will be raised on different translations. I have some problems with specially this
which was used in different places, and there is one important

0 0 . 00 . 00 4th, in some places where place holders are used, the result will
- . ] not so enough time.

You can decrypt some of your files for free. Try now by clicking -
But if you want to decrypt all your files, your need to pay.
characters, ...) in appropriate places to create better result in finz ~

Your files will be lost on

000000 o~ bitcoin Send $600 worth of bitcoin this address:
- e | 115pTUMMngojlpMvkpHijeRdfINX m

About bitcoin
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A ' _ Threats found when scanning.
@ Quarantine WinJ2Hary.!
HECLMSotbara
Worm Win32s
e and the Death Viruses found: 14 threats
g Win32Pames
£ HECLUNSaltwa

Tio by e, e
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CCleaner.com vz2.27.1300 (54-5it)
Py MS Windows 8 64-bit '
U @ 2.40GHz, 4,0GB RAM, AMD F o50M Gi /

Intel Corei3-3110M CPU @ 2,40

URLs recientemente ascritas
Borrar archivos Index.dat
[#] Ubicacidn de Cltimas descargas
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— https://www.hkcert.org/subscription

¢ REZNT

— https://www.hkcert.org/security-bulletin =

« RLZITE
— https://www.hkcert.org/security-tools
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