School Information Security
Do you know it ?
Can you make it ?
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Mr. Albert Wong
IT Manager & Teacher, Ying Wa College (YWCQ)

Chairman, Association of IT Leaders in Education (AiTLE)

Email : 9028 9443 / albertwong@aitle.org.hk
Website: https://www.aitle.org.hk
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2016-04-19

AsTLE "RDcronnsy

BH | RiAE  FeHH | F§WH (Projects)  F84E FHES | [ITinEd-

AITLE & E6E) © | BRENIRZLGHE
' }ﬂjg‘%’iﬂ%ﬁk# ~ B ~ Bis R
- ~ = J

Jates: 04/19/2016 Times: 14:30 - 17:30 Location: H,5EH,561E " #F BHBEEH FIE
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https://www.aitle.org.hk/?p=3243
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Migration to Cloud Seminar

Dates: 04/30/2016 Times: 09:30 - 12:30 Location: Room 201-202, 2/F, HkedCity,
Sha Kok Estate, Shatin Wai, Shatin

https://www.aitle.org.hk/?p=3252
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AITLE + HKUEdAA + EDB Seminar :
Security Threats in Schools
(physical and social)

Dates: 07/09/2016 Times: 09:30 - 12:29 Location: W404 EDB KTESC, Kowloon
Tong, Kowloon

https://www.aitle.org.hk/?p=3446
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WannaCry Ransomware Attz

AITLE Seminar : Briefing Seminar re
Defense Against the Ransomware
“WannaCry”

Dates: 05/17/2017 Times: 17:00 - 19:00 Location: Lecture Theatre, 4/F, West Block,
Kowloon Tong Education Services Centre, 19 Suffolk Road, Kowloon Tong, Kowloon

https://www.aitle.org.hk/?p=3937
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https://www.aitle.org.hk/?p=4365
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2018-06-13

A:TLE 2ECsrasme

BR | RAE | FF0H  F9mH (Projects) | #R4E | FHES | [ITinE

AITLE Event : Seminar on SSL &
DNSSEC for School Websites

Dates: 06/13/2018 Times: 15:00 - 17:30 Location: ¥ 7 ISR T EEER

https://www.aitle.org.hk/?p=3177
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Alert For- - albertwong &

Terence Reardon <foflorentinozq.. 2018575285 &7 F56:59 Sy 4
Z 44 albertwong@aitle.org.hk ~

| will cut to the chase. I'm aware- s your pass word. Moreover, | am aware
about your secret and | have proof of it. You do not know me and no one employed me
to check out you.

It is just your misfortune that | stumbled across your blunder. In fact, | actually setup a
malware on the adult vids (sex sites) and you visited this site to experience fun (you
know what | mean). While you were watching videos, your internet browser started
operating as a Rdp (Remote desktop) with a keylogger which provided me with
accessibility to your display as well as web camera. Just after that, my software

N
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And | am about to ofter you two options which will achieve that. I hose two choices to
either ignore this letter, or perhaps pay me $3200. Let's investigate these 2 options in
details.

First Option is to ignore this e-mail. Let's see what will happen if you select this path. |
will definitely send out your video recording to all of your contacts including family
members, colleagues, and so on. It will not save you from the humiliation you and your
family will face when family and friends learn your unpleasant details from me.

Option 2 is to send me $3200. We will name it my “privacy charges”. Now lets see what
will happen if you pick this option. Your secret will remain your secret. I'll destroy the
recording immediately. You continue on with your daily life as though none of this ever
happened.

Now you may be thinking, “l will call the cops”. Let me tell you, | have covered my steps
to make sure that this message cannot be linked to me plus it won't stop the evidence

from destroying your life. | am not planning to steal all your savings. | just want to get
\ N
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payment via Bitcoin (if you do not know this, type "how to buy bitcoins"” on google)

Amount to be sent: $3200
Bitcoin Address to Send to: 17G46bmya24bMEzvbY mvUrGLIgAEdDW45M
(It is CASE sensitive, so copy and paste it)

Share with no one what will you be utilizing the bitcoin for or they may not offer it to
you. The process to have bitcoins may take a day or two so do not delay.

I've a unique pixel within this e-mail, and now | know that you have read through this
email message. You now have 2 days in order to make the payment. If | do not get the
BitCoin, | will definitely send your video recording to all of your contacts including
friends and family, colleagues, and so forth. You better come up with an excuse for
friends and family before they find out. Nonetheless, if | receive the payment, I'll
destroy the video and all other proofs immediately. lt's a non negotiable offer, so don't
waste my time and yours. Time is running out. You should know that my software will

still be sharing what action you adopt when you are done looking over this email. Let
e 3salire Voll that If | see anv had activitv from volir wah histarv then let me seand



12/5/2018 .
Hello Eric

free

a bit urgent

has problem
need prof help

wanna to chat with you
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Wait me a few mins.

OK and thanks ...

Their files got bitlocker ransomed
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12/5/2018

Their files got bitlocker ransomed T
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Total lost

OK and thanks ...

Coopooo
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HETH ?

Thanks ...
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= fiTdata recovery
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Bitlocker encrypt file server

Format backup server

AD create —{&user

feel to chat through phone 777




12/6/2018

Do you know the update of the school case yesterday 717 528

Yes, they whatsapp me this morning

Eric Fan
Yes, they whatsapp me this morming

An unexpected result T,

haha, which mean they have luck

R » {Eit @B & follow up action? .

Eric Fan
haha, which mean they have luck

Yes

1818 \.-"::".

Eric Fan

{R{h » {EftrEEE S follow up action?

1B = school or hacker
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® ITC/TSS /School JE[E
® 15 Info Sec 4§ A &F4F year plan, budget
* &7 (offline & offsite )

* FiE?

® H¥rpatch?

* f&H well known services

® Google, Microsoft
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® |ITC/TSS /School &

® Server Migration to Cloud

® Join Community of Practice
® Subscribe to HKCERT news
® Self Health-Check
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AITLE Support on
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® Info Sec

® Seminar

® Workshops
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Keep update from AITLE by

® 21 AiTLE Whatsapp Groups
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Join AIiTLE Whatsapp Groups
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Mr. Albert Wong
IT Manager & Teacher, Ying Wa College (YWC)

Chairman, Association of IT Leaders in Education (AiTLE)

Email : 9028 9443 / albertwong@aitle.org. hk
Website: https://www.aitle.org. hk
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