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學校網絡和網站保安漏洞
及相關保安措施分享會



Why are schools being targeted? 

• Schools are typically vulnerable and unprepared for these

types of attacks 

• Schools rely on technology for day-to-day operations.

• Teachers and students are increasingly bringing their own 

laptops, phones, and other personal devices to campus 

and connecting to the campus network, bringing in increased 

risks for cyberattacks.

• Students may be interested in carrying out these attacks.



近日發生的大型資安事件

Garmin受勒索軟件攻擊致服務停頓數天

Canon資料被盜取及加密，不願支付贖金
資料被公開

Konica Minolta被勒索軟件攻擊服務停頓

世界最大遊輪集團Carnival Cruise部份IT系
統被加密、資料可能被盜

特點:高針對性 /人手操作的長時間攻擊



Cybersecurity incidents can lead to trouble 

Here are the top outcomes to avoid:

• Unauthorized Disclosure and Theft of Student, Teacher and Parent Info

• Breaches and Hacks Affecting School Operations and Student Data

• Phishing and Credential Misuse

• Corruption of School Technology and Security Systems

• Ransomware for the Purposes of Extortion



https://www.edb.gov.hk/en/edu-system/primary-secondary/applicable-to-primary-secondary/it-in-edu/information-security/information-security-in-school.html
https://www.edb.gov.hk/en/edu-system/primary-secondary/applicable-to-primary-secondary/it-in-edu/information-security/information-security-in-school.html
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https://www.edb.gov.hk/attachment/en/edu-system/primary-secondary/applicable-to-primary-secondary/it-in-edu/Information-Securtiy/Information-Security-in-Schools/isrp-ch06-en.pdf
https://www.edb.gov.hk/en/edu-system/primary-secondary/applicable-to-primary-secondary/it-in-edu/information-security/information-security-in-school.html
https://www.edb.gov.hk/en/edu-system/primary-secondary/applicable-to-primary-secondary/it-in-edu/information-security/information-security-in-school.html
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School e-Security Checklist 

• 10 steps to protect your school’s network

https://www.ncsc.gov.uk/collection/10-steps-to-cybe
r-security/introduction-to-cyber-security/executive-s
ummary

• 20 CIS Controls

https://learn.cisecurity.org/cis-controls-download

https://www.ncsc.gov.uk/collection/10-steps-to-cyber-security/introduction-to-cyber-security/executive-summary
https://learn.cisecurity.org/cis-controls-download




CIS Essential Cybersecurity Practices 
1 – Inventory and Control of Hardware Assets

2 – Inventory and Control of Software Assets

3 – Continuous Vulnerability Management

4 – Controlled Use of Administrative Privileges

5 – Secure Configurations for Hardware and Software on Mobile Devices, Laptops, Workstations, and Servers

6 – Maintenance, Monitoring, and Analysis of Audit Logs

7 – Email and Web Browser Protections

8 – Malware Defenses

9 – Limitation and Control of Network Ports, Protocols, and Services

10 – Data Recovery Capabilities

11 – Secure Configuration for Network Devices, such as Firewalls, Routers, and Switches

12 – Boundary Defense

13 – Data Protection

14 – Controlled Access Based on the Need to Know

15 – Wireless Access Control

16 – Account Monitoring and Control

17 – Implement a Security Awareness and Training Program

18 – Application Software Security

19 – Incident Response and Management

20 – Penetration Tests and Red Team Exercises
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Patch Management

只安裝防毒軟件並不足夠– 黑客採用高針對性、人手操作的精密攻擊

事件共通點

•應用程式安全漏洞 (Vulnerabilities)

•帳戶被盜取得管理員權限

學校使用的作業系統、應用程式如
Microsoft Windows、Office、
Adobe等每年釋出大量安全更新堵塞
安全漏洞，學校有及時安裝嗎？



Patch Management

定時為全校電腦安裝安全更新 (Patch)

學校電腦數量多，人手安裝更新需時

市場上Patch Management軟件可協助進行安全更新

如Microsoft SCCM、Kaspersky Patch Management等

可自動下載、測試及自動為網絡內電腦安裝作業系統及應用程式的更新
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https://passwords.google.com/







Two Steps Authentication 



Tools for Encryption 



Tools for Encryption 



Tools for Encryption 



Tools for Encryption 



Tools for Encryption 



Tools for Encryption 



The Role of School Management

Security Management Cycle Identifying the risks and consequences 
associated with vulnerabilities.

Identify what assets to protect, their 
relative importance.

Developing security policies and guidelines, 
assigning security responsibilities and
implementing technical and administrative security measures.

Constant monitoring and recording so that proper 
arrangements can be made when tackling a 
security incident.



https://www.hkirc.hk/zh-ha
nt/community_programme
/sme/

https://www.hkirc.hk/zh-hant/community_programme/sme/
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HKACE 學生獎勵計劃



HKACE 支持活動：新媒體素養
http://medialiteracy.hk/



HKACE 支持活動：網絡安全比賽



Website  :    https://www.hkace.org.hk

Facebook :    https://www.facebook.com/hkace.org/

Tel :    2406 6683 

Fax : 8200 1738

Email :    ask@hkace.org.hk

Whatsapp :    https://cutt.ly/TtJBrt9

mailto:ask@hkace.org.hk

