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Schools are typically vulnerable and unprepared for these

types of attacks

Schools rely on technology for day-to-day operations.
Teachers and students are increasingly bringing their own
laptops, phones, and other personal devices to campus

and connecting to the campus network, bringing in increased
risks for cyberattacks.

Students may be interested in carrying out these attacks.
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Here are the top outcomes to avoid:

Unauthorized Disclosure and Theft of Student, Teacher and Parent Info
Breaches and Hacks Affecting School Operations and Student Data
Phishing and Credential Misuse

Corruption of School Technology and Security Systems

Ransomware for the Purposes of Extortion
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Chapter 6 Data Security

CHAPTER 6
DATA SECURITY

6.1 Information Classification

6.1.1

Before determining security measures, the data to be protected need to be identified and
classified. Data should be classified based on the level of sensitivity of that data. In a school,
data may be categorised to the following categories according to the requirements of the

school’s secunty policy:

(a) Confidential

(b) Internal

(c) Public

Definition of the above categories:

(a) Confidential: Information and materials, the unauthorsed disclosure of which would be

prejudicial to the interests of the school.

(b) Internal: Information and matenals, the unauthonsed disclosure of which would be

undesirable in the interests of the school.

(¢) Public: Information and materials to be published or made available to the public access.
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6.2 Cryptography

6.2.1

Schools should ensure proper and effective use of cryptography to protect the confidentiality,

authenticity and integrity of information.
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6.2.2

6.2.3

Encryption techniques should be used to protect the sensitive data and enforce confidentiality
during transmission and storage. Many schemes exist for encryption of files such as using the
program’s own encryption feature, external hardware device, secret key encryption, and

public key encryption.

For information classified as confidential, the symmetric encryption key length are
recommended to be at least 128-bit for the advanced encryption standard (AES) encryption or
equivalent, whereas the asymmetric encryption key length are recommended to be at least
2048-bit for the Rivest-Shamir-Adleman (RSA) encryption.
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6.3 Backup

6.3.1

School should carry out backups at regular intervals and should establish and implement
backup and recovery policies for their information systems. Users should perform backup for
the data stored in their workstations, mobile devices and removable storage media regularly.
The backup frequency should be based on the impact of loss of availability of the data. Backup
restoration tests shall be conducted regularly. Schools should follow the best practices when

establishing their backup and recovery policies:

(a) Backup copies should be maintained for all operational data to enable reconstruction

should they be inadvertently destroyed or lost.

(b) The backup copies should be taken at regular intervals such that recovery to the most up-

to-date state is possible.

(c) Backup activities should be reviewed regularly. Procedures for data backup and recovery
should be well established. Wherever possible, their effectiveness in real-life situations

should be tested thoroughly.

(d) It is advisable to store backup copies offline at a safe and secure location remote from
the site of the systems. In case of any disaster which destroys the systems, the systems

could still be reconstructed elsewhere.



Chapter 6 Data Security

6.4 Personal Data (Privacy)

6.4.1 Schools should ensure compliance with the Personal Data (Privacy) Ordinance, including the
Data Protection Principle 4 (on security of personal data) when handling personal data.
Appropriate security measures should be adopted to protect personal data from unauthorised
or accidental access, processing, erasure or other use. For details of six Data Protection

Principles, please refer to Personal Data (Privacy) Ordinance at PCPD’s web site:

6.5 Information Erasure

6.5.1 When the data is no longer needed, it should be permanently destructed. A system of checks
and balances should be maintained to verify the successful completion of the secure deletion

process.




Chapter 6 Data Security

6.6 Promotion of Security Awareness of the Data Security Requirements

6.6.1

In order to promote the security awareness of data secunty requirements m schools, an
effective way 1s continuous information sharing such as distribution of security news or
supplement especially right after major changes of security requirements in IT security
documents and/or major security incident that has severe impact to schools and/or public. The

followings are suggested tips of distributing security news or supplement for schools:

(a) All requirements are well-documented. Audience should be educated where the related

documents including precedence of them could be found.

(b) General principles should be delivered to the audience so that they could understand and

remember the main 1deas easily.

(c) Do’s and Don’ts with practical examples may also raise the audience’s interest and can

solidify their understanding.

(d) The size of the supplement should be kept as short and precise as possible. For example,
around five pages for regular issues and one to two pages for a reminder after major

incident or any potential incident of high likelihood.

(e) Make use of school communication channels such as email, instant message groups, staff
meetings etc. to disseminate the updated news of schools information security

nformation.



« 10 steps to protect your school’s network
https://www.ncsc.gov.uk/collection/10-steps-to-cybe

r-security/introduction-to-cyber-security/executive-s
ummary

« 20 CIS Controls
https.//learn.cisecurity.org/cis-controls-download
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National Cyber
Security Centre

10 Steps to

Cyber Security

Network Security

Protect your networks from attack.
Defend the network perimeter, filter
out unauthorised access and
malicious content. Monitor

and test security controls.

User education
and awareness

Produce user security palicies
covering acceptable and secure
use of your systems. Include

in staff training. Maintain
awareness of cyber risks.

Set up your Risk D
Management Regime i

Assess the risks to your organisation’s information
and systems with the same vigour you would for legal,
regulatory, financial or operational risks. To achieve
this, embed a Risk Management Regime across
your organisation, supported by the Board
and senior managers.

Malware
prevention

Produce relevant policies
and establish anti-malware
defences across your
organisation

Removable
media controls

Produce a policy to control all

access to removable media. Limit
media types and use. Scan all media
for malware before importing onto the
corporate system

o@
ey, . aXe
"Mine your risk 80°°"

Secure configuration

Apply security patches and ensure the
secure configuration of all systems is
maintained. Create a system inventory

and define a baseline build for all devices. For more information go to

Defining and communicating your Board's Information Risk Regime is central to your
organisation’s overall cyber security strategy. The National Cyber Security Centre
recommends you review this regime - together with the nine associated security areas
described below, in order to protect your business against the majority of cyber atta

Managing user O
privileges C“
Establish effective management o
processes and limit the number of

privileged accounts. Limit user privileges
and monitor user activity. Control access

to activity and audit logs.

Incident
management

Establish an incident
response and disaster
recovery capability. Test your incident
management plans. Provide specialist
training. Report criminal incidents to
law enforcement.

o

Monitoring

Establish a monitoring

strategy and produce

supporting policies.

Continuously monitor all systems and
networks. Analyse logs for unusual
activity that could indicate an attack.

~—~
Home and N
mobile working
Develop a mobile working
policy and train staff to adhere
to it. Apply the secure baseline
and build to all devices. Protect
data both in transit and at rest.

& www.ncsc.gov.uk W @ncsc



CIS Essential Cybersecurity Practices

- Inventory and Control of Hardware Assets

- Inventory and Control of Software Assets

- Continuous Vulnerability Management

- Controlled Use of Administrative Privileges

Secure Configurations for Hardware and Software on Mobile Devices, Laptops, Workstations, and Servers
- Maintenance, Monitoring, and Analysis of Audit Logs

- Email and Web Browser Protections

- Malware Defenses

O OO0 31 O L &~ W N —
|

- Limitation and Control of Network Ports, Protocols, and Services
10 - Data Recovery Capabilities

11 - Secure Configuration for Network Devices, such as Firewalls, Routers, and Switches
12 - Boundary Defense

13 - Data Protection

14 - Controlled Access Based on the Need to Know

15 - Wireless Access Control

16 - Account Monitoring and Control

17 - Implement a Security Awareness and Training Program

18 - Application Software Security

19 - Incident Response and Management

20 - Penetration Tests and Red Team Exercises
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Password Setting
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https://passwords.google.com/

¢ &

Welcome to your Password Manager

Manage your saved passwords in Android or Chrome. They're securely stored
in your Google Account and available across all your devices.

Get started




Google Account

< Password Manager

See, change or remove passwords that you saved in your Google Account. Learn more

Password Checkup

Check your saved passwords to strengthen your security.

Go to Password Checkup

42 sites and apps Q, [search passwords

@ I
@ I
= I




Google Account

Password Checkup

We've checked 65 passwords

& Nocompromised passwords

o 40 reused passwords
Create unique passwords

o 3 accounts using a weak password
Create strong passwords

©

See personalised security recommendations for your
Google Account in the Security Check-Up. Get started



Two Steps Authentication

Google Account Q, search Google Account @
Home Security
;H Personal info Settings and recommendations to help you keep your account secure
C® Data & personalisation
Critical security issues found
ﬂ Security

Protect your account now by resolving these issues

2, People and sharing

B Payments and subscriptions

Take action

Signing in to Google

»0xTD

Password Last changed 17 Aug >
Use your phone to sign in @ off >
2-Step Verification @ off >

Ways that we can verify that it's you

These can be used to make sure that it's really you signing in or to
contact you if there’s suspicious activity in your account

Recovery phone 9406 3750 >
Recovery email kwm(@go bhss.edu.hk >

Security question
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File security for you and your team
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Open archive

Open archive

Extract files...

Extract Here

Extract to "20200728- £ fa E#a s

Test archive

Add to archive...

Compress and email...

Add to "20200728-E 54N 5 #u 1

Compress to "202007 28-E 4N {al 4
Add to "20200728- 434 il EE R SIS

Compress to "20200728- &40 {5




Add to Archive

ErEiE TAGICT3

20200728- B4 A FEEEREEE 2D

Archive format: zip

Compression level: Normal

Compression method: Deflate

Dictionary size: 32 KB ~
Word size: 32 £4
Solid Block size: v
Number of CPU threads: 8 b /8
Memory usage for Compressing: 259 MB
Memory usage for Decompressing: 2MB
Split to volumes, bytes:

| ]

Parameters:

Update mode: Add and replace files

Path mode: Relative pathnames

Options
Create SFX archive

[ ] compress shared files

D Delete files after compression

Encryption

Enter password:

Reenter password:

[] show Password

Encryption method:

AES-256

Help
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Security Management Cycle

Assessing Security Risks

.

Implementing and Maintaining a

Secure Framework

Reviewing and Improving

k.

+

Monitoring and Recording

Constant monitoring and recording so that proper
arrangements can be made when tackling a
security incident.

Identifying the risks and consequences
associated with vulnerabilities.

Identify what assets to protect, their
relative importance.
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Cyber Security T G Easation”
in a Connected
World Seminar

27 June, 2020
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Cyber Threat Intelllgence Worksop Serles - 2 2 * * —\
Foundation B i WEBSIT
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- Workshop Fee: HKS$S2,133 (May apply up to HKS4,267 subsndy) "
‘ *Maximum savin with the final grant subjects to approv :‘p}li_%_r;g

The primary aim of this workshop Frosramme coce 20GLOG8E 01

series - is tq t-rlgger structured _ 10 241 Novermber 2020
analytical thinking based on the Date and time 09:00 - 18:00

security skillset that professionals

already have. Apart from theory, Venue Online Broadcast
hands-on lessons are included,

the participants will have plenty Medium English

of chances to involve in threats
intelligence! During the lessons, Register now! Early bird on or

open source and commercial " before 13 Oct 2020 and
Limited Seats members of organiser and

threat intelligence tools, such as . S i
supporting organisations will
OSINT, MISP, Autopsy, Cuckoo enjoy up to HK$200 discount!
Sandbox, Kibana, Grafana, and
many more will be covered too!

The deadline submission of the
workshop application is 3 _Nov
2020. Late submission will NOT
be considered.

Remarks
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Tel = 2406 6683
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Email : ask@hkace.org.hk
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