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School IT Security Risk Assessment

Introduction

Create awareness - Privacy issues

ldentify vulnerabilities in local primary &
secondary schools

Set the standard (baseline) for the industry

Vendor to provide service - Qualified security
experts should be appointed for security risk
assessment
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HKT Web Vulnerability Assessment Service

Information Gathering
Week 1

Automated
Scanning

@ Qualys.

O tenable

Vulnerability Analysis

Assessment lifecycle
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Report and Manual
Recommendations Review




HKT Web Vulnerability Assessment Service
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Vulnerability Assessment Service 1s performed by a group of security certified engineers




HKT's Web Vulnerability Assessment Summary

O Web Services Scanning
2 5 Host Discovery: 59 ; Web Services: 15
: O (Around 25% has Web Page Services)

[ 4

Average Risk Score is 54

4 schools Risk Score over average value

(around 66% School’s Risk Score is above average

Application Vulnerability Scanning result

; ; A) Domain Vulnerability Result: 31% risk is in High Risk or above.

Application Vulnerability Result: 33% risk is in High Risk Level. There are 283

Pa rt i Ci pates : high risk find in total 849 vulnerability records.
6 Schools

Duration:
Mar,2020 to Dec,2020



Result Highlights

Domain Host Vulnerability Scanning Distribution

Risk Score
i o S
Critical 5/o| Low 11% N )

= Low School 5 * 55

2 Medium School 4 | )

= High School 3 | ) 73 ™ Risk Score

Critical Schoo| 7 | I / 5
School 1 i 60
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3 3 % of Vulnerabilities are in Critical / Highest Score

High Categories 54 78 20




Top Security Impact Vulnerabilities

Among the ~15 systems scanned, we find Percentage get the below

6% 40%  86%

o ™\ g N (L A
Code (SQL) Injection ross-site Scripting (XSS) Using Outdated Components
with Known Vulnerabilities
Allow an attacker to The attacker’s hostile data |
compromise the can trick the interpreter - SSL/TLS version
application, access or into executing unintended - OS version
modify data, or exploit commands or accessing - PHP version
latent vulnerabilities in data without proper - Apache version
the underlying database. authorization. et
6.9% of total attacks 32% of total attacks 4.7% of total attacks

_ belongs to this category. ) | belongs to this category. ) | belongs to this category.




Security Risk Impact

C L : o Using Outdated Cos t
Code (SQL) Injection Cross-site Scripting (XSS) Wistlllll%{ngwf \e/ulngl{agﬁ?t?::

|

The vulnerability may impact your system, result in
Data Leakage / Loss

Content Defacement

Malicious code 1njection

Malware / Ransomware Infection

|

- Black Listing €2 Affect SCHOOL OPERATON / REPUTATION




Challenges in
Security
Management

IT Support

10+ years ago




Challenges in
Security
Management

More User Touch Point —

More System

More Data
(More Security Risk)

R I

IT Support

N owadays

= Attendance

= Exam FEecord

= Extra Curriculum




Challenges in Security Management

Investment spending in Cyber Security

Success factors that can strengthen your organization’s cybersecurity posture in the next three years

Complexity dmm (
Recrllifmelﬂ' - Improvement in staffing

$$ - k Increase in funding

Cyber intelligence improvements

Improvement in technologies

Improvement in threat sharing

Reduction in the compliance burden

Ability to minimize employee-related risk

Reduction in complexity

Increase in C-level support

Cybersecurity leadership

Ponemon Institute Research Report, at@;sF

0% 10% 20% 30% 40% 50%




How to Survive in the challenging

Trends in Security Management?

Security
M anaaeme n-l- g malware i GX@CU]LG[.mﬁ&.n% "
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Browser-hased dUL@ QXQCULQ acking

CRPTOMINING  unauthorized \/\ ~nC \V\CORYPTUJABKM
CRYPTOJACKING

You CANNOT do it all by yourself, find
a TRUSTED PARTNER for Security
Management




“Security-Centric”- Security Management Everywhere

Potential Security Threat 1s everywhere!!

—
amazon | “ School Wi-Fi service b . BYOD Deyvices

E .

School core network

Cody SHe= =
Goog[e Cloud Platform School Firewall School Devices
DDoS / DoS / Intrusion RANSOMWARE / VIRUS /
2 B Malicious Email SPAM /Email ~ MALWARE
Ta Website Spoofing

User Remote Access




“Security-Centric”- Security Management Everywhere

Multi-Dimension Security Protection

amazon | m School Wi-Fi service
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Goog[e Cloud Platform ‘ SChOOl Firewall

School Devices

Cloud-Based UTM Firewall Emai.l Sepurity/ NGAV
Firewall / Web Application Server

™ )
T @ Filtering EDR

User Remote Access




“Security-Centric”- Security Management Everywhere

Comprehensive Managed Security Service

End Point Devices/BYOD
'-ﬁ a &% School Wi-Fi service - BYOD Devices

amazZon

g web services™

School core network

School Devices
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1. Centralized Security Log collection and monitoring
User Remote Access

Security Management 2. Automation of security alert and incident recording

3. Remote support for incident recording and assist




Key components on Security Management

HKT School HelpDesk /

Secure Connectivity

f eration Center

1010~ b
DDoS '

HKT Internet  pocection

Platform

Technology

Secure On-Premises Solution

NAEN
Security Application

Control

VICES

— Network

| Security
D
Endpoint

Protection




Security
Operation
Center

splunk>

- Secu rity Expert SOC Manager = Ve - z

.confzo17

2017

- Security Intelligence

Certified Ethical Hacker

/ <N
7F PROFE®

Certified Information

CI SA Systems Auditor®

- Security Management et Srtoms At

Tools and Practice




School
Helpdesk

Background

hR20174 5 A 12 HER#E, S ERF BB 2| —F %A
ABWannacryFIEI FREGFFTIRE R B BERTE24/NEFFN

ZEBI10E| RMIKNEE FESHMEDIES24, RI1T,
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Prevention (‘(':oun"t)

‘our |

RFIFILARFS ER FMTERFFEUH .

Wannacry— AN E th #h | ER{G, FIAAAESFORSAA X
FEAHAEEAAMEEEFEARAEIREXRES. (BEE 4
oAl E, BT Ea—XRFABATHZERBRRELE=BI
I AE T EEternalBluefH ¥ E XX EEWindows 10
R BISMBARFENI T Z IR INEE, A IHEBX = 0l FE iR
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School Helpdesk Hotline: 187-2323

MRWindowsBh MBI Al ZEZEFEHEA
port 139 445, FBEBSE A EAIRE
SFEWindowssZHI## S EZARFFH AT
28,

ZHlE > ZMEERTE > BB >
EPEERTE > Em A FRE

FEHE T ZIFR AN

encrypted!

ortant files are encrypted
Many of your documents, photos, videos, databases and other flies are no longer

._l..
=A% > EARRA
File and Printer Sharing (NB-Session-In) Port 139
File and Printer Sharing (SMB-In) Port 445

School Helpdesk Hotline: 187-2323

« Occurred on 12-May-2017 (Friday night)

« Take action to disable related firewall TCP ports (139 & 445) in ALL school
Wifl Circuits

« Completed all school wifi circuits (400+) on 15-May-2017 (Monday)

« Informed schools that HKT already take action to block the TCP ports via
Phone & Emall

.

* Prepare user guide / preventive actions and sent to schools for them to
take action on school'’s ITED network




AL G\ e\ - Security Risk will keep EVOLVING

- PERIODIC Security Risk Assessment is
important

You CANNOT do it all by yourself

- Find a TRUTSED PARTNER for security
management
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Any Questions?



Thank You



